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Session	
  DescripLon	
  

David	
  Pollino	
  will	
  discuss	
  soluLons	
  to	
  the	
  many	
  security	
  risks	
  based	
  on	
  his	
  
experience	
  with	
  responding	
  to	
  a	
  large	
  number	
  of	
  fraud	
  schemes	
  and	
  breaches	
  
that	
  result	
  in	
  ACH	
  fraud,	
  wire	
  fraud,	
  and	
  credit	
  card	
  fraud.	
  Being	
  prepared	
  to	
  
proacLvely	
  detect,	
  respond	
  and	
  educate	
  customers	
  is	
  criLcal.	
  David	
  will	
  
discuss	
  examples	
  and	
  risks	
  can	
  be	
  miLgated	
  by	
  the	
  impacted	
  organizaLon.	
  	
  	
  

Session	
  ObjecLves:	
  
1.	
  MiLgaLon	
  of	
  Breaches	
  	
  
2.	
  Finance	
  Security	
  Issues	
  
3.	
  Cybersecurity	
  Awareness	
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About	
  the	
  Speaker	
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David	
  Pollino	
  
SVP,	
  Deputy	
  Chief	
  Security	
  Officer,	
  Bank	
  of	
  the	
  West	
  
David	
  Pollino,	
  SVP,	
  Deputy	
  Chief	
  Security	
  Officer	
  for	
  Bank	
  of	
  
the	
  West,	
  is	
  responsible	
  for	
  security	
  operaLons	
  including	
  
fraud	
  prevenLon	
  oversight,	
  cybersecurity	
  program	
  
implementaLon,	
  and	
  educaLon	
  at	
  the	
  bank.	
  Pollino	
  was	
  
recently	
  named	
  a	
  top	
  ten	
  influencer	
  by	
  Bank	
  InformaLon	
  
Security.	
  
Prior	
  to	
  joining	
  Bank	
  of	
  the	
  West,	
  Pollino	
  served	
  in	
  senior	
  
fraud	
  prevenLon	
  posiLons	
  for	
  Wells	
  Fargo,	
  Washington	
  
Mutual,	
  and	
  Charles	
  Schwab.	
  During	
  his	
  career,	
  Pollino	
  has	
  
also	
  	
  worked	
  as	
  an	
  informaLon	
  security	
  consultant	
  at	
  
@stake	
  and	
  UUNET	
  advising	
  Fortune	
  100	
  companies	
  on	
  
informaLon	
  security	
  issues.	
  	
  
Pollino	
  is	
  the	
  author	
  of	
  RSA	
  Press:	
  Wireless	
  security,	
  The	
  
Hacker's	
  Challenge	
  Books	
  1,	
  2	
  and	
  3,	
  and	
  Hacking	
  Exposed:	
  
Wireless.	
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Top	
  5	
  Fraud	
  Threats	
  

1.	
  Card	
  fraud	
  
2.	
  Online	
  threats	
  
3.	
  Customer	
  scams	
  
4.	
  New	
  account	
  
5.	
  Internal	
  Fraud	
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https://www.frbservices.org/files/communications/pdf/research/2013_payments_study_summary.pdf 
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Know	
  Your	
  Enemy	
  

Principle	
  6	
  -­‐	
  The	
  organizaLon	
  specifies	
  objecLves	
  with	
  sufficient	
  clarity	
  to	
  enable	
  the	
  idenLficaLon	
  and	
  
assessment	
  of	
  risks	
  relaLng	
  to	
  objecLves.	
  
	
  

•  Na,on-­‐states	
  and	
  spies	
  —	
  HosLle	
  foreign	
  naLons	
  who	
  seek	
  intellectual	
  property	
  and	
  trade	
  
secrets	
  for	
  military	
  and	
  compeLLve	
  advantage.	
  Those	
  that	
  seek	
  to	
  steal	
  naLonal	
  security	
  secrets	
  
or	
  intellectual	
  property.	
  

•  Organized	
  criminals	
  —	
  Perpetrators	
  that	
  use	
  sophisLcated	
  tools	
  to	
  steal	
  money	
  or	
  private	
  and	
  
sensiLve	
  informaLon	
  about	
  an	
  enLty’s	
  consumers	
  (e.g.,	
  idenLty	
  theh).	
  

•  Terrorists	
  —	
  Rogue	
  groups	
  or	
  individuals	
  who	
  look	
  to	
  use	
  the	
  Internet	
  to	
  launch	
  cyber	
  ajacks	
  
against	
  criLcal	
  infrastructure,	
  including	
  financial	
  insLtuLons.	
  

•  Hack,vists	
  —	
  Individuals	
  or	
  groups	
  that	
  want	
  to	
  make	
  a	
  social	
  or	
  poliLcal	
  statement	
  by	
  stealing	
  
or	
  publishing	
  an	
  organizaLon’s	
  sensiLve	
  informaLon.	
  

•  Insiders	
  —	
  Trusted	
  individuals	
  inside	
  the	
  organizaLon	
  who	
  sell	
  or	
  share	
  the	
  organizaLon’s	
  
sensiLve	
  informaLon	
  
	
  

Principle	
  13	
  -­‐	
  The	
  organizaLon	
  obtains	
  or	
  generates	
  and	
  uses	
  relevant,	
  quality	
  informaLon	
  to	
  support	
  
the	
  funcLoning	
  of	
  internal	
  control.	
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Source: COSO 
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Card	
  Fraud	
  –	
  2015	
  Verizon	
  Breach	
  Report	
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•  Ram scrapers 
–  “Your cash register has a virus” 

•  Large Companies 
–  Big push before EMV 
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Current	
  State	
  –	
  ACH	
  Fraud	
  

•  “Cards	
  are	
  typically	
  used	
  for	
  point-­‐of-­‐sale	
  (POS)	
  transacLons	
  largely	
  because	
  of	
  their	
  
convenience,	
  while	
  ACH	
  payments	
  tend	
  to	
  be	
  used	
  primarily	
  for	
  bill	
  payment,	
  payroll,	
  and	
  
other	
  larger-­‐value	
  transacLons.”	
  

•  Current	
  Schemes	
  
–  Online	
  Account	
  Takeover	
  
–  Bill	
  payment	
  fraud	
  
–  Peer	
  to	
  peer	
  payments	
  
–  Masquerading	
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Source: https://www.frbservices.org/files/communications/pdf/research/2013_payments_study_summary.pdf 
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The	
  Case	
  of	
  Efficient	
  Services	
  Escrow	
  Group	
  

A	
  suspected	
  Trojan	
  allowed	
  hackers	
  access	
  to	
  Efficient	
  Services	
  Escrow	
  Group’s	
  computers.	
  
The	
  hackers	
  remotely	
  iniLated	
  wire	
  transfers	
  to	
  Russia	
  and	
  China	
  on	
  three	
  separate	
  occasions	
  
totaling	
  $1.5	
  million.	
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Source: Krebs on Security; “$1.5 million Cyberheist Ruins Escrow Firm,” http://krebsonsecurity.com/2013/08/1-5-million-cyberheist-ruins-escrow-firm/, August 7, 2013.  
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The	
  Case	
  of	
  Efficient	
  Services	
  Escrow	
  Group	
  

•  Efficient	
  Services	
  Escrow	
  recovered	
  only	
  half	
  of	
  the	
  funds	
  and	
  in	
  March	
  2013,	
  the	
  firm	
  
was	
  shut	
  down	
  by	
  the	
  California	
  Department	
  of	
  CorporaLons.	
  

	
  
•  While	
  the	
  downfall	
  of	
  Efficient	
  Services	
  Escrow	
  may	
  have	
  been	
  due	
  to	
  its	
  own	
  

shortcomings,	
  the	
  case	
  sheds	
  light	
  on	
  inadequacies	
  of	
  its	
  Bank’s	
  security.	
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Source: Krebs on Security; “$1.5 million Cyberheist Ruins Escrow Firm,” http://krebsonsecurity.com/2013/08/1-5-million-cyberheist-ruins-escrow-firm/, August 7, 2013.  



2016	
  January	
  EducaLon	
  Event	
  
January	
  21,	
  2016	
  

	
  

What	
  is	
  Masquerading?	
  

•  Masquerading	
  is	
  a	
  combinaLon	
  of	
  social	
  engineering	
  and	
  a	
  confidence	
  scam,	
  using	
  high-­‐tech	
  
tools.	
  

	
  
•  A	
  criminal	
  impersonates	
  a	
  high-­‐level	
  execuLve	
  at	
  a	
  company,	
  ohen	
  the	
  CEO,	
  and	
  sends	
  an	
  

email	
  that	
  looks	
  like	
  it	
  came	
  from	
  that	
  person,	
  or	
  calls,	
  spoofing	
  the	
  execuLve's	
  phone	
  
number.	
  	
  

	
  
•  The	
  ajacks	
  are	
  waged	
  against	
  the	
  bank's	
  commercial	
  customers,	
  not	
  the	
  bank	
  itself	
  

•  Ajacks	
  may	
  include	
  Spear-­‐phishing,	
  to	
  takeover	
  a	
  legiLmate	
  e-­‐mail	
  account	
  	
  
	
  
•  Then	
  the	
  criminal	
  gets	
  others	
  in	
  the	
  organizaLons	
  to	
  do	
  something,	
  such	
  as	
  send	
  a	
  wire	
  

transfer	
  or	
  make	
  an	
  automated	
  clearing	
  house	
  payment.	
  

•  The	
  funds	
  ulLmately	
  end	
  up	
  in	
  a	
  bogus	
  account	
  set	
  up	
  by	
  the	
  fraudster(s).	
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Masquerading	
  Scheme	
  CommonaliLes	
  

•  VicLms	
  are	
  generally	
  from	
  the	
  United	
  States,	
  England	
  and	
  Canada,	
  although	
  there	
  have	
  been	
  
complaints	
  from	
  other	
  countries	
  such	
  as	
  Belgium.	
  
	
  

•  VicLm	
  businesses	
  ohen	
  trade	
  internaLonally,	
  usually	
  through	
  China.	
  

•  Most	
  vicLms	
  reported	
  wire	
  transfers	
  are	
  common	
  business	
  pracLce,	
  so	
  conducLng	
  transfers,	
  
including	
  those	
  for	
  high-­‐dollar	
  amounts,	
  is	
  not	
  unusual.	
  

	
  
•  Many	
  vicLms	
  receive	
  fraudulent	
  e-­‐mail	
  requests	
  to	
  transfer	
  funds	
  from	
  an	
  AOL,	
  Gmail,	
  or	
  

Hotmail	
  address.	
  However,	
  there	
  has	
  been	
  an	
  increase	
  in	
  fraudulent	
  transfers	
  conducted	
  
through	
  computer	
  intrusion.	
  

•  Transfers	
  traced	
  by	
  the	
  vicLm’s	
  fraud	
  department	
  mainly	
  lead	
  to	
  Asian	
  banks	
  in	
  China	
  or	
  
Hong	
  Kong.	
  However,	
  transacLons	
  with	
  banks	
  in	
  South	
  Africa,	
  Turkey	
  and	
  Japan	
  have	
  also	
  
been	
  reported.	
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Source: http://www.ic3.gov/media/2014/140627.aspx 
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BEC	
  VicLms	
  by	
  Country	
  

12	
  

Top	
  5	
  Countries	
  by	
  Loss	
  
1.  United	
  States	
  
2. Malaysia	
  
3.  Canada	
  
4.  Austria	
  
5.  Spain	
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Masquerading	
  Loss	
  StaLsLcs	
  

The	
  scam	
  has	
  been	
  reported	
  in	
  all	
  50	
  states	
  and	
  in	
  79	
  countries.	
  From	
  October	
  2013	
  through	
  August	
  
2015,	
  total	
  losses	
  reported	
  amount	
  to	
  over	
  $1.2	
  billion:	
  	
  
	
  

–  Total	
  U.S.	
  VicLms:	
  	
  7,066	
  	
  
	
  
–  Total	
  U.S.	
  exposed	
  dollar	
  loss:	
  	
  $747,659,840.63	
  	
  

–  Total	
  non-­‐U.S.	
  vicLms:	
  	
  1,113	
  	
  

–  Total	
  non-­‐U.S.	
  exposed	
  dollar	
  loss:	
  	
  $51,238,118.62	
  	
  

–  Combined	
  vicLms:	
  	
  8,179	
  	
  

–  Combined	
  exposed	
  dollar	
  loss:	
  	
  $1.2B	
  

	
  
The	
  FBI	
  an,cipates	
  loss	
  amounts	
  and	
  number	
  of	
  vic,ms	
  will	
  con,nue	
  to	
  increase	
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Sources: http://www.ic3.gov/media/2015/150827-1.aspx and http://krebsonsecurity.com/2015/08/fbi-1-2b-lost-to-business-email-scams/  
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Masquerading	
  –	
  Versions	
  of	
  the	
  Scam	
  

Based	
  on	
  complaints	
  reported	
  to	
  IC3,	
  there	
  are	
  four	
  versions	
  of	
  this	
  scam:	
  	
  
	
  

Version	
  1	
  
A	
  business,	
  which	
  ohen	
  has	
  a	
  long	
  standing	
  relaLonship	
  with	
  a	
  supplier,	
  is	
  asked	
  to	
  wire	
  funds	
  for	
  invoice	
  payment	
  to	
  an	
  alternate,	
  
fraudulent	
  account.	
  	
  The	
  request	
  may	
  be	
  made	
  via	
  telephone,	
  facsimile	
  or	
  e-­‐mail.	
  	
  If	
  an	
  e-­‐mail	
  is	
  received,	
  the	
  subject	
  will	
  spoof	
  the	
  e-­‐
mail	
  request	
  so	
  it	
  appears	
  very	
  similar	
  to	
  a	
  legiLmate	
  account	
  and	
  would	
  take	
  very	
  close	
  scruLny	
  to	
  determine	
  it	
  was	
  fraudulent.	
  	
  
Likewise,	
  if	
  a	
  facsimile	
  or	
  telephone	
  call	
  is	
  received,	
  it	
  will	
  closely	
  mimic	
  a	
  legiLmate	
  request.	
  	
  This	
  parLcular	
  version	
  has	
  also	
  been	
  
referred	
  to	
  as	
  “The	
  Bogus	
  Invoice	
  Scheme,”	
  “The	
  Supplier	
  Swindle,”	
  and	
  “Invoice	
  ModificaLon	
  Scheme.”	
  	
  
	
  
Version	
  2	
  
The	
  e-­‐mail	
  accounts	
  of	
  high-­‐level	
  business	
  execuLves	
  (CFO,	
  CTO,	
  etc.)	
  are	
  compromised.	
  	
  The	
  account	
  may	
  be	
  spoofed	
  or	
  hacked.	
  	
  A	
  
request	
  for	
  a	
  wire	
  transfer	
  from	
  the	
  compromised	
  account	
  is	
  made	
  to	
  a	
  second	
  employee	
  within	
  the	
  company	
  who	
  is	
  normally	
  
responsible	
  for	
  processing	
  these	
  requests.	
  	
  In	
  some	
  instances	
  a	
  request	
  for	
  a	
  wire	
  transfer	
  from	
  the	
  compromised	
  account	
  is	
  sent	
  
directly	
  to	
  the	
  financial	
  insLtuLon	
  with	
  instrucLons	
  to	
  urgently	
  send	
  funds	
  to	
  bank	
  “X”	
  for	
  reason	
  “Y.”	
  	
  This	
  parLcular	
  version	
  has	
  also	
  
been	
  referred	
  to	
  as	
  “CEO	
  Fraud,”	
  “Business	
  ExecuLve	
  Scam,”	
  “Masquerading,”	
  and	
  “Financial	
  Industry	
  Wire	
  Frauds.”	
  	
  
	
  
Version	
  3	
  
An	
  employee	
  of	
  a	
  business	
  has	
  his/her	
  personal	
  e-­‐mail	
  hacked.	
  	
  Requests	
  for	
  invoice	
  payments	
  to	
  fraudster-­‐controlled	
  bank	
  accounts	
  
are	
  sent	
  from	
  this	
  employee’s	
  personal	
  e-­‐mail	
  to	
  mulLple	
  vendors	
  idenLfied	
  from	
  this	
  employee’s	
  contact	
  list.	
  	
  The	
  business	
  may	
  not	
  
become	
  aware	
  of	
  the	
  fraudulent	
  requests	
  unLl	
  they	
  are	
  contacted	
  by	
  their	
  vendors	
  to	
  follow	
  up	
  on	
  the	
  status	
  of	
  their	
  invoice	
  
payment.	
  	
  
	
  	
  
Version	
  4	
  
VicLms	
  report	
  being	
  contacted	
  by	
  fraudsters,	
  who	
  typically	
  idenLfy	
  themselves	
  as	
  lawyers	
  or	
  representaLves	
  of	
  law	
  firms	
  and	
  claim	
  to	
  
be	
  handling	
  confidenLal	
  or	
  Lme-­‐sensiLve	
  majers.	
  This	
  contact	
  may	
  be	
  made	
  via	
  either	
  phone	
  or	
  e-­‐mail.	
  VicLms	
  may	
  be	
  pressured	
  by	
  
the	
  fraudster	
  to	
  act	
  quickly	
  or	
  secretly	
  in	
  handling	
  the	
  transfer	
  of	
  funds.	
  This	
  type	
  of	
  BEC	
  scam	
  may	
  occur	
  at	
  the	
  end	
  of	
  the	
  business	
  
day	
  or	
  work	
  week	
  or	
  be	
  Lmed	
  to	
  coincide	
  with	
  the	
  close	
  of	
  business	
  of	
  internaLonal	
  financial	
  insLtuLons.	
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Source: http://www.ic3.gov/media/2015/150827-1.aspx  
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Masquerading	
  Awareness:	
  BOTW	
  Blog	
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Fraud	
  EducaLon	
  in	
  the	
  Media	
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Fraud	
  EducaLon	
  on	
  Social	
  Media	
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Tips	
  for	
  PrevenLon	
  

1.  Confirm	
  that	
  any	
  request	
  to	
  iniLate	
  a	
  wire	
  is	
  from	
  an	
  authorized	
  source	
  within	
  the	
  company.	
  

2.  Double-­‐	
  and	
  triple-­‐check	
  email	
  addresses	
  to	
  help	
  ensure	
  messages	
  are	
  not	
  coming	
  from	
  a	
  
fraudulent	
  domain	
  with	
  a	
  slightly	
  different	
  address	
  than	
  your	
  company’s	
  domain.	
  

3.  Slow	
  down.	
  Be	
  on	
  high	
  alert	
  for	
  possible	
  fraud	
  anyLme	
  wire	
  transfer	
  instrucLons	
  include	
  Lght	
  
deadlines.	
  

4.  Be	
  suspicious	
  of	
  requests	
  for	
  confidenLality.	
  Whenever	
  wire	
  transfer	
  instrucLons	
  specify	
  to	
  keep	
  
the	
  transacLon	
  secret,	
  you	
  should	
  verify	
  the	
  legiLmacy	
  of	
  the	
  source	
  of	
  this	
  request.	
  Speak	
  to	
  the	
  
execuLve	
  or	
  manager	
  requesLng	
  the	
  transacLon	
  by	
  phone	
  or	
  in	
  person.	
  If	
  you	
  sLll	
  have	
  doubts,	
  
speak	
  to	
  another	
  senior	
  execuLve.	
  

5.  Similar	
  to	
  checks	
  for	
  paying	
  large	
  purchase	
  orders,	
  wire	
  transfers	
  over	
  a	
  certain	
  dollar	
  threshold	
  
may	
  be	
  matched	
  to	
  a	
  reference	
  number	
  to	
  help	
  ensure	
  they	
  are	
  linked	
  to	
  an	
  approved	
  purchase	
  or	
  
service.	
  

6.  Use	
  two-­‐factor	
  authenLcaLon	
  to	
  verify	
  vendor	
  changes	
  and	
  transfer	
  requests.	
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ACH	
  /	
  Card	
  Fraud	
  Future	
  

•  ACH	
  payments	
  conLnue	
  to	
  grow	
  

•  EMV	
  will	
  make	
  an	
  impact	
  
–  Increase	
  in	
  fraudulent	
  ACH	
  payments	
  
–  CNP	
  fraud	
  will	
  increase	
  

–  New	
  account	
  abuse	
  

–  Ajack	
  of	
  contact	
  center	
  

•  Same	
  day	
  payments	
  
–  Low	
  dollar,	
  high	
  frequency	
  
–  Mobile	
  based	
  payments	
  

–  Similar	
  to	
  ApplePay?	
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QuesLons?	
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Speaker Details 

Company Bank of the West 

Title SVP, Fraud Prevention Officer 

Facebook URL https://www.facebook.com/BankoftheWest 

LinkedIn URL https://www.linkedin.com/company/bank-of-the-west 

Twitter URL https://twitter.com/bankofthewest 

YouTube https://www.youtube.com/user/BankoftheWest 

E-mail David.Pollino@bankofthewest.com 

Website http://blog.bankofthewest.com/author/pollino_david/ 

Thank you 


