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Abstract:

The session is focused on achieving the following objectives:
e Trending the evolution of network security from a purely network administration perspective to
a specialization approach where networks are decomposed into critical operating areas each of
which in turn require specialized IT security skills.
e Examine the interrelationship and implications of this divergence on the security of the entire
network environment vis-a-vis the demand on network security practitioners to be multi-skilled

Attendees will more clearly identify and appreciate the interrelationship between the different
operational aspects of network security and immediately focus their defense arsenals on those
strategic aspects that are critical to the success of their security operations.

Target Audience:

The session is targeted at the intermediate and advanced network administration, audit and IT security
professional who in the past few years has witnessed the tremendous advances from a simply network-
oriented administration of IT systems security to a more segmented and specialized division into
several areas, including infrastructure security, application systems security, transport and delivery
media security, web and data systems security, as well as data encryption systems and technologies.
IT security professionals at the senior, manager, director and VP as well as partnership levels will find
this session extremely beneficial and thought-provoking.

COBIT Objectives:

e Planning and Organizing the IT function
e Delivering and Supporting the IT function
e Monitoring and Evaluating the IT function
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