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Disclaimer:	
  IBM	
  does	
  not	
  provide	
  legal	
  advice	
  or	
  represent	
  or	
  warrant	
  its	
  services	
  or	
  
products	
  will	
  ensure	
  that	
  client	
  is	
  in	
  compliance	
  with	
  any	
  law	
  or	
  regulaCon.	
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1.	
  IntroducCon	
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1.  IntroducCon:	
  My	
  Background	
  

•  Began	
  working	
  with	
  IBM	
  in	
  January	
  2015	
  and	
  am	
  a	
  CerCfied	
  InformaCon	
  Systems	
  
Auditor	
  with	
  14	
  years	
  of	
  experience	
  in	
  IT	
  audit.	
  Prior	
  to	
  IBM,	
  I	
  worked	
  with	
  Visa	
  for	
  
7	
   years,	
   and	
  prior	
   to	
   that	
  with	
  Charles	
   Schwab	
   for	
  7	
   years.	
   I	
   also	
  worked	
   for	
  10	
  
years	
  in	
  OperaCons	
  roles	
  in	
  large-­‐scale	
  data	
  centers,	
  before	
  switching	
  to	
  Audit.	
  

•  At	
   Visa,	
   I	
   led	
   the	
   IT	
   Audit	
   team	
   so	
   am	
   highly	
   familiar	
   with	
   technology	
   industry	
  
standards,	
  guidelines	
  and	
  regulatory	
  requirements	
  for	
  the	
  financial	
  services	
  sector,	
  
including	
   guidance	
   issued	
   by	
   FFIEC	
   agencies,	
   NIST,	
   the	
   PCI	
   Standards	
   Council,	
  
ISACA	
  and	
  ISO.	
  	
  

•  Throughout	
   my	
   career	
   in	
   Audit,	
   I	
   have	
   rouCnely	
   interacted	
   with	
   US	
   FFIEC	
  
examiners	
   to	
   represent	
   both	
   Visa	
   and	
   Charles	
   Schwab’s	
   IT	
   audit	
   programs,	
  
subsequently	
  gaining	
  deep	
  insights	
  into	
  their	
  expectaCons	
  and	
  preferences.	
  	
  

•  I	
   was	
   hired	
   specifically	
   by	
   IBM	
   to	
   establish	
   a	
   Global	
   Third	
   Party	
   Regulatory	
  
Compliance	
   Program	
   focused	
   on	
   the	
   Financial	
   Sector.	
   My	
   technology	
   control	
  
experience	
   complements	
   my	
   new	
   assignment	
   at	
   IBM,	
   since	
   technology	
  
consideraCons	
   are	
   specifically	
   referenced	
   in	
   global	
   regulatory	
   guidance	
   for	
   third	
  
party	
  risk	
  management.	
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•  Some	
  incidents	
  that	
  may	
  have	
  
influenced	
  financial	
  sector	
  regulatory	
  
guidance	
  around	
  the	
  management	
  of	
  
third	
  parCes:	
  
– Mortgage	
  crisis	
  in	
  late	
  2000’s	
  
– Heartland,	
  Global	
  Payments,	
  Target	
  
data	
  breaches	
  

1.  IntroducCon:	
  Stories	
  From	
  Recent	
  History	
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2.	
  Overview	
  of	
  US	
  Financial	
  
Services	
  Regulatory	
  Landscape	
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•  FFIEC	
  (Federal	
  Financial	
  InsCtuCons	
  
ExaminaCon	
  Council	
  )	
  
– Primary	
  members	
  are:	
  
• FDIC	
  (Federal	
  Deposit	
  Insurance	
  
CorporaCon)	
  
• FRB	
  (Federal	
  Reserve	
  Board)	
  
• OCC	
  (Office	
  of	
  Comptroller	
  of	
  the	
  
Currency)	
  

2.  US	
  Financial	
  Services	
  Regulatory	
  Landscape:	
  
Regulatory	
  OrganizaCons	
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FFIEC	
  IT	
  ExaminaHon	
  Handbooks:	
  hhp://ithandbook.ffiec.gov/it-­‐booklets.aspx	
  
	
  

2.  US	
  Financial	
  Services	
  Regulatory	
  Landscape:	
  
Key	
  IT	
  Guidelines	
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FFIEC	
  Cybersecurity	
  Awareness:	
  hhp://www.ffiec.gov/cybersecurity.htm	
  
	
  
	
  

2.  US	
  Financial	
  Services	
  Regulatory	
  Landscape:	
  
Key	
  IT	
  Guidelines	
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•  FDIC	
  Financial	
  InsCtuCon	
  Leher	
  44-­‐2008	
  Guidance	
  
for	
  Managing	
  Third	
  Party	
  Risk	
  
–  hhps://www.fdic.gov/news/news/financial/2008/
fil08044a.html	
  

•  FRB	
  Supervision	
  &	
  RegulaCon	
  Leher	
  13-­‐19	
  Guidance	
  
on	
  Managing	
  Outsourcing	
  Risk	
  
–  hhp://www.federalreserve.gov/bankinforeg/srlehers/
sr1319a1.pdf	
  

•  OCC	
  BulleCn	
  2013-­‐29	
  Third	
  Party	
  RelaConships	
  –	
  Risk	
  
Management	
  Guidance	
  
–  hhp://occ.gov/news-­‐issuances/bulleCns/2013/
bulleCn-­‐2013-­‐29.html	
  

2.  US	
  Financial	
  Services	
  Regulatory	
  Landscape:	
  
Third	
  Party	
  RelaConship	
  Management	
  Guidelines	
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3.	
  Deep	
  Dive:	
  	
  
Third	
  Party	
  RelaConship	
  
Regulatory	
  Guidelines	
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1.  Planning	
  &	
  Risk	
  Assessment	
  
2.  Due	
  Diligence	
  &	
  Third	
  Party	
  

SelecCon	
  
3.  Contract	
  NegoCaCons	
  
4.  On-­‐going	
  Monitoring	
  
5.  TerminaCon	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle	
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• Oversight	
  &	
  Accountability	
  
• DocumentaCon	
  &	
  ReporCng	
  
•  Independent	
  Reviews	
  

3.  Three	
  Elements	
  of	
  Governance	
  During	
  Third	
  
Party	
  RelaConship	
  Lifecycle	
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Five	
  Phases	
  of	
  the	
  
Third	
  Party	
  RelaConship	
  Lifecycle	
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• Developing	
  a	
  plan	
  to	
  manage	
  the	
  
relaConship	
  is	
  oken	
  the	
  first	
  step	
  in	
  
the	
  third-­‐party	
  risk	
  management	
  
process.	
  This	
  step	
  is	
  necessary	
  when	
  a	
  
bank	
  is	
  considering	
  contracts	
  with	
  
third	
  parCes	
  that	
  involve	
  criCcal	
  
acCviCes.	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  Planning	
  &	
  Risk	
  Assessment	
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•  ConducCng	
  a	
  review	
  of	
  a	
  potenCal	
  
third	
  party	
  before	
  signing	
  a	
  contract	
  
helps	
  ensure	
  that	
  the	
  bank	
  selects	
  an	
  
appropriate	
  third	
  party	
  and	
  
understands	
  and	
  controls	
  the	
  risks	
  
posed	
  by	
  the	
  relaConship,	
  consistent	
  
with	
  the	
  bank’s	
  risk	
  appeCte.	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  Due	
  Diligence	
  &	
  3rd	
  Party	
  SelecCon	
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16	
  areas	
  of	
  focus:	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  Due	
  Diligence	
  &	
  3rd	
  Party	
  SelecHon	
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• Developing	
  a	
  contract	
  that	
  clearly	
  
defines	
  expectaCons	
  and	
  
responsibiliCes	
  of	
  the	
  third	
  party	
  helps	
  
to	
  ensure	
  the	
  contract’s	
  
enforceability,	
  limit	
  the	
  bank’s	
  liability,	
  
and	
  miCgate	
  disputes	
  about	
  
performance.	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  Contract	
  NegoHaHons	
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18	
  areas	
  of	
  focus:	
  
	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  Contract	
  NegoHaHons	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

•  Performing	
  ongoing	
  monitoring	
  of	
  the	
  
third-­‐party	
  relaConship	
  once	
  the	
  
contract	
  is	
  in	
  place	
  is	
  essenCal	
  to	
  the	
  
bank’s	
  ability	
  to	
  manage	
  risk	
  of	
  the	
  
third-­‐party	
  relaConship.	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  On-­‐going	
  Monitoring	
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15	
  areas	
  of	
  focus:	
  
	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  On-­‐going	
  Monitoring	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

• Developing	
  a	
  conCngency	
  plan	
  to	
  
ensure	
  that	
  the	
  bank	
  can	
  transiCon	
  
the	
  acCviCes	
  to	
  another	
  third	
  party,	
  
bring	
  the	
  acCviCes	
  in-­‐house,	
  or	
  
disconCnue	
  the	
  acCviCes,	
  if	
  
appropriate.	
  

3.  Five	
  Phases	
  of	
  Third	
  Party	
  RelaConship	
  
Lifecycle:	
  TerminaHon	
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Three	
  Elements	
  of	
  	
  
Governance	
  During	
  the	
  

Third	
  Party	
  RelaConship	
  Lifecycle	
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• Assigning	
  clear	
  roles	
  and	
  
responsibiliCes	
  for	
  managing	
  third-­‐
party	
  relaConships	
  and	
  integraCng	
  the	
  
bank’s	
  third-­‐party	
  risk	
  management	
  
process	
  with	
  its	
  ERM	
  framework	
  
enables	
  conCnuous	
  oversight	
  and	
  
accountability.	
  

3.  Three	
  Elements	
  of	
  Governance	
  During	
  Third	
  Party	
  
RelaConship	
  Lifecycle:	
  Oversight	
  &	
  Accountability	
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•  Proper	
  documentaCon	
  and	
  reporCng	
  
facilitates	
  oversight,	
  accountability,	
  
monitoring,	
  and	
  risk	
  management	
  
associated	
  with	
  third-­‐party	
  
relaConships.	
  

3.  Three	
  Elements	
  of	
  Governance	
  During	
  Third	
  Party	
  
RelaConship	
  Lifecycle:	
  DocumentaHon	
  &	
  
ReporHng	
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•  ConducCng	
  periodic	
  independent	
  
reviews	
  of	
  the	
  risk	
  management	
  
process	
  enables	
  management	
  to	
  
assess	
  whether	
  the	
  process	
  aligns	
  with	
  
the	
  bank’s	
  strategy	
  and	
  effecCvely	
  
manages	
  risk	
  posed	
  by	
  third-­‐party	
  
relaConships.	
  

3.  Three	
  Elements	
  of	
  Governance	
  During	
  Third	
  Party	
  
RelaConship	
  Lifecycle:	
  Independent	
  Review	
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4.	
  Summary	
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Global	
  Financial	
  Sector	
  Third	
  Party	
  Regulatory	
  
Compliance	
  Program	
  

Key	
  Program	
  CharacterisHcs	
  
•  Provision	
   of	
   a	
   web-­‐enabled	
   tool	
   that	
   provides	
   guidance	
   to	
   clients	
   and	
   relevant	
   IBM	
  

personnel	
   (i.e.	
  deal	
  and	
  delivery	
   teams)	
  on	
   regulatory	
   requirements	
   for	
  managing	
   risk	
  
associated	
  with	
  the	
  use	
  of	
  third	
  parCes,	
  throughout	
  the	
  life-­‐cycle	
  of	
  the	
  relaConship	
  

•  Guidance	
   is	
   structured	
   based	
   on	
   consideraCons	
   arCculated	
   in	
   Third	
   Party	
   Risk	
  
Management	
  publicaCons	
  from	
  the	
  US	
  FDIC,	
  FRB	
  and	
  OCC	
  

•  Provision	
   of	
   key	
   arCfacts	
   that	
   clients	
   can	
   download,	
   to	
   demonstrate	
   their	
   intent	
   to	
  
evidence	
   a	
   well-­‐managed	
   third	
   party	
   relaConship,	
   throughout	
   the	
   life-­‐cycle	
   of	
   that	
  
relaConship:	
  
•  Due	
   Diligence	
   Phase:	
   16	
   elements	
   referenced,	
   with	
   guidance	
   on	
   compliance	
  

consideraCons	
   for	
   each,	
   and	
   sample	
   base-­‐level	
   arCfacts	
   available	
   for	
   download	
   that	
  
substanCate	
  IBM’s	
  profile	
  

•  On-­‐Going	
  Monitoring	
   Phase:	
   To	
   preserve	
   client	
   security,	
   each	
   client	
   is	
   assigned	
   their	
  
own	
   separate	
   web-­‐enabled	
   “container”.	
   15	
   elements	
   for	
   On-­‐Going	
   Monitoring	
  
referenced,	
  with	
  client-­‐specific	
  and	
  generic	
  IBM	
  arHfacts	
  provided	
  for	
  download	
  

4.	
  IBM’s	
  Response	
  to	
  Third	
  Party	
  
Regulatory	
  Guidelines	
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4.	
  IBM’s	
  Response	
  to	
  Third	
  Party	
  
Regulatory	
  Guidelines	
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4.	
  Final	
  Remarks	
  
• Financial	
  regulatory	
  guidance	
  could	
  be	
  
leveraged	
  across	
  any	
  industry	
  
“It	
  represents	
  good	
  business	
  pracCce”	
  

	
  
• Degree	
  of	
  applicaCon	
  of	
  the	
  guidance	
  
should	
  depend	
  on	
  the	
  scale,	
  risk	
  and	
  
nature	
  of	
  the	
  acCviCes	
  being	
  
outsourced	
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Outsourcing	
  criCcal	
  acCviCes	
  can	
  
result	
  in	
  a	
  reducHon	
  in	
  an	
  

organizaCon’s	
  overall	
  risk	
  profile,	
  
if	
  the	
  third	
  party	
  has	
  strong	
  
controls	
  and	
  governance	
  

4.	
  Final	
  Remarks	
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5.	
  QuesCons	
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THANK-­‐YOU!	
  
	
  


