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About	
  Kaiser	
  Permanente	
  
•  NaAon’s	
  largest	
  nonprofit	
  health	
  

plan	
  
–  10.1	
  million	
  members	
  

•  Integrated	
  health	
  care	
  delivery	
  
model	
  

•  38	
  hospitals	
  
•  619	
  medical	
  offices	
  
•  17,791	
  physicians	
  
•  177,445	
  employees	
  
•  532	
  pharmacies	
  enterprise	
  wide	
  	
  

(OP,	
  IP,	
  ARC,	
  HH,	
  and	
  ONC)	
  
•  5	
  drug	
  distribuAon	
  warehouses	
  
•  7	
  pharmacy	
  automated	
  refill	
  

centers	
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Health	
  Plan	
  Membership	
  

Colorado	
  
622,184	
  

Georgia	
  	
  
269,962	
  

Hawaii	
  
242,978	
  

Mid-­‐AtlanCc	
  States	
  
(VA,	
  MD,	
  DC)	
  

614,350	
  
Northern	
  California	
  

3,804,500	
  

Northwest	
  (Oregon/
Washington)	
  
523,967	
  

Southern	
  California	
  
4,056,129	
  

As	
  of	
  July	
  31,	
  2015	
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Hospital/Pyxis®	
  Diversion	
  

A	
  Pyxis®	
  is	
  a	
  medicaAon	
  
dispensing	
  machine	
  most	
  
commonly	
  used	
  in	
  hospitals.	
  	
  	
  
	
  
It	
  uses	
  bar	
  code	
  scanning	
  to	
  help	
  
ensure	
  accurate	
  dispensing.	
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Kaiser	
  Permanente	
  Pyxis	
  Numbers	
  

2,223	
  
Pyxis	
  

Machines	
  

995	
  
Northern	
  
California	
  

	
   865	
  
Southern	
  
California	
  

	
  

142	
  
Mid-­‐	
  

AtlanCc	
  
States	
  

24	
  
Georgia	
  

106	
  
Northwest	
  

	
  

32	
  
Colorado	
  

	
  

	
  
	
  
59	
  

Hawaii	
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Pyxis	
  
MedicaCon	
  
Removal	
  

Kaiser	
  
Permanente	
  

HealthConnect®	
  
eMAR	
  

	
  
Pyxis	
  Waste	
  

	
  

Pyxis	
  Return	
  
MedicaCon	
  

MedicaAon	
  AdministraAon	
  Flow	
  

Biometrics/login	
  
passwords	
  used	
  to	
  
access	
  automaCc	
  
dispensing	
  cabinet	
  
for	
  medicaCons.	
  
	
  
Records	
  who,	
  
what,	
  where,	
  and	
  
when.	
  

PaCents	
  permanent	
  
medicaCon	
  
administraCon	
  
record.	
  Use	
  barcode	
  
scanning	
  
technology	
  for	
  
eMAR.	
  

Common	
  pracCce	
  
of	
  disposing	
  of	
  
excess	
  
medicaCon	
  not	
  
administered.	
  
	
  
Witness	
  required	
  

MedicaCon	
  not	
  
administered	
  or	
  
withdrawn	
  in	
  error	
  
and	
  later	
  return	
  to	
  
Pyxis/return	
  bin.	
  	
  
	
  
No	
  witness	
  required	
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iACT	
  Pyxis	
  AnalyAcs:	
  Current	
  ReporAng	
  Under	
  Way	
  

• Designed	
  for	
  operaAons	
  
• Not	
  intended	
  for	
  fraud,	
  waste,	
  and	
  abuse	
  (FWA)	
  

• Monthly	
  distribuAon	
  to	
  SCAL,	
  NCAL,	
  and	
  NW	
  
• Partners:	
  InpaAent	
  Pharmacy	
  Directors	
  
• COMPLETED	
  

Override	
  
Trending	
  Report	
  

• 	
  One	
  version	
  of	
  report	
  
• 	
  Pharmacy	
  Ops:	
  Version	
  1	
  
• 	
  InpaAent	
  Pharmacy	
  Director:	
  	
  sponsor	
  &	
  champion	
  
• 	
  Version	
  1:	
  Go	
  live	
  with	
  SCAL	
  June	
  2014.	
  AddiAonal	
  roll	
  out	
  
TBD	
  
• 	
  COMPLETED	
  

Removal	
  With	
  No	
  
Associated	
  eMAR	
  

• AddiAonal	
  analyAcs	
  planned	
  
• Six	
  reports,	
  designed	
  by	
  Fraud	
  Control,	
  NSIU,	
  NPCO,	
  Pharmacy	
  Ops	
  
•  IdenAfy	
  diversion	
  from	
  different	
  perspecAves	
  
• NSIU/Pharmacy	
  OperaAons	
  partners	
  
• WORK	
  IN	
  PROGRESS	
  

Diversion	
  Reports	
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FWA	
  Pyxis	
  Diversion	
  Report	
  
Incorporate	
  removal	
  with	
  no	
  associate	
  MAR	
  report	
  	
  

Missing	
  medicaCon	
  =	
  (Removal)	
  –	
  (MAR)	
  –	
  (Waste)	
  –	
  (Return)	
  

Removal	
  aber	
  discharge/administered	
  too	
  close	
  to	
  discharge	
  

Removal	
  aber	
  death	
  

Removal	
  aber	
  transfer	
  

Pain	
  scale	
  link	
  to	
  removal	
  

Pain	
  medicaCon	
  removed	
  not	
  indicated	
  for	
  pain	
  scale	
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Pyxis	
  Withdrawn	
  With	
  No	
  Associated	
  eMAR	
  	
  Report	
  Summary	
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Missing	
  MedicaAon	
  Report	
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NCO	
  Fraud	
  Control	
  Pyxis®	
  FWA	
  

Pandora/Pyxis	
  reports	
  
generated	
  manually	
  to	
  

iniAate	
  analysis	
  
(2007-­‐2014)	
  

ReacAve	
  analysis	
  related	
  
to	
  internal	
  Ap	
  
(2007-­‐2014)	
  

NCO	
  partnered	
  with	
  
pharmacy	
  SME	
  to	
  create	
  
proacAve	
  analyAcs	
  (2013)	
  

NCO	
  idenAfied	
  ~	
  2,300	
  
Pyxis	
  machines	
  across	
  
the	
  organizaAon	
  (2013)	
  

Trending	
  Pyxis	
  Override	
  
Report	
  developed	
  

(2013)	
  

Removal	
  with	
  
no	
  associated	
  
eMAR	
  report	
  

(2014)	
  

First	
  proacAve	
  
Pyxis	
  diversion	
  case	
  
idenAfied	
  (April	
  

2015)	
  	
  

Weeks	
  to	
  months	
  for	
  SME	
  to	
  
review	
  data	
  to	
  confirm	
  
diversion	
  or	
  not	
  for	
  NCO	
  
invesAgaAon	
  (2007-­‐2014)	
  

Data	
  
normalizaAon/
structure	
  12	
  
months	
  (2013)	
  

Missing	
  
MedicaAon	
  

Report	
  (March	
  
2015)	
  

RN	
  diversion	
  case	
  in	
  
SCAL	
  confirmed	
  

“Removal	
  With	
  No	
  
Associated	
  eMAR	
  

Report”	
  could	
  idenAfy	
  
potenAal	
  diversion	
  

Case	
  was	
  
idenAfied,	
  

invesAgated	
  and	
  
subject	
  

interviewed	
  within	
  
41	
  hours	
  (fewer	
  
than	
  two	
  days)	
  

Next	
  steps	
  ConAnued	
  
development	
  of	
  
Diversion	
  report	
  to	
  
idenAfy	
  addiAonal	
  
drug	
  diversion	
  flags	
  
“i.e.,	
  removal	
  aoer	
  
discharge”	
  (2015-­‐20
16)	
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Commonly	
  Diverted	
  MedicaAon	
  in	
  
Hospitals	
  

Dilaudid®	
  (Hydromorphone)	
  

Demerol®	
  (Meperidine)	
  

Morphine	
  

Fentanyl	
  

Lorazepam	
  

Hydrocodone	
  

Alprazolam	
  

Valium	
  (Diazepam)	
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Professionals	
  Caught	
  	
  

RNs	
  

• Travel	
  
• Move	
  from	
  facility	
  to	
  facility	
  

• Employed	
  

LVNs	
  

Pharmacists	
  

Physicians	
  

• Newly	
  hired	
  or	
  long-­‐term	
  employees	
  
• Part	
  D	
  paAents	
  drugs	
  at	
  risk	
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InvesAgaAon	
  Process	
  

MedicaCon	
  Reports	
  (Anomalous	
  
User	
  Report)	
  
•  Generally	
  will	
  show	
  outliers	
  of	
  
employees	
  who	
  are	
  excessive	
  users	
  

No	
  Cameras	
  
•  Usually	
  no	
  cameras	
  in	
  paCent	
  treatment	
  
areas	
  

Close	
  ScruCny	
  of	
  Medical	
  
Records	
  
•  Doctors	
  orders	
  
•  Pain	
  scale	
  
• MedicaCon	
  administraCon	
  record	
  
•  PaCent	
  discharged/transferred	
  
• MulCple	
  removals	
  in	
  a	
  short	
  Cme	
  period	
  

PaCent	
  Interviews	
  
•  Not	
  always	
  reliable	
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Case	
  Study	
  	
  

Traveler	
  Nurse	
  Hired	
  12/16/2014	
  (IDM	
  =	
  3/02/2015)	
  

Worked	
  1900-­‐0700	
  

April	
  5,	
  2015	
  
•  NoAced	
  14	
  incidents	
  in	
  removal	
  from	
  Pyxis	
  with	
  no	
  associated	
  eMAR	
  
•  IdenAfied	
  15	
  incidents	
  on	
  missing	
  medicaAon	
  report	
  for	
  the	
  same	
  day	
  

April	
  6,	
  2015	
  
•  Informed	
  iACT	
  and	
  NSIU	
  of	
  informaAon	
  

April	
  7,	
  2015	
  
•  Nurse	
  interviewed	
  by	
  NSIU	
  



Daily	
  Report:	
  Removal	
  With	
  No	
  eMAR	
  and	
  Med	
  StaAon	
  



Monthly	
  Report:	
  Trending	
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What	
  We	
  Found 	
  	
  
Numerous	
  incidents	
  of	
  missing	
  medicaCon	
  

No	
  associated	
  pain	
  scale	
  

No	
  chart	
  notes	
  associated	
  with	
  the	
  removal	
  

Removals	
  too	
  close	
  to	
  previous	
  removals	
  

MulCple	
  narcoCcs	
  removals	
  for	
  same	
  paCent	
  at	
  same	
  
Cme	
  

248	
  incidents	
  of	
  unaccounted	
  for	
  medicaCon	
  in	
  the	
  
Missing	
  MedicaCon	
  Report	
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Itemized	
  Unaccounted	
  MedicaCon	
  Withdrawal:	
  
January	
  1	
  -­‐	
  April	
  7	
  2015	
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Unaccounted	
  MedicaCon	
  Withdrawal	
  by	
  Month:	
  
	
  January	
  -­‐	
  April	
  2015	
  

Note:	
  
suspect	
  
worked	
  5	
  

days	
  in	
  April	
  



Subject	
  Interview	
  

Subject	
  licensed	
  in	
  California	
  and	
  Utah	
  

• No	
  administraCve	
  acCons	
  from	
  either	
  Board	
  of	
  Registered	
  Nursing	
  (BRN)	
  

Subject	
  admijed	
  to	
  stealing	
  an	
  unknown	
  quanCty	
  

• Hydromorphone	
  (Dilaudid)	
  2mg	
  injectables	
  
• Morphine	
  Sulfate	
  2mg	
  and	
  4mg	
  injectables	
  	
  
• Hydrocodone-­‐Acetaminophen	
  (Norco)	
  10mg-­‐325mg	
  	
  

Diverted	
  medicaCon	
  was	
  not	
  documented	
  in	
  the	
  paCent’s	
  eMAR	
  and	
  no	
  waste	
  recorded	
  

Subject	
  admijed	
  to	
  self-­‐administering	
  at	
  her	
  residence	
  to	
  help	
  her	
  sleep	
  due	
  to	
  problems	
  in	
  her	
  
personal	
  life	
  

Subject	
  denied	
  coming	
  to	
  work	
  at	
  Kaiser	
  Permanente	
  impaired	
  and	
  denied	
  self-­‐administering	
  drugs	
  in	
  
the	
  workplace	
  	
  

Subject	
  consented	
  to	
  search	
  of	
  her	
  tote	
  bag	
  which	
  contained	
  two	
  empty	
  Dilaudid	
  2mg	
  injectables,	
  
one	
  full	
  Morphine	
  Sulfate	
  4mg	
  injectable,	
  and	
  different	
  types	
  of	
  sealed	
  saline	
  syringes	
  	
  



Evidence	
  Photographs	
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Medical	
  IdenAty	
  Theo	
  

Increased	
  21.7	
  percent	
  in	
  2014*	
  

Medical	
  idenAty	
  theo	
  occurs	
  when	
  someone	
  uses	
  an	
  
individual’s	
  name	
  and	
  personal	
  idenAty	
  to	
  fraudulently	
  
receive	
  medical	
  services,	
  prescripAon	
  drugs	
  and/or	
  
goods,	
  including	
  arempts	
  to	
  commit	
  fraudulent	
  billing	
  

*Ponemon	
  InsAtute	
  Fioh	
  Annual	
  Study	
  on	
  Medical	
  IdenAty	
  Theo;	
  February	
  2015	
  



Medical	
  IdenAty	
  Link	
  Analysis:	
  	
  
Nonmembers	
  -­‐	
  	
  NCAL	
  &	
  SCAL	
  

Names	
  	
  

Demographics	
  
• Addresses	
  
• Phone	
  Numbers	
  	
  
• Gender	
  
• RelaConships	
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Storyboard	
  

Kaiser	
  
Permanente	
  
Source	
  Data	
  

IdenAty	
  
Algorithm	
  	
  

Who	
  is	
  She?	
  

Common	
  
IdenAfiers	
  

MulAple	
  
PaAents	
  
IdenAfied	
  Medical	
  

Services	
  

Medical	
  Chart	
  
Review	
  

AddiAonal	
  CommonaliAes	
  
(e.g.,	
  oophorectomy,	
  LLQ,	
  

N/V)	
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Name	
  and	
  Demographics	
  

Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   State	
   Create	
  
Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

v  Similar DOBs 
v  Similar Names  
v  Exact Address Matches 
v  All Different Create Dates 

*Data	
  is	
  created	
  PHI	
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Name	
  and	
  Demographics	
  
Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   Stat

e	
   Create	
  Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   321X	
  TRAFTON	
  ST	
   SEATTLE	
   WA	
   6/14/2014	
  

*Data	
  is	
  created	
  PHI	
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Name	
  and	
  Demographics	
  
Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   State	
   Create	
  

Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   321X	
  TRAFTON	
  ST	
   SEATTLE	
   WA	
   6/14/2014	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/28/2014	
  

*Data	
  is	
  created	
  PHI	
  

*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Name	
  and	
  Demographics	
  
Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   State	
   Create	
  

Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   321X	
  TRAFTON	
  ST	
   SEATTLE	
   WA	
   6/14/2014	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/28/2014	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/26/2014	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Name	
  and	
  Demographics	
  
Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   State	
   Create	
  

Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   321X	
  TRAFTON	
  ST	
   SEATTLE	
   WA	
   6/14/2014	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/28/2014	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/26/2014	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   State	
   Create	
  
Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   321X	
  TRAFTON	
  ST	
   SEATTLE	
   WA	
   6/14/2014	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/28/2014	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/26/2014	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   12ABC	
  CORAL	
  ST	
   SANTA	
  YNEZ	
   CA	
   10/1/2014	
  

13	
   9/21/1980	
   MCKINNON	
  TERESA	
   12ABC	
  CORAL	
  ST	
   SANTA	
  YNEZ	
   CA	
   10/3/2014	
  

Name	
  and	
  Demographics	
  
*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   Address	
   City	
   State	
   Create	
  Date	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   123X	
  SINGINGWOOD	
  
CIR	
   LAUREL	
  CANYON	
   CA	
   7/17/2014	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   123X	
  SINGINGWOOD	
  
CIR	
   LAUREL	
  CANYON	
   CA	
   7/23/2014	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   123X	
  SINGINGWOOD	
  
CIR	
   LAUREL	
  CANYON	
   CA	
   7/28/2014	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   123X	
  SINGINGWOOD	
  
CIR	
   LAUREL	
   CA	
   9/12/2014	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   123X	
  SINGINGWOOD	
  
CIR	
   LAUREL	
  CANYON	
   CA	
   6/13/2014	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   123X	
  SINGINGWOOD	
  
CIR	
   LAUREL	
  CANYON	
   CA	
   10/8/2014	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   321X	
  TRAFTON	
  ST	
   SEATTLE	
   WA	
   6/14/2014	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/28/2014	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   1234Y	
  CORONADO	
  AVE	
   DANVILLE	
   CA	
   2/26/2014	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   1ABC	
  POST	
  ST	
   SAN	
  DIEGO	
   CA	
   3/19/2014	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   12ABC	
  CORAL	
  ST	
   SANTA	
  YNEZ	
   CA	
   10/1/2014	
  

Name	
  and	
  Demographics	
  
*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Chart	
  Review	
  Analysis	
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• Gender	
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Specific	
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• Past	
  Surgical	
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  Medical	
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2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   Phone	
  Number	
   Emergency	
  Contact	
   Emergency	
  Contact	
  
Phone	
  #	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   002-­‐309-­‐1905	
   AMBER	
  (SISTER)	
   005-­‐291-­‐0141	
  
006-­‐272-­‐9662	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   002-­‐322-­‐5210	
   BARBARA	
  DENICOLA	
   007-­‐291-­‐0141	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   002-­‐308-­‐1123	
   BRYN	
  (SISTER)	
   008-­‐291-­‐1141	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   002-­‐309-­‐1905	
   BARBARA	
  DENICOLA	
   002-­‐308-­‐1123	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   003-­‐272-­‐1662	
  
002-­‐309-­‐1905	
   BRYNN	
  MCKINNIN	
   002-­‐309-­‐1905	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   002-­‐309-­‐1905	
   BREANNA	
   009-­‐308-­‐1123	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   003-­‐308-­‐1123	
   AMBER	
  MCKINNON	
   006-­‐272-­‐9662	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   002-­‐309-­‐1905	
  
004-­‐291-­‐0144	
   AMBER	
  BRENNAN	
   002-­‐309-­‐1905	
  

002-­‐308-­‐1123	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   004-­‐291-­‐0144	
   AMBER	
   008-­‐291-­‐1141	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   004—291-­‐0141	
   AMBER	
   006-­‐272-­‐9662	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   002-­‐309-­‐1905	
   BRYNN	
   002-­‐308-­‐1123	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   004—291-­‐0141	
   AMBER	
   002-­‐308-­‐1123	
  

Demographics	
   *Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  
ID	
   DOB	
   Name	
   Phone	
  Number	
   Emergency	
  Contact	
   Emergency	
  Contact	
  

Phone	
  #	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   002-­‐309-­‐1905	
   AMBER	
  (SISTER)	
   005-­‐291-­‐0141	
  
006-­‐272-­‐9662	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   002-­‐322-­‐5210	
   BARBARA	
  DENICOLA	
   007-­‐291-­‐0141	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   002-­‐308-­‐1123	
   BRYN	
  (SISTER)	
   008-­‐291-­‐1141	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   002-­‐309-­‐1905	
   BARBARA	
  DENICOLA	
   002-­‐308-­‐1123	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   003-­‐272-­‐1662	
  
002-­‐309-­‐1905	
   BRYNN	
  MCKINNIN	
   002-­‐309-­‐1905	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   002-­‐309-­‐1905	
   BREANNA	
   009-­‐308-­‐1123	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   003-­‐308-­‐1123	
   AMBER	
  MCKINNON	
   006-­‐272-­‐9662	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   002-­‐309-­‐1905	
  
004-­‐291-­‐0144	
   AMBER	
  BRENNAN	
   002-­‐309-­‐1905	
  

002-­‐308-­‐1123	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   004-­‐291-­‐0144	
   AMBER	
   008-­‐291-­‐1141	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   004-­‐291-­‐0141	
   AMBER	
   006-­‐272-­‐9662	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   002-­‐309-­‐1905	
   BRYNN	
   002-­‐308-­‐1123	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   004-­‐291-­‐0141	
   AMBER	
   002-­‐308-­‐1123	
  

Contact	
  InformaAon	
   *Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   Height	
   Weight	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   5’4”	
   115	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   115	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   5’	
   111	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   120	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   113	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   115	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   119	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   113	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   115	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   5’	
   150	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   119	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   5’	
   122	
  

Height	
  and	
  Weight	
   *Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   PaCent	
  Presents	
  	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   Nausea/VomiCng,	
  LLQ	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   Nausea/VomiCng,	
  Abdominal	
  Pain	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   LLQ,	
  Abdominal	
  Pain	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   Nausea/VomiCng,	
  LLQ,	
  Abdominal	
  
Pain	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   LLQ,	
  Abdominal	
  Pain,	
  Rib	
  pain	
  
	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   Nausea/VomiCng,	
  LLQ,	
  Abdominal	
  
Pain	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   Nausea/VomiCng,	
  LLQ,	
  Abdominal	
  
Pain	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   Nausea/VomiCng,	
  Abdominal	
  Pain	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   LLQ,	
  Abdominal	
  Pain,	
  Fell	
  in	
  Shower	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   Nausea/VomiCng,	
  Abdominal	
  Pain	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   LLQ,	
  Abdominal	
  Pain	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   Nausea/VomiCng,	
  Abdominal	
  Pain	
  

PaAent	
  Presents	
  “Chief	
  Complaint”	
  
*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   ExisCng	
  CondiCons	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   Oophorectomy,	
  Epilepsy,	
  Appendectomy	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
   Oophorectomy,	
  Appendectomy	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   Oophorectomy,	
  Epilepsy,	
  Appendectomy	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   Oophorectomy,	
  Ovarian	
  Cyst	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   Oophorectomy,	
  Ovarian	
  Torsion	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   Oophorectomy,	
  Epilepsy,	
  Appendectomy	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   Oophorectomy,	
  Epilepsy,	
  Ovarian	
  Torsion	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   Oophorectomy,	
  Ovarian	
  Cyst	
  
	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   Oophorectomy,	
  Epilepsy,	
  Appendectomy	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   Oophorectomy,	
  Ovarian	
  Torsion	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   Oophorectomy,	
  Epilepsy,	
  Ovarian	
  Torsion	
  
	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   Oophorectomy,	
  Epilepsy,	
  Appendectomy	
  

PaAent	
  Presents	
  “ExisAng	
  CondiAons”	
  
*Data	
  is	
  created	
  PHI	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Member	
  ID	
   DOB	
   Name	
   ExisCng	
  CondiCons	
   OutpaCent	
  MedicaCons	
  

1	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   Doxycycline,	
  Morphine,	
  
Reglan	
  

Keppra,	
  Trileptal,	
  Yaz,	
  
Motrin	
  

2	
   8/14/1981	
   BRENNAN	
  TERRY	
  
Doxycycline,	
  Morphine,	
  

Reglan	
  
	
  

Keppra,	
  Trileptal,	
  Yaz,	
  
Norco	
  

3	
   9/12/1980	
   MCKINNON	
  ANN	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Motrin	
  

4	
   9/21/1980	
   JORDAN	
  LYNN	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Norco	
  

5	
   10/24/1980	
   MCCLELLAN	
  ANN	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Prilosec	
  

6	
   10/13/1980	
   MACLENDON	
  KAREN	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal	
  

7	
   4/15/1981	
   MCKINNON	
  DEBBIE	
   Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Prilosec	
  

8	
   9/12/1980	
   MCKINNON	
  ELAINE	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Motrin	
  

9	
   10/24/1980	
   BRENNAN	
  TERESA	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  	
  

10	
   8/14/1981	
   MCKINNON	
  KAREN	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz	
  

11	
   10/24/1980	
   MCKINNON	
  TERRY	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Norco	
  

12	
   9/21/1980	
   MCLENDON	
  LYNN	
   Doxycycline,	
  Morphine	
   Keppra,	
  Trileptal,	
  Yaz,	
  
Prilosec	
  

PaAent	
  Presents	
  “Allergies	
  and	
  MedicaAons”	
  
*Data	
  is	
  created	
  PHI	
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41	
  IdenCCes/MRNs	
  	
  

All	
  Females	
  With	
  DOBs	
  between	
  1980	
  –	
  1981	
  

19	
  Address	
  VariaCons	
  Across	
  10	
  CiCes	
  and	
  2	
  States	
  

Stated	
  Allergies	
  	
  
•  40	
  of	
  41	
  –	
  	
  Allergic	
  to	
  Morphine	
  
•  37	
  of	
  41	
  –	
  Allergic	
  to	
  Doxycycline	
  	
  

Stated	
  MedicaCons	
  
•  37	
  of	
  41	
  –	
  Keppra	
  
•  36	
  of	
  41	
  –	
  Trileptal	
  
•  31	
  of	
  41	
  –	
  Yaz	
  

Stated	
  CondiCons	
  
•  40	
  of	
  41	
  –	
  Oophorectomy	
  
•  35	
  of	
  41	
  –	
  Epilepsy/Seizures	
  	
  
•  39	
  of	
  41	
  –	
  Appendectomy	
  

PaCent	
  Presents	
  	
  	
  
•  39	
  of	
  41	
  –	
  Abdominal	
  Pain	
  
•  35	
  of	
  41	
  –	
  Diarrhea,	
  Nausea,	
  and	
  VomiiCng	
  	
  
•  32	
  of	
  41	
  –	
  LLQ	
  Pain	
  

IdenAty	
  Web	
  Summary	
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Member	
  
ID	
  

Episodes	
  of	
  
Care	
   Service	
  LocaCon	
   Back	
  Office	
  InjecCons	
   Back	
  Office	
  Tablets	
   OutpaCent	
  

MedicaCons	
  

1	
   2	
   Walnut	
  Creek	
  x2	
   18	
  Hydromorphone	
  
2	
  Fentanyl	
  

2	
  Hydromorphone	
  
7	
  Percocet	
  

1	
  Oxycodone	
  
Zofran	
  

2	
   1	
   Oakland	
   13	
  Hydromorphone	
   1	
  Norco	
  
1	
  Ambien	
  

Norco	
  
	
  

3	
   1	
   Santa	
  Clara	
   1	
  Hydromorphone	
  

4	
   1	
   Santa	
  Clara	
   2	
  Hydromorphone	
  

5	
   2	
   Redwood	
  City	
  
Sacramento	
   4	
  Hydromorphone	
   Norco	
  

Zofran	
  

6	
   1	
   Fresno	
   2	
  Hydromorphone	
   Norco	
  
Zofran	
  

7	
   1	
   South	
  Sacramento	
   3	
  Hydromorphone	
   1	
  Norco	
  

8	
   3	
   South	
  San	
  Francisco	
  x2	
  
Oakland	
  

2	
  Hydromorphone	
  
3	
  Fentanyl	
  

9	
   5	
  
South	
  Sacramento	
  x3	
  

Redwood	
  City	
  
Richmond	
  

8	
  Hydromorphone	
  
3	
  Morphine	
   2	
  Norco	
  

10	
   3	
  
San	
  Jose	
  
Oakland	
  

Santa	
  Clara	
  

4	
  Hydromorphone	
  
1	
  Fentanyl	
   Norco	
  

11	
   4	
  

Santa	
  Clara	
  
Walnut	
  Creek	
  
San	
  Francisco	
  
Vacaville	
  

60	
  Hydromorphone	
  
	
  

3	
  Hydromorphone	
  
1	
  Percocet	
  

1	
  Oxycodone	
  
9	
  Norco	
  

Norco	
  
Zofran	
  x2	
  

Hydromorphone	
  

12	
   1	
   Walnut	
  Creek	
   3	
  Hydromorphone	
   Norco	
  
Zofran	
  

Episodes	
  of	
  Care	
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Care	
  Summary	
  
311	
  Episodes	
  of	
  Care	
  Across	
  20	
  LocaCons	
  

Back	
  Office	
  InjecCons	
  –	
  Opioid	
  
•  116	
  Hydromorphone	
  
•  13	
  Fentanyl	
  
•  4	
  Morphine	
  	
  

Back	
  Office	
  Tabs	
  
•  14	
  Norco	
  
•  36	
  Hydromorphone	
  
•  19	
  Oxycodone	
  
•  	
  	
  3	
  Ambien	
  

Kaiser	
  Permanente	
  OutpaCent	
  Pharmacy	
  
•  22	
  Zofran	
  
•  32	
  Norco	
  
•  	
  	
  4	
  Oxycodone	
  
•  	
  	
  2	
  Hydromorphone	
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Member	
  ID	
   Episodes	
  of	
  Care	
   Service	
  LocaCon	
  

1	
   2/26/2014	
   Walnut	
  Creek	
  x2	
  

2	
   2/26/2014-­‐2/27/2014	
   Oakland	
  

3	
   2/28/2014	
   Santa	
  Clara	
  

4	
   3/8/2014	
   Santa	
  Clara	
  

5	
   3/19/2014	
   Redwood	
  City	
  
Sacramento	
  

6	
   3/19/2014-­‐3/24/2014	
   Fresno	
  

7	
   5/26/2014	
   South	
  Sacramento	
  

8	
   6/5/2014	
   South	
  San	
  Francisco	
  x2	
  
Oakland	
  

9	
  
6/13/2014	
  

6/14/2014-­‐6/15/2014	
  
6/29/2014	
  

South	
  Sacramento	
  x3	
  
Redwood	
  City	
  
Richmond	
  

10	
  
7/17/2014-­‐7/20/2014	
  
7/23/2014-­‐7/25/2014	
  
7/28/2014-­‐7/29/2014	
  

San	
  Jose	
  
Oakland	
  

Santa	
  Clara	
  

11	
   9/12/2014	
   Santa	
  Clara	
  

12	
   9/25/2014	
   Oakland	
  

Timeline	
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Treatment	
  InformaAon	
  Analysis	
  

31	
  Emergency	
  Department	
  Visits	
  (2/26/2014	
  -­‐	
  3/19/2015)	
  

52	
  Days	
  of	
  Care	
  	
  

15	
  Different	
  NCAL	
  MSA’s	
  (Sacramento	
  to	
  Santa	
  Clara)	
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Formal	
  Case	
  CreaCon	
  
• TW#11111111	
  

Assigned	
  to:	
  
NSIU	
  invesCgator	
  

Fraud	
  Alert	
  From	
  3/23	
  Santa	
  Rosa	
  Visit	
  



10/10/15	
   49	
  

CRISC 
    CGEIT 
         CISM 
              CISA 2013	
  Fall	
  Conference	
  –	
  “Sail	
  to	
  Success”	
  

ANALYTICS	
  AND	
  CASE	
  STUDIES	
  
GLUCOSE	
  TEST	
  STRIPS	
  (GTS)	
  

49	
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Kaiser	
  Permanente	
  Strips	
  on	
  eBay	
  	
  



Virtual	
  MeeAng	
  –	
  6/18/2013 
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DiabeAc	
  Test	
  Strips	
  

•  A	
  very	
  acCve	
  secondary	
  market	
  exists	
  for	
  the	
  sale	
  of	
  diabeCc	
  test	
  strips.	
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Glucose	
  Test	
  Strip	
  FWA	
  AnalyAcs	
  Storyboard	
  

August	
  2009	
  
Federal	
  law	
  enforcement	
  
inquiry	
  regarding	
  GTS	
  

ReacAve	
  Analysis	
  related	
  
to	
  Federal	
  Inquiry	
  

iACT	
  Developed	
  ProacAve	
  
GTS	
  In-­‐Out	
  Analysis	
  for	
  All	
  
KP	
  OutpaAent	
  Pharmacies	
  

2010	
  

Two	
  SubstanAated	
  
OutpaAent	
  Pharmacy	
  

Diversion	
  Cases	
  IdenAfied	
  
(2012)	
  

Lifescan	
  agreed	
  to	
  print	
  
“For	
  Kaiser	
  Permanente	
  
Members	
  Only”	
  on	
  
packaging	
  2013	
  

First	
  SCAL	
  GTS	
  
FWA	
  Member	
  
Case	
  IdenAfied	
  
from	
  iACT	
  

AnalyAcs	
  2014	
  

iACT	
  GTS	
  FWA	
  
Member	
  AnalyAcs	
  
shared	
  with	
  ROC	
  
Regions	
  2014	
  	
  

Data	
  proved	
  Pharmacy	
  manager	
  
Diverted	
  GTS	
  for	
  profit	
  

2001-­‐2009	
  

2013:	
  iACT	
  Develops	
  
GTS	
  member	
  

uAlizaAon	
  analyAcs	
  

2014	
  NCAL	
  
Compliance	
  
Goal	
  iACT	
  GTS	
  
AnalyAcs	
  for	
  all	
  
Medical	
  Centers	
  

in	
  NCAL	
  

First	
  NCAL	
  GTS	
  FWA	
  
Member	
  Case	
  

IdenAfied	
  from	
  iACT	
  
AnalyAcs	
  2014	
  

2015	
  Follow	
  CMS	
  
Guidelines:	
  

•  Diabetes	
  
diagnosis	
  

•  Defined	
  
direcAons	
  

ProacAve	
  
analyAcs	
  run	
  
twice	
  per	
  year	
  
per	
  region	
  
Goal:	
  MiAgate	
  
overprescribing	
  
and	
  conform	
  to	
  
CMS	
  regs	
  



iACT	
  Data	
  Mining	
  Study	
  indicated	
  excessive	
  use	
  of	
  
glucose	
  test	
  strips	
  (GTS)	
  

PaCent	
  obtained	
  18,800	
  test	
  strips	
  between	
  
8/5/2013	
  and	
  5/7/2014	
  

Daily	
  use	
  comes	
  to	
  67	
  strips	
  	
  

Case	
  Study	
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iACT	
  GTS	
  AnalyAcs	
  

UClizaCon	
  by	
  total	
  quanCty	
  

UClizaCon	
  by	
  average	
  GTS	
  Per	
  Day	
  

GTS	
  uClizaCon	
  with	
  no	
  lancets	
  

GTS	
  uClizaCon	
  with	
  no	
  diabetes	
  diagnosis	
  

Number	
  of	
  days	
  since	
  last	
  HGA1C	
  

Number	
  of	
  days	
  since	
  last	
  doctor’s	
  office	
  visit	
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Glucose	
  Test	
  Strips	
  AnalyAcs	
  Top	
  10	
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Glucose	
  Test	
  Strip	
  UAlizaAon	
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Average	
  Glucose	
  Test	
  Strip	
  Per	
  Day	
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The	
  InvesAgaAon	
  

Interviewed	
  primary	
  care	
  physician	
  (PCP)	
  

RecommendaCon	
  was	
  to	
  test	
  three	
  Cmes	
  per	
  day	
  

Filled	
  prescripCon	
  monthly	
  for	
  400	
  strips	
  with	
  3-­‐4	
  
refills	
  

When	
  interviewed	
  and	
  told	
  how	
  many	
  strips	
  paCent	
  
received,	
  PCP	
  stated	
  that	
  paCent	
  must	
  be	
  selling	
  them	
  



PaAent	
  Interview	
  
	
  

PaCent	
  checks	
  kp.org	
  
account	
  for	
  when	
  refills	
  

are	
  available	
  	
  

Admijed	
  to	
  filling	
  
prescripCons	
  every	
  couple	
  

of	
  days	
  

PaCent	
  admijed	
  to	
  selling	
  
14,000	
  strips	
  on	
  eBay	
  with	
  
proceeds	
  of	
  about	
  $10,000	
  



CorrecAve	
  AcAon	
  Plan	
  
	
  

Note	
  placed	
  in	
  PIMs	
  
profile	
  about	
  excessive	
  

GTS	
  prescripCons	
  

Submission	
  to	
  
membership	
  terminaCon	
  

for	
  cause	
  review	
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Glucose	
  Test	
  Strip	
  UAlizaAon	
  	
  

*	
  AcAvity	
  through	
  July	
  2014	
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Income	
  Received	
  from	
  GTS	
  Sales	
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Contacts:	
  

•  Jay.M.Loden@kp.org	
   	
   	
  (661)	
  251-­‐1102	
  
•  Tamara.L.Neiman@kp.org 	
  (408)	
  366-­‐4554	
  
	
  


