
Understanding Bitcoin
The fuel powering the underground economy



Trivia Question #1

Which US President moved 
US completely away from the 

Gold Standard?



Trivia Question #2

What are some of the desired attributes in a currency?



Desired attributes in a currency

● Durability
● Divisibility
● Transportable
● Difficult to counterfeit
● Limited Availability
● Acceptance 
● Consistent



Need for Digital Currencies
● Non-reliance on central authorities
● Person to person transaction
● Money for the Internet based virtual world without the need for having 

physical money
● Not country specific
● No arbitrary limits
● Account can not be frozen by a central authority
● Lower transaction costs



What is Bitcoin?

Bitcoin is a distributed peer-to-peer payment 
system and digital currency introduced as open 
source software in 2009.

Shorthand - BTC

There will be only 21 million Bitcoins created or 
mined before 2140 

Can be divided down to 8 decimal places

0.00000001 BTC (also known as Satoshi)



Bitcoin Price (as of Nov 11, 2015)

1 Bitcoin Equals

Look at the Market Cap of all the Bitcoins in circulations



Who started this all?

Satoshi Nakamoto  (Pseudonym)



Bitcoin: A Peer-to-Peer 
Electronic Cash System

https://bitcoin.org/bitcoin.pdf

Just a 9 page paper (including 
the reference page)

Original Bitcoin Whitepaper 

https://bitcoin.org/bitcoin.pdf
https://bitcoin.org/bitcoin.pdf


Bitcoin code
● Open Source 

(released under MIT 
License)

● Hosted on GitHub

● 340 Open Issues 
(as of Nov 11, 2015)



SilkRoad
http://silkroad6ownowfk.onion

Dark Web site (accessible only via the Tor 
network)

Marketplace for illegal services and goods 
mainly drugs

Used Tor and Bitcoin as means for enabling 
anonymous transactions

Helped Bitcoin get popular by accepting 
Bitcoins as means of payment











First purchase using Bitcoins
User "laszlo" made the first real-
world transaction using Bitcoins in 
Feb 2010.

Bought 2 pizzas for 10,000 BTC



Who is accepting Bitcoins?

In most cases, the 
companies don’t directly 
accept bitcoins but use a 
bitcoin processing 
partner who accepts 
Bitcoins. 



Paying with Bitcoins - Shopping Cart View



How to get Bitcoins?

● Mine it

● Exchange with regular 
currency e.g. at Exchanges, at 
a Bitcoin ATM or from a person

● Get it as payment for 
goods/services



How are Bitcoins generated?
Initially, it was just basic computers

GPU - Graphic Processing Unit

ASIC (Application Specific Integrated Circuit)

The complexity of mining coins increases as 
more coins are generated



21 Inc.

Look at the backers of this company



You can buy it on Amazon.com



Bitcoin Farms



Bitcoin ATM’s





Bitcoin ATM in San Francisco
2415 Mission St

San Francisco

http://nakamotos.io/



Bitcoin ATM in Santa Clara
Westfield Valley Fair Mall

2855 Stevens Creek Boulevard

Santa Clara



Trivia Question #3

What are hash functions or what is hashing?



Hash Functions
Hash functions are “one way” mathematical functions that can be used to map data of 
arbitrary size to data of fixed size. The values returned by a hash function are called hash 
values, hash codes, hash sums, or simply hashes. Bitcoin uses SHA-256.

https://en.wikipedia.org/wiki/Function_(mathematics)
https://en.wikipedia.org/wiki/Data_(computing)


How are Bitcoins generated?

● Mining
● Hashing
● Block
● Proof of Work
● Coinbase



Blockchain
● Blockchain is the Bitcoin transaction 

log/ledger of past transactions. 
● Contains every transaction ever 

conducted through the Bitcoin 
network. Shared record of which 
wallets owns which bitcoins

● Shared by everyone on the Bitcoin 
network.



Blockchain
● Transactions are not recognized until added to the blockchain
● Pending transactions are cleared and added to the block chain only after a majority 

vote approves them
● Currently about 40 transactions per minute happen on the Bitcoin network (Visa 

handles about 200,000 transactions per minute) which get added to the block chain 
every 10 minutes.



Mining
Process of adding record of transactions to 
Bitcoin's Public Ledger of past transactions 
(Blockchain)

Currently the Bitcoin network allows 
approximately 10 Bitcoins to be mined every 10 
minutes. This number halves every 4 years.



How to Store Bitcoins - Bitcoin Wallet

- Bitcoins are stored in what is called a “Wallet”
- A wallet has two components - a “public key” and a “private 

key”
- Private key allows access to your Bitcoins



How to Store Bitcoins - Bitcoin Wallet

Paper Wallet

Hardware Wallet

Digital Copy 

- Online Wallets
- Personal Digital Wallet
- USB/CD



Hardware Bitcoin Wallet



Online Digital Wallet



Personal Digital Wallet



How to send Bitcoins?

Sending Bitcoins to someone is as 
simple as scanning the QR code of 
the receiver's public key (bitcoin 
address) with your smartphone.



Bitcoin Alternatives

Dogecoin



Bitcoin Taxation
IRS has ruled Bitcoins as “property” not currency

If you buy and then sell Bitcoins you will have to report capital gain/loss



Risks with Bitcoins
● Bitcoin's value is not backed by any single government or organization. 
● Like other currencies, it is worth something partly because people are willing to trade it 

for goods and services.
● Bitcoin exchange rate fluctuates continuously, and sometimes wildly. 
● If a company kept the Bitcoins from a sale and the value dropped the revenue from 

bitcoin sales would drop as well.
● Bitcoin lacks wide acceptance and is vulnerable to manipulation by parties with modest 

funding. 
● Security incidents such as website and account compromise may trigger major sell-offs.
● If a Bitcoin user loses his wallet, his money is gone forever, unless he finds it again. 

Those Bitcoins go completely out of circulation, rendered utterly inaccessible to anyone



The case of Mt Gox
● Bitcoin Exchange founded in 2010
● Declared bankruptcy in 2014
● Around 850,000 bitcoins belonging to 

customers and the company were missing 
and likely stolen.

● 200,000 bitcoins have since been found



Concerns around Bitcoin - Money Laundering



Concerns around Bitcoin - Drug Trafficking 



Concerns around Bitcoin - Terrorism 



Concerns around Bitcoin - Consumer Protection



Concerns around Bitcoin - Ransom Payments



Contact Information
Contact me at 

Personal Email - “tohimanshu@gmail.com

Cell - 816-210-2710

Company Email - anshu.gupta@hellosign.com

LinkedIn - https://www.linkedin.com/in/anshuguptapmp

Twitter - fromanshu

mailto:tohimanshu@gmail.com
mailto:anshu.gupta@hellosign.com
https://www.linkedin.com/in/anshuguptapmp


Abstract
As new digital crypto currencies like BitCoin have come forth, so have been use 
cases where they have been used to fund and fuel criminal enterprises. This 
presentation “Understanding BitCoin - The fuel powering the underground 
economy” is intended as a technical primer for security and compliance 
professionals to understand the internals of “BitCoin” and be aware of the security 
issues in the use of digital currencies and be prepared to address any security and 
compliance challenges as businesses adopt the use of the digital currencies as 
means of payment for goods and services.

This presentation will also delve into some of the recent high profile security 
issues around BitCoin that have been covered in the media including Mt. Gox, Silk 
Road, CoinCut, BitStamp among others.



Anshu Gupta Bio
Anshu Gupta is the Director of Information Security at HelloSign, a leading 
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