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Large Data Breaches of the Decade

CardSystems Solutions: 40

million credit card accounts Ao : pata on more than 20 Monster.com: Wyndham Hotels: Sued by the U.S.
exposed. CSS, one ofthe  mjjjion web inquiries, from Confidential Federal Government after sensitive
top payment processors more than 650,000 users, information of 1.3 customer data, including credit card
for Visa, Master Car d, including shopping and million job seekers numbers and personal information,
American Express is banking data were posted  stolen and used in a allegedly were stolen three times in

ultimately forced into publicly on a web site. phishing scam. less than two years.

acquisition
2005 2006 2007 2008

"Some of the more obvious results of IS failures include reputational damage,
placing the organization at a competitive disadvantage, and contractual
noncompliance. These impacts should not be underestimated.”

— The IIA Research Foundation

2013 2011 2009

Target Credit and  Sony's PlayStation Network: Google/other Silicon

Debit Card data 77 million PlayStation Valley companies:
breach! Network accounts hacked; Stolen intellectual
Sony is said to have lost property

millions while the site was
down for a month.

Source: CNN, NBC, CSO Online.
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Data Breach Statistics
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Profiling Threat Actors
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Source: Verizon 2013 Report
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Layered Security Model
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One Model
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Breach Kill Chain

Exfiltrate

Initial Attack Establish
Data

Vector Foothold

The attack can be disrupted at any point in the kill chain. Ideally, a company will have
controls at each point to create a defense in depth strategy. "Cyber kill chain" model
shows cyber attacks can and do incorporate a broad range of malevolent actions, from
spear phishing and espionage to malware and data exfiltration that may persist

undetected for an indefinite period.
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Layered Controls Using Breach Kill Chain
| Phase/PhaseName

1 2 3 4 5 6
o il Atk | - Etablih Identify o | Exiitrate Persist
ector Foothold Interesting Data Persistent Data Undetected
Anti-Malware and Malware Detection X X X X
Application Whitelisting X X
Application Security X
Awareness Training X X
Change Management Procedures X
Data Encryption Techniques X
Data Loss Prevention Techniques X X
Data Reduction Techniques X
Endpoint Restrictions (disable removable media) X X
File Integrity Monitoring X X X
Internet Perimeter Controls X X
Log Review and Monitoring X X
Mobile Device Security X
Multi-Factor Authentication X X
Network Access Control X
Network Segmentation X X X
Outbound Traffic Restrictions & Filtering X X X X X
Privileged Account Management X X X
System Hardening & Secure Build Procedures X X X
Third Party Access Controls X
User Account Security X
Vulnerability Management/Patching X X X
Wireless Controls X X
®
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Australian Signals Directorate Top 4

Mitigation strategy

Application whitelisting of permitted/
trusted programs to prevent execution of
malicious or unapproved programs
including DLL files, scripts and installers.

User

Resistance

Medium

Upfront Cost

(Staff, Maintenance

Equipment, Cost Helps

Detect
Intrusions

Technical (Mainly
Complexity) Staff)

High Medium Yes

Helps Mitigate
Intrusion
Stage 2:
Network

Propagation

Helps Mitigate
Intrusion
Stage 1: Code
Execution

Helps Mitigate
Intrusion
Stage 3: Data
Exfiltration

Yes Yes Yes

Patch applications (e.g., Java, PDF viewers,
Flash, web browsers and Microsoft Office).
Patch or mitigate systems with 'extreme
risk' vulnerabilities within two days. Use
the latest version of applications.

Low

High High No

Yes Possible No

Patch operating system vulnerabilities.
Patch or mitigate systems with 'extreme
risk' vulnerabilities within two days. Use
the latest suitable operating system. Avoid
Windows XP.

Low

Medium Medium No

Yes Possible No

Restrict administrative privileges to
operating systems and applications based
on user duties. Such users should use a
separate unprivileged account for email
and web browsing.

Medium

Medium Low No

Possible Yes No
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Audit Report Presentation

Phase / Phase Name CMM Score
1 2 3 4 5 6
0.000 5.000
Distribute Malware /
Control Initial Attack Vector ~ Establish Foothold Identify Interesting Data  Make Persistent Exfiltrate Data Persist Undetected
Anti-Virus and Malware Detection 3 3
Application Whitelisting 0 0
Appliction Security 2
Awareness Training 2 2

Change Management Procedures

Data Encryption Techniques
Data Loss Prevention Techniques
Data Reduction Techniques 2

Endpoint Restrictions (disable removable media) - -
2

Internet Perimeter Controls

Mobile Device Security

2
Multi-Factor Authentication - -

Network Access Controls

2
Network Monitoing & Thiat Deteion I I |
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NIST Cyber Security Framework
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Category
Function Unique Category
Identifier

ID.AM Asset Management
ID.BE Business Environment

Identify ID.GV Governance
IDRA Risk Assessment
IDRM Risk Management Strategy
PR.AC Access Control
PRAT Awareness and Training

Protect PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology
DE.AE Anomalies and Events

Detect DECM | Sccurity Continuous Monitoring

DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications

Respond RSAN | Analysis
RS.MI Mitigation
RS.IM Improvements
RCRP Recovery Planning

Recover RC.IM Improvements
RC.CO Communications
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NIST Cyber Security Framework

Fumton Category

Asset Management (IDAM):
The dam, pescane | devices,
sysiemes, and Gcdoes thae caable
e oo zaton o acheeve
aD) B mess puspose s ame adeanded
ad masaged consetent wih thew
mhinve mportince 10 b ness
objectives and the coanEEXa’s
ek Srgcgy

IDENTIFY

Subcategon

IDAM-L: Physacal devices and 5 ysie s
Wk the crgancaton e mvestoaod

Informative References

Cs OsC

COBIT £ BAIOS 01, BALOS 02

ISA 62448 2. 1: 2009 4 2 1 4

ISA 624435 3: 2013 SR 75
ISOAEC2TO01 2013 A S 11 A X012
NIST SP 30053 Rev. 4 M2

IDAM-2: Software pltfoans and
appda amoas withun the crganemion we
avenored

CasosC 2

COBIT £ BAIOSO1, BAIOS 02, BALOS 05
ISA 62448 2. 1:1 2009 4 2 1 4

ISA 62443502013 SR T

ISONEC 27001 2013 A S 11 A %12
NIST SP 30053 Rev. 4 CM-5

IDAM-3: Ongane o osal com i o on
and dea hows e mapped

COsS CsC

COBIT S DSSOos 02

ISA 62445 2. 1: 2009 4 2 1 4
ISOMEC 27001: 2013 A 1221

NIST SPSM.SLRev. 4 ACH CA L CAY,
PL-X

IDAM-4: Exremal sfoome son syst e
am catdogued

COBIT £ APOOZO2
ISOMEC 27T001: 2013 A 1126
NIST SP 300.53 Rev. 4 AC 20, SA9

IDAM-S: Resources (eg. bardware,
devoes, dat, and softwane ) e poomteed
based ca ther chisafuton, aomclsy aad
Do s vabae

IDAM6: Cybesacunty rokss and
respons bals s for the entre workfome and
thard- party stlke hodders (e 2. sappliors,
CUEome B, partae s | are establshed

COBIT S APOOR O APOORO4, BAYXS 02
ISA 62448 2. 1: 2009 4 2 1 6

ISONEC 27T001: 2013 A 521

NIST SP 30053 Rev. 4 CP-2 RA-Z SA- 14

COBIT S APOOLOZ DSOS 02
ISA 624485 2.1: 2009 4 1 2 1 2
ISONEC 27001: 2013 A 611
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