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During	
  today’s	
  webinar,	
  par4cipants	
  will:	
  
•  Iden9fy	
  the	
  difference	
  between	
  Business	
  Con9nuity	
  Planning	
  and	
  

Disaster	
  Recovery	
  Planning	
  
•  Describe	
  steps	
  companies	
  can	
  take	
  to	
  implement	
  a	
  Disaster	
  

Recovery	
  plan	
  
•  Ensure	
  successful	
  deployment	
  and	
  maintenance	
  of	
  a	
  Disaster	
  

Recovery	
  plan	
  

Learning	
  Objec9ves	
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Presenta9on	
  Overview	
  

•  Defining	
  ‘Disasters’	
  
•  Why	
  Plan?	
  
•  Planning	
  Approach	
  
–  Cloud	
  Considera9ons	
  

•  Tes9ng	
  &	
  Con9nuous	
  
Improvement	
  

•  Trends	
  
•  Audit	
  Considera9ons	
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Defining	
  Disasters	
  

Natural	
  

• Earthquake	
  
• Flood	
  
• Hurricane	
  
• Drought	
  
• Twister	
  
• Tsunami	
  
• Cold/Heat	
  wave	
  
• Thunderstorm	
  
• Mudslide	
  

Man-­‐Made	
  

• Riots	
  
• War	
  
• Terrorism	
  
• Power	
  outages	
  
• Sprinkler	
  system	
  bursts	
  
• Equipment	
  sabotage	
  
• Arson	
  
• Epidemic	
  
• Pollu9on	
  
• Transporta9on	
  accident	
  
• Food	
  poisoning	
  

Technological	
  

• Database	
  corrup9on	
  
• Hacking	
  
• Viruses	
  
• Internet	
  worms	
  

Sudden,	
  calamitous	
  event	
  that	
  brings	
  great	
  damage,	
  loss	
  or	
  destruc9on.	
  
(Source:	
  Merriam-­‐Webster	
  dic3onary)	
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“Disasters”	
  Come	
  in	
  all	
  sizes	
  

Small	
   Large	
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Top	
  Causes	
  and	
  Effects	
  

Top	
  3	
  Causes	
  of	
  Unplanned	
  System	
  
Outages	
  
1. System	
  Upgrades	
  and	
  Patching	
  
2. Power	
  Failure/Issue	
  
3. Fire	
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Drivers	
  for	
  Having	
  a	
  Business	
  
Con9nuity	
  Plan	
  (BCP)	
  

• High	
  availability	
  of	
  data	
  is	
  required	
  
by	
  your	
  industry	
  
• Regulatory	
  requirements	
  
• Contractual	
  obliga9on	
  with	
  a	
  
business	
  partner	
  
• It	
  makes	
  good	
  business	
  sense!	
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Some	
  Sta9s9cs	
  

71%	
  
Companies	
  that	
  have	
  
some	
  form	
  of	
  DR	
  or	
  

Business	
  resump4on	
  Plan	
  

Plans	
  that	
  were	
  updated	
  
in	
  last	
  year	
  

Plans	
  that	
  were	
  tested	
  
in	
  the	
  last	
  year	
  

59%	
   82%	
  



Why	
  are	
  DR	
  and	
  BCP	
  Important?	
  

90%	
  

of	
  companies	
  that	
  cannot	
  
recover	
  opera9ons	
  within	
  
5	
  days	
  go	
  out	
  of	
  business	
  

within	
  1	
  year	
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Disaster	
  Recovery	
  Plans	
  
Successfully	
  recover	
  IT	
  systems	
  in	
  the	
  shortest	
  9meframe	
  
possible.	
  
	
  

Business	
  Con4nuity	
  Plans	
  
Con9nue	
  cri9cal	
  business	
  func9ons	
  in	
  the	
  absence	
  of	
  key	
  
resources	
  (including	
  people:	
  employees,	
  customers,	
  suppliers,	
  
regulators,	
  and	
  others).	
  

Disaster	
  Recovery	
  Plans	
  vs.	
  Business	
  
Con9nuity	
  Plans	
  



Business	
  Con9nuity	
  Planning	
  Fallacies	
  

•  One	
  Time	
  Event	
  
•  Executed	
  in	
  a	
  Vacuum	
  
•  Only	
  focused	
  on	
  IT	
  Systems	
  
•  An	
  absolute	
  assurance	
  
•  Disaster	
  Recovery	
  Planning	
  
•  Focused	
  only	
  on	
  large	
  
disasters	
  

•  An	
  ongoing	
  Process	
  
•  Part	
  of	
  the	
  company	
  culture	
  
•  Basis	
  For	
  Reasonable	
  Assurance	
  
of	
  recovery	
  

•  Process	
  to	
  mi9gate	
  risks	
  that	
  
would	
  prevent	
  recovery	
  

•  Covering	
  all	
  cri9cal	
  company	
  
processes	
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Components	
  of	
  Effec9ve	
  Business	
  
Con9nuity	
  Planning	
  

Risk	
  Assessment	
  

Business	
  Impact	
  
Analysis	
  

Solu9on	
  Design	
  

Implementa9on	
  

Tes9ng	
  &	
  
Evalua9on	
  

Plan	
  Revision	
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Conduct	
  a	
  Risk	
  Assessment	
  
Consider	
  the	
  risks	
  to	
  your	
  organiza9on	
  and	
  the	
  probability	
  of	
  each	
  happening:	
  

Natural	
  

• Earthquake	
  
• Flood	
  
• Hurricane	
  
• Drought	
  
• Twister	
  
• Tsunami	
  
• Cold/Heat	
  wave	
  
• Thunderstorm	
  
• Mudslide	
  

Man-­‐Made	
  

• Riots	
  
• War	
  
• Terrorism	
  
• Power	
  outages	
  
• Sprinkler	
  system	
  bursts	
  
• Equipment	
  sabotage	
  
• Arson	
  
• Epidemic	
  
• Pollu4on	
  
• Transporta4on	
  accident	
  
• Food	
  poisoning	
  

Technological	
  

• Database	
  corrup4on	
  
• Hacking	
  
• Viruses	
  
• Internet	
  worms	
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Common	
  Planning	
  Pijall	
  

•  You	
  do	
  not	
  need	
  to	
  
develop	
  individual	
  
con9ngencies	
  for	
  each	
  
type	
  of	
  risk/disaster.	
  

•  Focus	
  on	
  the	
  absence	
  of	
  
key	
  resources,	
  such	
  as	
  (but	
  
not	
  limited	
  to)	
  data,	
  
regardless	
  of	
  the	
  reason.	
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Conduct	
  a	
  Business	
  Impact	
  Analysis	
  
(BIA)	
  
•  Evaluate	
  each	
  key	
  business	
  unit	
  to	
  iden9fy	
  its:	
  

–  Inputs	
  
–  Process	
  performed	
  
–  Outputs	
  

•  Iden9fy	
  key	
  resources,	
  dependencies,	
  and	
  other	
  key	
  
considera9ons:	
  
–  Dependent	
  Resources	
  (Things	
  and	
  People/Departments)	
  
–  Related	
  or	
  Dependent	
  Processes	
  
–  Peak	
  Periods/Seasonality	
  

•  Request	
  suppor9ng	
  data	
  throughout	
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BIA	
  -­‐	
  Analyze	
  &	
  Summarize	
  

•  Iden9fy	
  and	
  priori9ze	
  business	
  units,	
  
opera9ons,	
  and	
  processes	
  essen9al	
  to	
  the	
  
survival	
  of	
  the	
  business	
  

•  For	
  each,	
  determine	
  its:	
  
ü RTO	
  –	
  Recovery	
  9me	
  objec9ves	
  
ü RPO	
  –	
  Recovery	
  point	
  objec9ves	
  

•  The	
  results	
  typically	
  set	
  the	
  priority	
  of	
  planning	
  
efforts	
  

2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  



How	
  Much	
  Planning	
  and	
  Mi9ga9on	
  Is	
  Enough?	
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Length	
  of	
  Down4me	
  /	
  Absence	
  of	
  Cri4cal	
  Resource	
  

Target	
  	
  Level	
  
of	
  Planning	
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“Umbrella”	
  Plan	
  (Common	
  Elements,	
  Regardless	
  	
  
of	
  Business	
  Unit)	
  

•  Roles	
  and	
  Responsibili9es	
  
•  Disaster	
  Management	
  Team	
  (Execu9ves)	
  
•  Disaster	
  /	
  Con9nuity	
  Opera9on	
  Ac9vi9es:	
  

–  Declara9on	
  of	
  a	
  Disaster	
  
–  Disaster	
  Management	
  (Command	
  &	
  Control,	
  Status,	
  Communica9ons,	
  etc.)	
  
–  Damage	
  Assessment	
  
–  Equipment	
  Salvage	
  
–  Recovery	
  Processes	
  (alternate	
  site)	
  
–  Con9nuity	
  Processes	
  (alternate	
  site)	
  
–  Resump9on	
  at	
  Primary	
  Site	
  
–  Declare	
  End	
  of	
  Disaster	
  
–  Post	
  Mortem	
  (Lessons	
  Learned)	
  
–  Update	
  DRP	
  /	
  BCP	
  

•  Tes9ng	
  &	
  Maintenance	
  	
  



Solu9on	
  Design	
  

•  Iden9fy	
  Primary	
  and	
  
Recovery	
  Loca9ons	
  and	
  
Strategies.	
  	
  Op9ons	
  include:	
  
–  Hot	
  /	
  Warm	
  /	
  Cold	
  Site	
  
–  Cloud	
  	
  
–  Reciprocal	
  agreements	
  
–  Local	
  vs.	
  Geographically	
  

Separate	
  
•  Translate	
  recovery	
  

requirements	
  into	
  ac9ons	
  
business	
  units	
  

•  Define	
  recovery	
  approach	
  	
  
•  Form	
  recovery	
  team	
  
•  Document	
  and	
  

communicate	
  
implementa9on	
  plan	
  

•  Fold	
  into	
  exis9ng	
  plans	
  (if	
  
possible)	
  

•  Leverage	
  SME’s	
  
•  Categorize	
  Tasks/Effort:	
  

–  Technology	
  
–  Process	
  
–  Training	
  and	
  Educa9on	
  

EVALUATE	
   DEFINE	
  

Disaster	
  Recovery	
  Considera9ons	
  



Solu9on	
  Design	
  

•  Iden9fy	
  alterna9ve	
  
work	
  loca9ons	
  

•  Iden9fy	
  execu9ve	
  
recovery	
  loca9on	
  

•  Evaluate	
  business	
  
interrup9on	
  insurance	
  

•  Evaluate	
  recovery	
  
priority	
  

•  Emergency	
  
communica9on	
  
process	
  

•  Emergency	
  response	
  
procedures	
  

•  Emergency	
  leave	
  and	
  
pay	
  policy	
  

•  Define	
  departmental	
  
recovery	
  plans	
  

EVALUATE	
   DEFINE	
  

Business	
  Con9nuity	
  Considera9ons	
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Solu9ons	
  For	
  Cloud	
  Apps	
  

ERP	
  System	
  

Manufacturing	
  
System	
  

Shipping	
  /	
  Receiving	
  
System	
  

Payroll	
  

Website	
  

HR	
  
System	
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IaaS,	
  Paas,	
  Saas,	
  &	
  Reliance	
  on	
  Vendors	
  

Applica9on	
  
Layer	
  

Plajorm	
  
Layer	
  

Hardware	
  
Layer	
  

IaaS	
   PaaS	
   SaaS	
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IaaS	
  &	
  PaaS	
  DRP	
  /	
  BCP	
  Strategy	
  

Your	
  
Organization	
  

Network	
   Cloud	
  Provider	
  
(PaaS,	
  IaaS)	
  

Alternate	
  
Network	
  

Alternate	
  
Cloud	
  Provider	
  
(PaaS,	
  IaaS)	
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SaaS	
  DRP	
  /	
  BCP	
  Strategy	
  

Your	
  
Organization	
  

Network	
   Cloud	
  Provider	
  
(SaaS)	
  

All	
  your	
  eggs	
  are	
  in	
  one	
  basket.	
  	
  
Focus	
  needs	
  to	
  be	
  placed,	
  up	
  
front	
  (before	
  contrac3ng	
  with	
  
the	
  vendor),	
  on	
  the	
  vendor’s	
  
DRP	
  /	
  BCP	
  controls	
  and	
  their	
  
ability	
  to	
  demonstrate	
  the	
  
controls’	
  effec9veness.	
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‘Nested’	
  Cloud	
  Services	
  

Your	
  
Organization	
  

Cloud	
  Service	
  	
  
Provider	
  

Data	
  Center	
  
Provider	
  

Tier	
  1	
  
Support	
  

Outsourced	
  
Software	
  

Development	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Cloud	
  Considera9on	
  Summary	
  
•  If	
  you	
  contracted	
  for	
  an	
  IaaS	
  or	
  PaaS	
  service,	
  plan	
  for	
  

redundancy	
  by	
  contrac9ng	
  with	
  more	
  than	
  one	
  vendor	
  
•  If	
  you	
  contracted	
  for	
  a	
  SaaS	
  service:	
  

–  Understand	
  the	
  vendor’s	
  environment	
  
–  Understand	
  the	
  vendor’s	
  disaster	
  recovery	
  /	
  business	
  con9nuity	
  plan	
  

•  BEWARE:	
  	
  BCP	
  /	
  DRP	
  is	
  onen	
  separate	
  from	
  Service	
  Level	
  Agreements	
  
(e.g.,	
  guarantees	
  of	
  99.999%	
  up9me).	
  	
  Most	
  SLA’s	
  also	
  have	
  a	
  force	
  
majeure	
  (‘acts	
  of	
  God’)	
  clause.	
  	
  Understand	
  what	
  guarantees	
  they	
  provide	
  
regarding	
  disaster	
  situa9ons.	
  

–  Ensure	
  ongoing	
  compliance	
  
•  Obtain	
  and	
  review	
  a	
  Service	
  Organiza9on	
  Controls	
  (SOC)	
  report	
  
•  Ensure	
  there	
  is	
  an	
  audit	
  clause	
  in	
  your	
  agreement	
  
•  Include	
  penal9es	
  if	
  they	
  do	
  not	
  meet	
  up9me	
  requirements	
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General	
  DRP	
  /	
  BCP	
  Considera9ons	
  

•  Key	
  staff	
  (and/or	
  vendors)	
  may	
  or	
  may	
  not	
  be	
  
available	
  during	
  the	
  recovery	
  effort	
  
–  Plan	
  for	
  Primary,	
  Secondary,	
  Ter9ary,	
  others	
  
–  Ensure	
  adequate	
  decision-­‐making	
  and	
  spending	
  authority	
  in	
  

advance	
  

•  Communica9ons	
  and	
  infrastructure	
  for	
  the	
  region	
  
may/may	
  not	
  be	
  func9oning	
  

•  Escala9on	
  plan	
  and	
  related	
  9melines	
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General	
  DRP	
  /	
  BCP	
  Considera9ons	
  

•  Recovery	
  procedures	
  should	
  provide	
  enough	
  detailed	
  so	
  that	
  
alternate	
  resources	
  can	
  follow	
  if	
  needed	
  

•  Recover	
  all	
  vs.	
  subset	
  of	
  the	
  required	
  systems	
  to	
  meet	
  cri9cal	
  
(not	
  all)	
  business	
  processes	
  

•  There	
  will	
  be	
  performance	
  degrada9on	
  	
  
•  Func9onality	
  may	
  be	
  limited	
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•  Types	
  of	
  Tes9ng:	
  
–  Table	
  Top	
  Tes9ng	
  
–  Crisis	
  command	
  team	
  call-­‐out	
  tes9ng	
  
–  Fail	
  Over	
  Tes9ng	
  

•  Technical	
  swing	
  test	
  from	
  primary	
  to	
  secondary	
  work	
  loca9ons	
  
•  Technical	
  swing	
  test	
  from	
  secondary	
  to	
  primary	
  work	
  loca9ons	
  

–  Applica9on	
  test	
  
–  Business	
  process	
  test	
  
–  Full	
  Recovery	
  Exercise	
  

•  Debrief	
  aner	
  Tes9ng	
  and	
  Update	
  Plan(s)	
  

Tes9ng	
  &	
  Improvement	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

•  Tes9ng	
  type	
  and	
  depth	
  is	
  highly	
  variable	
  
•  18%	
  of	
  companies	
  reported	
  they	
  perform	
  no	
  DRP	
  or	
  BCP	
  

Tes9ng	
  

Tes9ng	
  Decisions	
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Why	
  Companies	
  Do	
  Not	
  Test	
  

0%	
   10%	
   20%	
   30%	
   40%	
   50%	
   60%	
  

Lack	
  of	
  Technology	
  

Resource	
  -­‐	
  Time	
  

Resource	
  -­‐	
  Budget	
  

Disrup9on	
  to	
  Employees	
  

Disrup9on	
  to	
  Customers	
  

Disrup9on	
  to	
  Up	
  Time	
  

Reasons	
  for	
  Lack	
  of	
  Tes4ng	
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•  Plan	
  Revision	
  
–  Evaluate	
  Plan	
  Assump9ons	
  and	
  Test	
  Results	
  
–  Re-­‐conduct	
  selec9on	
  of	
  BIA	
  Interviews	
  
–  Update	
  system	
  inventory	
  
–  Update	
  hardware	
  inventory	
  
–  Determine	
  what	
  plan	
  execu9on	
  steps	
  require	
  revision	
  
–  Revise	
  and	
  publish	
  	
  
•  Ongoing	
  Training	
  
–  DRP	
  /	
  BCP	
  Leaders	
  
–  Company	
  SME’s	
  
–  End	
  User	
  Updates	
  (including	
  Audit	
  CommiBee	
  and	
  BOD)	
  

Con9nuous	
  Improvement	
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Trends	
  
•  BCPs	
  are	
  the	
  #2	
  area	
  of	
  increased	
  IT	
  Spending	
  
•  Increased	
  Focus	
  at	
  C-­‐Suite	
  

–  Driven	
  by:	
  	
  
•  Strategy	
  
•  Compliance	
  
•  Business	
  Environment	
  

•  Integra9ng	
  BCP,	
  ERM	
  and	
  Risk	
  Assessment	
  

2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
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Audit	
  Considera9ons	
  
•  DRP	
  /	
  BCP	
  Team	
  Organiza9on	
  and	
  Communica9on	
  

–  Secondary,	
  Ter9ary,	
  etc.	
  	
  
–  Iden9fied	
  and	
  Empowered	
  

•  Risk	
  Assessment	
  
•  Business	
  Impact	
  Analysis	
  

–  RTOs,	
  RPOs,	
  etc.	
  
•  Cloud	
  Vendors	
  

–  Disaster	
  clauses	
  (may	
  be	
  separate	
  from	
  SLAs)	
  
–  Service	
  Organiza9on	
  Controls	
  (SOC)	
  Reports	
  obtained	
  and	
  reviewed	
  

regularly	
  

•  Annual	
  Maintenance	
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Audit	
  Considera9ons	
  (con9nued)	
  
•  Documenta9on	
  and	
  Distribu9on	
  

–  No	
  single	
  point	
  of	
  failure	
  (everything	
  in	
  one	
  loca9on)	
  
–  Includes	
  all	
  phases	
  iden9fied	
  above	
  (declara9on,	
  damage	
  assessment,	
  

salvage	
  opera9ons…declare	
  conclusion	
  of	
  disaster	
  opera9ons,	
  resume	
  
normal	
  opera9ons,	
  perform	
  ‘post	
  mortem’	
  mee9ng,	
  improve	
  plan)	
  

•  Tes9ng	
  	
  
–  Frequency	
  
–  Type	
  
–  Results	
  

•  Maturity	
  Assessment	
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Resources	
  

•  NIST	
  Con9ngency	
  Planning	
  Guide	
  for	
  Federal	
  Informa9on	
  
Systems	
  
htp://csrc.nist.gov/publica9ons/nistpubs/800-­‐34-­‐rev1/
sp800-­‐34-­‐rev1_errata-­‐Nov11-­‐2010.pdf	
  	
  

•  Disaster	
  Recovery	
  Journal	
  –	
  drj.com	
  	
  

•  Business	
  Recovery	
  Manager’s	
  Associa9on	
  –	
  brma.com	
  

•  DRII	
  the	
  Ins9tute	
  for	
  Con9nuity	
  Management	
  –	
  drii.org	
  



Ques4ons?	
  



Steve	
  Shofner,	
  Senior	
  Manager	
  
Governance,	
  Risk,	
  &	
  Compliance	
  IT	
  Team	
  Leader	
  

email:	
  Steve.Shofner@amllp.com	
  
Office:	
  (925)	
  790-­‐2879	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
Mobile:	
  (510)	
  681-­‐6638	
  	
  	
  


