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2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Today's	
  Agenda:	
  	
  

Core	
  Concepts	
  

Challenges	
  &	
  	
  
Control	
  Gaps	
  

Implemen>ng	
  
Controls	
  

Case	
  Study	
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November	
  9	
  –	
  11,	
  2015	
  

	
  

Polling	
  Ground	
  Rules	
  

QuesNons	
  will	
  be	
  answered	
  via	
  smartphone	
  by	
  
scanning	
  a	
  provided	
  QR	
  code	
  or	
  by	
  entering	
  
provided	
  URL	
  into	
  your	
  browser	
  

1	
  

Answer	
  honestly	
  based	
  on	
  your	
  own	
  knowledge	
  and	
  
experience	
  2	
  

Feel	
  free	
  to	
  ask	
  quesNons	
  and	
  discuss	
  results	
  during	
  
table	
  break-­‐outs	
  3	
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Audience	
  Profile!	
  

Vote	
  on	
  live.voxvote.com	
  	
  
or	
  download	
  app.	
  	
  	
  	
  	
   	
  	
  
	
  
PIN:	
  50317	
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A	
  Few	
  Common	
  Myths…	
  

•  Agile	
  and	
  DevOps	
  processes	
  cannot	
  be	
  controlled	
  
and	
  are	
  not	
  “compliant”	
  

•  Agile	
  and	
  DevOps	
  can	
  only	
  work	
  in	
  small	
  companies	
  
•  Companies	
  who	
  do	
  not	
  embrace	
  Agile	
  and	
  DevOps	
  
cannot	
  be	
  innovaNve	
  

•  Development	
  and	
  operaNons	
  teams	
  must	
  always	
  be	
  
separate	
  for	
  proper	
  SoD	
  and	
  compliance	
  

•  Agile	
  is	
  the	
  best	
  fit	
  and	
  can	
  be	
  applied	
  to	
  any	
  project	
  
•  Agile	
  helps	
  teams	
  move	
  faster	
  by	
  avoiding	
  all	
  
documentaNon	
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DevOps	
  Concepts:	
  Common	
  Defini*on	
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DevOps	
  focuses	
  on	
  improving	
  the	
  communica.on	
  
and	
  coordina.on	
  between	
  the	
  Development	
  and	
  
OperaNons	
  funcNons.	
  	
  DevOps	
  techniques	
  and	
  

tools	
  enhance	
  collabora.on	
  across	
  these	
  
tradiNonal	
  silos	
  to	
  enable	
  greater	
  velocity	
  and	
  

quality.	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

DevOps	
  Concepts:	
  Key	
  Capabili*es	
  &	
  Benefits	
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Combining	
  Development	
  and	
  Opera>ons	
  yields:	
  	
  
ü Faster	
  so:ware	
  delivery	
  

ü Reduced	
  defects	
  
ü Increased	
  business	
  alignment	
  

Agile	
  
Development	
  

Con>nuous	
  
Integra>on	
  &	
  

Tes>ng	
  

Deployment	
  
Automa>on	
  

On-­‐demand	
  
Environment	
  
Provisioning	
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DevOps	
  Concepts:	
  Key	
  Challenges	
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SoLware	
  	
  
Development	
  

QA/Release	
  
Processes	
  

Technology	
  
Opera>ons	
  

Dev	
  
Ops	
  

•  Bringing	
  together	
  &	
  
controlling	
  tradiNonally	
  
dissimilar	
  processes	
  

•  Improving	
  
communica>on	
  
between	
  cross-­‐
funcNonal	
  teams	
  

•  Really	
  gegng	
  the	
  	
  
value	
  out	
  of	
  
automa>on	
  tools	
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Agile	
  Concepts:	
  Shi8	
  in	
  Perspec*ve	
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Agile	
  Concepts:	
  Typical	
  Lifecycle	
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Agile	
  Concepts:	
  Common	
  “Tools”	
  

12	
  

Burndown	
  Chart	
   Project	
  Task	
  Board	
  
Backlog  

Items 
Not Started In  

Process 
Done / 

Delivered 

Blocked 

Ground	
  Rules:	
  
1.  Limited	
  to	
  15	
  minutes.	
  
2.  AcNon-­‐oriented.	
  
3.  Not	
  for	
  detailed	
  project	
  

status.	
  

Daily	
  Standup	
  
3	
  Ques>ons:	
  
1.  What	
  did	
  you	
  do	
  

yesterday?	
  
2.  What	
  will	
  you	
  do	
  today?	
  
3.  What	
  is	
  blocking	
  you?	
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Polling	
  QuesNon:	
  Who	
  is	
  Agile?	
  

Vote	
  on	
  live.voxvote.com	
  	
  
or	
  download	
  app.	
  	
  	
  	
  	
   	
  	
  
	
  
PIN:	
  50317	
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Challenges:	
  The	
  “Macro”	
  View	
  

“Non-­‐tradiNonal”	
  technology	
  management	
  processes	
  
can	
  conflict	
  with	
  corporate	
  governance	
  requirements:	
  	
  
•  Sarbanes-­‐Oxley	
  Act	
  (SOX)	
  compliance	
  
•  SOC	
  reporNng	
  (under	
  SSAE	
  No.	
  16)	
  
•  PCAOB	
  audit	
  firm	
  reviews	
  
•  Updated	
  COSO	
  framework	
  	
  
•  Other	
  compliance	
  requirements:	
  PCI,	
  HIPAA,	
  etc.	
  

Organiza.ons	
  need	
  to	
  balance	
  control	
  and	
  compliance	
  	
  
requirements	
  with	
  the	
  need	
  for	
  speed	
  and	
  innova.on	
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15	
  

Using	
  Agile	
  as	
  an	
  excuse	
  
to	
  not	
  complete	
  required	
  
project	
  documentaNon.	
  

	
  
Failure	
  to	
  maintain	
  and	
  
esNmate	
  backlogs.	
  
	
  

Inability	
  to	
  detect	
  and	
  
control	
  scope	
  creep	
  /	
  
business	
  case	
  alignment.	
  

Failure	
  to	
  fully	
  evaluate	
  
project	
  value	
  and/or	
  
return	
  on	
  investment.	
  

Inadequately	
  training	
  the	
  
business	
  on	
  newly	
  
delivered	
  features.	
  

	
  
Inadequate	
  business	
  
engagement	
  and	
  signoff.	
  
	
  

Challenges:	
  Agile	
  Project	
  Delivery	
  

Misalignment	
  with	
  
“tradiNonal”	
  IT	
  controls.	
  

	
  
Lack	
  of	
  project	
  measures:	
  
scope,	
  schedule,	
  etc.	
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Polling	
  QuesNon:	
  Challenges	
  

Vote	
  on	
  live.voxvote.com	
  	
  
or	
  download	
  app.	
  	
  	
  	
  	
   	
  	
  
	
  
PIN:	
  50317	
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SDLC	
  Controls:	
  Tradi*on	
  is	
  Driving	
  the	
  Way	
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Widespread	
  familiarity	
  with	
  tradi*onal	
  or	
  waterfall	
  
approaches	
  makes	
  it	
  the	
  basis	
  for	
  controlling	
  SDLC	
  at	
  
most	
  organiza*ons	
  –	
  this	
  perspec.ve	
  needs	
  to	
  shi:!	
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SDLC	
  Controls:	
  Shi8ing	
  the	
  Perspec*ve	
  for	
  Agile	
  

18	
  

Agile	
  SDLC	
  controls	
  need	
  to	
  be	
  “per	
  itera*on”	
  –	
  mul.ple	
  
control	
  objec.ves	
  may	
  be	
  addressed	
  at	
  one	
  .me!	
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SDLC	
  Controls:	
  Key	
  Takeaways	
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Audit	
  and	
  control	
  approaches	
  need	
  to	
  be	
  properly	
  
aligned	
  with	
  the	
  SDLC	
  methodology.	
  	
  Misaligned	
  
approaches	
  can	
  create	
  unnecessary	
  “overhead”,	
  and	
  
o:en	
  fail	
  to	
  mi.gate	
  key	
  risks.	
  

Regardless	
  of	
  SDLC	
  methodology,	
  controls	
  s.ll	
  need	
  to	
  
address	
  all	
  the	
  tradi.onal	
  SDLC	
  risks	
  for	
  design,	
  build,	
  
tes.ng,	
  and	
  acceptance.	
  	
  However,	
  for	
  Agile	
  SDLC,	
  audit	
  
and	
  control	
  approaches	
  need	
  to	
  take	
  an	
  integrated	
  view	
  
to	
  assessing	
  risks	
  on	
  per-­‐itera.on	
  basis.	
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Polling	
  QuesNon:	
  Implemen*ng	
  Controls	
  

Vote	
  on	
  live.voxvote.com	
  	
  
or	
  download	
  app.	
  	
  	
  	
  	
   	
  	
  
	
  
PIN:	
  50317	
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TesNng:	
  Con*nuous	
  Releases	
  =	
  Complexity	
  

21	
  

ConNnuous	
  integraNon	
  and	
  release	
  approaches	
  result	
  in	
  
much	
  more	
  frequent	
  change:	
  weekly,	
  daily,	
  even	
  hourly!	
  

	
  
	
  
	
  
	
  
	
  
	
  

Challenge:	
  How	
  can	
  testers,	
  and	
  more	
  specifically	
  user	
  
testers	
  keep	
  up	
  with	
  this	
  pace	
  of	
  change?	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

TesNng:	
  Agile	
  &	
  DevOps	
  Benefits	
  

Agile	
  and	
  DevOps	
  processes	
  can	
  actually	
  help	
  make	
  
tesNng	
  more	
  effecNve:	
  
•  Earlier	
  tesNng	
  –	
  integrated	
  with	
  development	
  efforts	
  
•  TesNng	
  automaNon	
  (scripNng	
  &	
  documentaNon)	
  
•  ConNnuous	
  tesNng	
  
•  Service	
  virtualizaNon	
  
	
  

Tes*ng	
  tools	
  and	
  processes	
  must	
  effec*vely	
  align	
  to	
  the	
  
key	
  risks	
  and	
  requirements.	
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TesNng:	
  Service	
  Virtualiza*on	
  

23	
  

ü 	
  Faster	
  test	
  environment	
  	
  provisioning	
  
ü 	
  Test	
  data	
  matches	
  produc*on	
  data	
  
ü 	
  Earlier	
  defect	
  detec*on	
  &	
  repair	
  
ü 	
  Reduced	
  overall	
  tes*ng	
  costs	
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Access	
  &	
  SOD:	
  The	
  Challenge	
  of	
  Integrated	
  Roles	
  

24	
  

DevOps	
  seeks	
  to	
  increase	
  the	
  integraNon	
  of	
  the	
  
development	
  and	
  operaNons	
  roles	
  –	
  this	
  can	
  effec.vely	
  
eliminate	
  tradi.onal	
  role	
  segrega.ons	
  and	
  introduce	
  
other	
  access	
  control	
  issues	
  
Challenges:	
  
•  Broad	
  administrator	
  privilege	
  assignment	
  
•  Full	
  development	
  lifecycle	
  access:	
  source	
  code	
  
through	
  deployment	
  

•  Peer	
  review	
  on	
  the	
  “honor	
  system”	
  
•  Unclear	
  monitoring	
  responsibili*es	
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Access	
  &	
  SOD:	
  DevOps	
  “Done	
  Right”	
  

DevOps	
  approaches	
  do	
  not	
  have	
  to	
  compromise	
  
security	
  and	
  heighten	
  risks	
  –	
  processes	
  and	
  tools	
  
can	
  help	
  manage	
  risk	
  while	
  enabling	
  flexibility:	
  
•  ProducNon	
  environment	
  monitoring	
  
•  IdenNty	
  management	
  automaNon	
  
•  Firecall	
  IDs	
  
•  Release	
  &	
  deployment	
  automaNon	
  (workflow)	
  
	
  
*Note:	
  DevOps	
  solu*ons	
  may	
  not	
  be	
  appropriate	
  for	
  all	
  system	
  environments	
  –	
  
some	
  frameworks	
  s*ll	
  include	
  very	
  strict	
  SoD	
  requirements	
  that	
  need	
  to	
  be	
  
observed	
  and	
  will	
  limit	
  how	
  DevOps	
  processes	
  can	
  be	
  implemented	
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Polling	
  QuesNon:	
  Compliance	
  Issues	
  

Vote	
  on	
  live.voxvote.com	
  	
  
or	
  download	
  app.	
  	
  	
  	
  	
   	
  	
  
	
  
PIN:	
  50317	
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Performance	
  Measures:	
  Agile	
  Mis-­‐alignment	
  

TradiNonal	
  and	
  Agile	
  project	
  metrics	
  need	
  to	
  be	
  
derived	
  using	
  different	
  methods	
  –	
  many	
  organiza.ons	
  
fail	
  to	
  adapt	
  their	
  metrics	
  when	
  adop.ng	
  Agile	
  
Challenges:	
  
•  Evalua*ng	
  project	
  *meline	
  /	
  phase	
  status	
  
•  Measuring	
  %	
  complete	
  when	
  scope	
  and	
  budget	
  are	
  
derived	
  /	
  defined	
  itera*vely	
  

•  Transla*ng	
  detailed	
  Agile	
  project	
  metrics	
  to	
  
management	
  reports	
  

•  Comparing	
  Tradi*onal	
  and	
  Agile	
  project	
  statuses	
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Performance	
  Measures:	
  Adap*ng	
  to	
  Agile	
  

Most	
  IT	
  project	
  measures	
  have	
  been	
  derived	
  based	
  on	
  
TradiNonal	
  delivery	
  methodologies	
  which	
  cannot	
  be	
  
applied	
  to	
  Agile	
  projects	
  without	
  modificaNons:	
  
•  Conceptually	
  separate	
  Project	
  Management	
  &	
  SDLC	
  	
  
•  Define	
  the	
  Project	
  level	
  metrics	
  that	
  are	
  required	
  	
  
•  Define	
  how	
  the	
  Project	
  metrics	
  can	
  be	
  derived	
  from	
  
projects	
  delivered	
  within	
  each	
  lifecycle	
  (Agile,	
  
TradiNonal,	
  and	
  other)	
  

28	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

Performance	
  Measures:	
  Agile	
  vs.	
  Tradi*onal	
  

29	
  

PROJECT MANAGEMENT LIFECYCLE 
 
  

Project 
Closure Project Planning Project Execution Project 

Initiation 

 TRADITIONAL / WATERFALL SDLC PROCESS 
 
 

Initiate Plan Design Develop Test Deploy Close 

AGILE SDLC PROCESS 
 
 
 
  

Initiate Plan Backlog 
Review Sprint 1 

Sprint 2 – n 
(monthly) 

Deploy 1 Close 

Deploy 2-n 

Metric:	
  Planned	
  Value	
  
Tradi.onal:	
  Base	
  on	
  key	
  
milestones	
  &	
  est.	
  efforts	
  
Agile:	
  Base	
  on	
  backlog	
  
priori*es	
  (e.g.,	
  story	
  points)	
  

Metric:	
  Schedule	
  Variance	
  
Tradi.onal:	
  base	
  on	
  key	
  
milestones	
  &	
  detailed	
  plan	
  dates	
  
Agile:	
  Base	
  on	
  delivery	
  velocity;	
  
plan	
  vs.	
  actual	
  per	
  itera*on	
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Cloud	
  Provider	
  UNlizaNon:	
  Is	
  There	
  Visibility?	
  

30	
  

Agile	
  and	
  DevOps	
  approaches	
  are	
  oqen	
  paired	
  with	
  use	
  
of	
  cloud-­‐based	
  soluNons	
  to	
  enable	
  scale	
  and	
  flexibility.	
  	
  	
  

	
  
Challenges:	
  
•  Cost	
  control	
  
•  Data	
  security	
  &	
  privacy	
  
•  Performance	
  &	
  sizing	
  
•  Con*nuity	
  &	
  recovery	
  
•  Environment	
  awareness	
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Cloud	
  Governance:	
  Balancing	
  Speed	
  &	
  Control	
  	
  
EffecNve	
  governance	
  is	
  required	
  to	
  help	
  opNmize	
  use	
  of	
  
cloud	
  environments	
  within	
  Agile	
  and	
  DevOps	
  processes	
  
•  Decision-­‐making:	
  should	
  be	
  *mely	
  and	
  informa*on	
  
based,	
  and	
  not	
  become	
  a	
  barrier	
  

•  Requirements:	
  key	
  requirements	
  (compliance,	
  
performance,	
  sizing,	
  etc.)	
  should	
  be	
  known	
  and	
  
evaluated	
  before	
  environments	
  are	
  provisioned	
  

•  Modeling	
  &	
  Monitoring:	
  an	
  “inventory”	
  of	
  cloud	
  
providers	
  and	
  exis*ng	
  environments	
  should	
  be	
  
maintained	
  and	
  reviewed	
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Polling	
  QuesNon:	
  Pain	
  Points	
  

Vote	
  on	
  live.voxvote.com	
  	
  
or	
  download	
  app.	
  	
  	
  	
  	
   	
  	
  
	
  
PIN:	
  50317	
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CASE	
  STUDY	
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