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At the completion of this presentation, you should have a greater understanding of 
International Data Privacy regulations and assessment.  You will understand: 

Concepts of data privacy, and associated risks including those from 
emerging technologies i.e. BYOD, cloud computing 

Overview of International Privacy landscape and Regulations 

Contrast and comparison with select Privacy Regulations 

Potential approach for a Data Privacy review 



Security 

• Security is securing or protecting data assets.  Typically viewed as the CIA triangle 
(Confidentiality, Integrity and Availability). 

Privacy 
• Privacy is protecting the confidentiality of private data (personal information, proprietary data, 

etc.) of which Security is one element. 

What is Data Privacy and what can be done to evaluate 
it? 
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Data Governance 

• Data governance can be defined as the practices involved to effectively manage all classes of 
enterprise data from creation through disposal. These practices should reflect the 
requirements of a Privacy program. 



How do you classify “Privacy”? 

Is Privacy a security issue?  Or a compliance issue?  Or a data 
governance issue? 
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1. Risks to Personal Data 
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What are the Risks? 
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Additional Breach Examples (Personal Data) 

• October 2013: Adobe – Hacked 

– Names, other purchase information 

– 2.9 million customers 

• April 2013: LivingSocial – Hacked 

– Name, Email Address, Date of Birth 

– 50 million customers 

• March 2013: Evernote – Hacked 

– Usernames, Email Addresses 

– 50 million records affected 

– Public notification, password reset 

 

 

 

 

Yay…free credit monitoring! 
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FTC Consent Orders Examples (Privacy) 

• July 2013: HTC America 

– Weak security on phones 

– 20 years of reporting to FTC on external security 
audits 

• February 2013: Path Inc 

– Collected more than privacy policy said 

– $800,000 fine, 20 years of reporting to FTC on 
external security audits 

• January 2012: UPromise 

– Insecure storage of customer information 

– Remediation, on external security audits 

• Others: Twitter, Facebook, Google, MySpace 

2014 Fall Conference - "Think Big“ October 
13-15, 2014 

Slide 15 

It takes twenty years to build a reputation and five minutes to ruin it.  If you 
think about that, you'll do things differently. 

– Warren Buffett 
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Emerging Risks: Cloud Computing and Big Data 

Jurisdiction: Sending, storing, processing in multiple jurisdictions. 

Creation of new data streams and usage either by the organisation or the cloud 
information for purposes beyond those for which consent was originally given. 

Security: Security of data while it resides in the cloud. 

Data intrusion: Unauthorized access to data by an external party.  

Misuse of processing data: The cloud provider might inappropriately access, manipulate 
or mine the data entrusted to them. 

Preservance of data: What happens to the data at the end of the contract. 



Emerging Risks: BYOD 
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The device gets lost or stolen with access to company data and systems. 

The device contracts a virus or has malware installed that can obtain company logins and 
data from that device. 

The personal device user — however good his/her intentions are — can in effect be 
circumventing company security standards. 

The company cannot control the use of the personal device should the employee allow 
children or friends to use the device. 

The employee may use the device to place files in personal applications in the cloud which 
may not be secure. 

The employee plugs a mobile device into the USB port of his or her office computer 
thereby transmitting a virus to the office desktop. 



Data Privacy Technical Challenges 
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Where is your data stored, who can access it, where are the network boundaries, and are my 
controls actually protecting the data? 

Some 71 percent of [IT Security Professionals] said their organization does not have an 
accurate inventory of where personal data for employees and customers is stored.   

   - Source: scmagazineus.com  



Have a Good Story 
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Could you confidently explain your security & privacy program to a reporter? 

Can you clearly demonstrate due care and due diligence? 

Good story vs. bad story 



2. Privacy Regulations  
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Sectoral and Omnibus Privacy and Data Protection Laws 
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International & Regional Instruments 

2014 Fall Conference - "Think Big“ October 
13-15, 2014 

Slide 22 

• OECD Guidelines 1980 

• Council of Europe Convention 1981 

• European Directive 1995 

• APEC Privacy Framework 2004 

• Madrid Resolution 2009 

• Proposed EU General Data Protection 
Regulation (issued on 25 January 2012) 

• Singapore Personal Data Protection Act 2014 

• India’s Information Technology Act 2000 
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OECD Guidelines 1980 (8 Principles) 

1 Collection limitation 

2 Data Quality 

3 Purpose Specification 

4 Use Limitation 

5 Security 

6 Openness 

7 Individual Participation 

8 Accountability 
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APEC Privacy  Framework 2004 (9 Principles) 

1 Preventing harm 

2 Notice 

3 Collection Limitation 

4 Uses of personal information 

5 Choice 

6 Integrity 

7 Security safeguards 

8 Access and correction 

9 Accountability 



Madrid Resolution 2009 (6 Principles) 
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1 Lawfulness and fairness 

2 Purpose specification 

3 Proportionality 

4 Data quality 

5 Openness 

6 Accountability 
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European Directive 1995 (7 Principles for Safe Harbor) 

1 Notice – explain purpose for PI collection and use 

2 Consent – opt in/out for 3rd party disclosure 

3 Onward transfer – 3rd party must apply notice and consent principles 

4 Security – reasonable precautions to safeguard 

5 Data Integrity – PI relevant and reliable for intended use 

6 Access – reasonable access to PI and ability to amend 

7 Accountability – available, affordable recourse to address disputes 



• One EU – Wide Data Protection Law (Regulation vs Directive) 

• Penalties for breaches up to 100 000 000 EUR or up to 5% of 
the annual worldwide turnover of a company (up from 2% in 
the Commission's proposal) 

• Mandatory data breach notification 

• Explicit consent 

• Right to be forgotten 

• Right to obtain from the controller the rectification of personal 
data 

• Right to restriction of processing 

• Right to Erasure 

• Data protection impact assessment [Mandatory in certain 
circumstances] 

2014 Fall Conference - "Think Big“ October 
13-15, 2014 

Slide 27 

Proposed EU Data Protection Regulation 



Singapore Personal Data Protection Act (PDPA) 

Today, organizations collect vast amounts of personal data, for use and collaboration 
with third party organizations to promote business development activities.  

1 

This trend in Asia is expected to grow exponentially as the processing and analysis of 
large amounts of personal data becomes more accessible as technology continues to 
advance. 

2 

In January 2013, the Singapore  Parliament passed the Personal Data Protection Act 
(“PDPA”) designed to govern the collection, use and disclosure of personal data by 
organizations. Organizations were required to comply with PDPA since 2 July 2014.   

3 

By regulating the flow of personal data among organizations, the PDPA aims to 
strengthen and entrench Singapore’s competitiveness and position as a trusted, world-
class hub for businesses. 

4 

The Bill is drafted to apply to all sectors in the economy and necessarily contains broad 
and general principles. 

5 

• Provisions relating to the DNC (Do Not Call) registry became effective on 2 January 2014  
• Data protection rules became effective on 2 July 2014.  

2014 Fall Conference - "Think Big“ October 
13-15, 2014 

Slide 28 



Some of the US Data Protection Regulations 
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The Federal Trade Commission Act (FTCA)  

The Gramm-Leach-Bliley Financial Services Modernization Act of 1999 (GLBA) 

The Fair Credit Reporting Act (FCRA) 

The Health insurance Portability and Accountability Act (HIPAA) 

The Children's Online Privacy Protection Act of 1998 (COPPA)  

Payment Card Industry Data Security Standards (PCI DSS) 

State Notification Laws:  
• California SB 1386/1798.81.5;  
• Massachusetts 201 CMR 17;  
• Colorado 6-1-176 
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Work in Progress 

• Individual Control 

• Transparency 

• Respect for context 

• Security 

• Access and Accuracy 

• Focused Collection 

• Accountability 

U.S Consumer Privacy Bill of Rights 



Personal Data Protection in India 

Information Technology Act 2000 contains some provisions on personal data protection, e.g., 
penalty for download, copy or extract of data from a computer without the permission of the 
owner (section 43), penalty for computer source code tempering (section 65), punishment for 
hacking (66), punishment for breach of confidentiality and privacy, unauthorized access to 
electronic record, etc. (section 72). 

2014 Fall Conference - "Think Big“ October 
13-15, 2014 

Slide 31 

The Information and Communication Technology (Amendment) Act, 2008 inserted section 43A 
which provides for punishment of body corporate for negligent handling of sensitive personal 
data by way of compensation up to 50 million Indian rupee (USD $815,000). 

Information Technology (Reasonable security practices and procedures and sensitive personal 
data or information) Rules 2011 (“Sensitive Personal Data Rules”) was framed in 2011 

‘Sensitive personal data or information of a person’ include (i) password; (ii) user details as 
provided at the time of registration or thereafter; (iii) information related to financial information 
such as Bank account/credit card/debit card/other payment instrument details of the users; (iv) 
Physiological and mental health condition; (v) Medical records and history; (vi) Biometric 
information; (vii) Information received by body corporate for processing, stored or processed 
under lawful contract or otherwise; (viii) Call data records. 
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Obligations of Corporate Entities in India 

Publish privacy policy in the Website for handling and dealing personal information, 
mentioning the purpose of collection and usage of personal data. 

Personal information cannot be collected without consent of the data subject. 

Sensitive personal information cannot be collected or disclosed without prior permission.  

Transborder data transfer is allowed when it is legally necessary or with the consent of 
the data subject. 

Must take Reasonable Security Practices and Procedures containing managerial, technical, 
operational and physical security control measures.  In case of any information security 
breach, such body corporate must show that such security control measures were taken. 



3. Comparison of Regulatory Requirements by 
Country 

33 



European 
Union 

[1995 Data 
Protection 
Directive] 

United 
States of 
America 

Malaysia  
Personal 

Data 
Protection 
Act 2010 

Singapore 
Personal 

Data 
Protection 
Act 2012 

Australia 
Privacy 

Act 1988 

South 
Africa 

Protection 
of Personal 
Informatio
n Act 2013 

Chile 
Personal 

Data 
Protection 
Law [No. 
19628 of 

2012] 

Columbia  
Personal 

Data 
Protection 
Law [No. 
15811  of 

2012] 

Data 
Protection 
Principles  

√ √ √ √ √ √ 
No 

information 
available  

No 
information 

available  

Rights of 
Data 
Subjects  

√ √ √ √  √  √  √  √  

Special 
enforcement 
entity 

√ √ √ √ √ √  √  √  

Exemption 
to public 
agency 

x x √ √  X  X  
No 

information 
available  

No 
information 

available  
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Regulatory Requirements in International Jurisdictions 



European 
Union 
[1995 
Data 

Protection 
Directive] 

United 
States of 
America 

Malaysia  
Personal 

Data 
Protection 
Act 2010 

Singapore 
Personal 

Data 
Protection 
Act 2012 

Australia 
Privacy 

Act 1988 

South Africa 
Protection 
of Personal 
Information 

Act 2013 

Chile 
Personal 

Data 
Protection 
Law [No. 
19628 of 

2012] 

Columbia  
Personal 

Data 
Protection 
Law [No. 
15811  of 

2012] 

Civil and 
criminal 
remedies 

√ √ √* √  √  √ √ √ 

Mandatory 
reporting of 
breach to 
Regulator 

x 
X [in some 

States] 
X X  X  √ X X  

Differentiate 
personal data 
& sensitive 
data 

√ 
√ [In some 

Laws] 
√ X  √ √ 

 
 
 

√ 

 
 
 

√ 

Organization  
must 
designate 
someone to 
take charge 

x x X √ X √ X X  

*Malaysia provides only for criminal penalties. 
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Regulatory Requirements in International Jurisdictions 



European 
Union 
[1995 
Data 

Protectio
n 

Directive] 

United 
States of 
America 

Malaysia  
Personal 

Data 
Protectio

n Act 
2010 

Singapore 
Personal 

Data 
Protection 
Act 2012 

Australia 
Privacy Act 

1988 

South 
Africa 

Protection 
of Personal 
Informatio
n Act 2013 

Chile 
Personal 

Data 
Protection 
Law [No. 
19628 of 

2012] 

Columbia  
Personal 

Data 
Protection 
Law [No. 
15811  of 

2012] 

Registration x x √ X  X X 

 
No 
information 
available  
 

 
No 
information 
available  
 

Class action √ √ X  X  √ √ 

 
No 
information 
available  
 

 
No 
information 
available  
 

Enforcement 
Authority can 
impose 
financial 
penalty 

√ √ X √ √ X 

 
 

√ 

 
 

√ 

Do Not Call  
Registry 

X [In Some 
countries] 

√  X √ 
√ [In 

separate 
law] 

X X X  
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Regulatory Requirements in International Jurisdictions 



 
 

Australia Canada India Spain UK US Singapore 

Register National Do Not 
Call Register 

National Do Not 
Contact List  

National Do 
Not Call 
Register 

Listas Robinson Telephone 
Preference 
Service 

National Do Not 
Call Registry 

National Do Not 
Call Register  

Year 2006 2005 2007 2003 2003 2003 2013 

Regulator Australian 
Communications 
and Media 
Authority 

Canadian Radio-
television and 
Telecommunications 
Commission 

Telecom 
Regulatory 
Authority of 
India 

Federation of 
Electronic 
Commerce and 
Direct 
Marketing 

Information 
Commissioner’s 
Office 

Federal Trade 
Commission 

Personal Data 
Protection 
Commission 

Coverage • Residential 
• Mobiles 
• VOIP 
• Business (from 

2010) 
• Fax (from 

2010) 

• Residential 
• Mobiles 
• VOIP 
• Fax 

• Residential 
• Mobiles 

• Residential 
• Business 
• Mobiles 
• Mail 
• Email 

• Residential 
• Business 
• Mobiles 

• Residential 
• Mobiles 

•  Residential 
•  Message in 

sound 
• Text 
• Fax 
• [Not 

applicable in 
case of B2B] 
 

Size  (as of 
2012) 

8.5 million 10.7 million 161.7 million Not available 19 million 217 million ?? 

Renewal 3 years 5 years Permanent Permanent Permanent Permanent ?? 
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Do Not Call Register: A Comparison 



4. Assessing Compliance 
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Executing a Data Privacy Assessment 
This phased approach involves a combination of manual and automated audit techniques to 
evaluate process and IT controls, and considers integration with existing IT security programs. 

 Report & 
Recommend 

Test Design Framework Scope & Planning 

Phase 1  Phase 2 Phase 3 Phase 4 

• Perform an in-depth 
confirmation of which 
specific data (both 
customer and employee) 
is considered "private" or 
"in-scope"; both at the 
corporate level, as well as 
by individual country. 

• Determine in-scope 
processes and provide 
insight into how 
applications process, 
transfer, and/or store 
consumer, customer, and 
employee PII. In addition, 
examine which vendors 
and third parties have 
access to, or store, 
consumer, customer and 
employee PII. 

• Determine relevant 
domestic and 
international privacy laws 
and regulations. 

• Evaluate compliance with 
international, federal and 
state privacy laws and 
regulations. 

• Capture evidence of 
findings 

• Draft prioritized finding 
and risk list 

• Findings Report with the 
prioritized findings, 
explanation of risk, and 
go-forward strategy 
recommendations for 
controls addressing key 
risk areas of Privacy and 
Compliance. 

• Recommend 
management and 
monitoring processes, 
metrics and technology 
to support ongoing 
governance. 



Phase 1: 
Scoping 

and 
Planning 

• Perform an in-depth confirmation of which specific data (both 
customer and employee) is considered "private" or "in-scope"; both at 
the corporate level, as well as by individual country. 

• Develop a general understanding of the types of data that flow through 
the company and which data contains personally identifiable 
information ("PII"). 

• Finalize information gathering techniques for all locations.  

• Determine specific documentation that is available and will be 
gathered.  

• Initiate data mapping. 

• Summarize the overall results in a Data Storage Report that highlights 
every location and device where in-scope (PII) data was identified.   

Executing a Data Privacy Assessment 
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What is Personal Data? 

• Personal Data/Personal 
Information/Personally Identifiable 
Information 

• AICPA Definition -  information that 
is about, or can be related to, an 
identifiable individual. Individuals, 
for this purpose, include 
prospective, current and former 
customers, employees and others 
with whom the entity has a 
relationship. Most information 
collected by an organization about 
an individual is likely to be 
considered personal information if it 
can be attributed to an identified 
individual.  
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Who is an Individual? 

• Customers (prospective, current, 
former) 

• Employees (job candidates, current, 
former) 

• Contractors 

• Vendors 

• Stockholders 

• Website Visitors 

• YOU 
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Personal Information: Who They Are 

• Name 

• Mailing Address 

• Phone Number 

• Email Address 

• Physical Characteristics 

• Social Security Number 

• Driver’s License/ID number 

• Passport number 

• Credit/debit card number 

• Bank account numbe 

• IP Address, Login name, screen 
name 

• Biometrics 
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Personal Information: What They Have Done 

• Purchases 

• Financial Transactions 

• Paychecks 

• Communications 

• Browsing History 
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Potentially Sensitive Personal Information 

• Political affiliation 

• Race or ethnicity 

• Religious beliefs 

• Union membership 

• Sexual orientation 

• Financial information 

• Health condition or medical-related 

• Criminal History 

• Employment History 

• Insurance Policy Number 

• Education 

• Password/Security Question Answer 

• Signature 
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Data at Rest 

• Electronic File Storage (network & hard drives) 

‒ Excel/Word Documents 

‒ Desktop Databases 

‒ Downloaded Data (e.g., Text Files) 

• Business Applications 

‒ POS (Bank, ID, SSN) 

‒ Documentum 

‒ Legal 

‒ Records Management Database 

‒ Research Repository or Testing Environment? 

‒ Other Corporate Apps/Databases (TBD) 

• Other Electronic File Storage 

‒ Backup Tapes 

‒ CDR/DVD disks from third parties (manual 
interfaces) 

• Paper Files and Reports 

‒ Unsecured storage of personal information 
(paper) 

• Third Party Applications/Environment 

‒ Payroll Outsourcing (e.g., ADP) 

Data in Motion 
• Email 

‒ Corporate Email 

‒ Web Email (personal)? 

‒ Third Party Email (e.g., sent to ABC) 

• Interfaces 

‒ To/From Applications/Providers 

• Remote Access (Authorized) 

• Unauthorized Access 

‒ Virus, spy-ware 

‒ Hacking (Internal/External) 

• Network & Security Infrastructure 

Data in Use 
• Laptops 

‒ Disconnects from corporate network 

‒ More susceptible to theft 

‒ Tends to connect to internet in unfriendly 
locations (e.g., while traveling) 

• Storage Devices 

‒ e.g., USB Keychain, disks, cd/dvd, tapes 
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Inventory What You Know 



Discover What You Don’t Know 
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• Identify departments that handle sensitive data 

‒ Human Resources (Payroll, Benefits, Compensation) 

‒  Accounting 

‒  Finance 

‒  Legal 

 

• Identify key processes that include the handling of sensitive data 

‒  Background Check 

‒  New Hire Process 

‒  Wage Garnishments 

‒  Payroll Processing 

‒  Benefits Enrollment 

‒  Direct Deposit Enrollment for Expense Reimbursement 

‒  Updating Bank Information 

 

• Identify processes involving transfer of data to a third-party vendor 

‒  Payroll 

‒  Benefits 



Assess Data Leakage 
Email, chat, instant messaging, and other collaboration technologies have introduced more 
opportunities for the exposure of sensitive information to the outside world.    

Approach: 

• Utilize a data monitoring application to 
identify potential instances where 
sensitive information is distributed outside 
of the in-scope environment 

• Identify the specific business processes 
inadvertently exposing sensitive data 
through unknowing employees or non - 
secure technologies   
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Show the flow of 
sensitive data through 

your systems 

Show where data is 
created or acquired 

Show flows to other 
organizations 

Show where data is 
electronically stored 

Identify controls and 
gaps 

Show where data is 
updated 

Show where data is 
physically stored 

Data Privacy Assessment - Scoping 
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Data Privacy Assessment - Scoping 
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Sample Data Map Survey Tool 



2

1

5

Identify 
Risks 

Identify 
Controls 

Identify 
Recommendations 

3
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Data Privacy Assessment - Scoping 
Sample Data Flow Diagram 



Phase 2: Design 
Framework 

• Determine in-scope processes and provide insight into how 
applications process, transfer, and/or store consumer, customer, 
and employee PII. In addition, examine which vendors and third 
parties have access to, or store, consumer, customer and 
employee PII. 

• Determine relevant domestic and international privacy laws and 
regulations. 

• Using the AICPA's Generally Accepted Privacy Principles (GAPP) as 
a baseline, design a framework that involves the 10 Principles, 
incorporating the specific regulatory requirements identified 
above. 

• With regards to the information security components of the 
engagement, establish the desired standard by which to 
benchmark the identified gaps (e.g., COBIT, ISO, NIST, etc.) in 
alignment with Component 8 of the GAPP framework.  

Executing a Data Privacy Assessment 

2014 Fall Conference - "Think Big“ October 
13-15, 2014 

Slide 52 



Source: IMF 

• Map data elements collected, processed and stored along with business purpose. 
• Align data elements against regulations and other drivers. 

Data Privacy Assessment – Design Framework 
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Data Privacy Assessment – Design Framework 
Generally Accepted Privacy Principles (GAPP) 
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1.   Management

§ Privacy policies and 

procedures 

§ Communication to internal 

personnel

§ Responsibility and 

accountability

§ Review and approval 

§ Supporting resources and 

quality of personnel

2.   Notice

§ Communication to 

individuals of the entity’s 

privacy policies and 

procedures

§ Provision of notice

§ Entities and activities 

covered 

§ Clear and conspicuous 

3.   Choice & Consent

§ Communication to 

individuals of choices and 

opt-out rights

§ Consequences of denying or 

withdrawing consent

§ Implicit or explicit consent

4.   Collection

§ Types of personal 

information collected and 

methods of collection

§ Collection from third parties

5.   Use & Retention

§ Use, retention and disposal

6.   Access

§ Confirmation of an 

individual’s identity

§ Updating or correcting 

personal information

§ Escalation of complaints 

and disputes

8.   Security

§ Information security program

§ Logical and physical access 

controls

§ Environmental safeguards

§ Transmitted personal 

information

§ Testing security safeguards

9.   Quality

§ Systems and procedures 

that maintain accurate and 

complete records

§ Relevance of personal 

information

10.  Monitoring & Enforcement

§ Complaint process

§ Dispute resolution and 

recourse

§ Compliance review

§ Instances of noncompliance

7.   Disclosure to Third Parties

§ Communication to third 

parties 

§ Disclosure and protection of 

personal information that is 

shared 

§ Response to misuse



Information Security Evaluation 
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Key tools: 

• Security Policy 

• Access control 

• Security Organization 

• Information Systems Acquisition 

• Asset management 

• Incident Management 

• HR Security 

• Business continuity 

• Physical and Environmental 

• Compliance 

• Communications and Operations 

ISO17799/27001: a security standard with 11 domains 

• Initial, Repeatable, Defined, Managed, Optimizing 

Capability Maturity Model (CMM): model to represent process maturity 
on a 5 tiered scale: 



5. 

4. 

3. 

2. 

1. 

Use Capability Model to Evaluate 
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Sample Test Plan 
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Overview of a typical Vendor review process: 

Risk Ranking 
Vendors are ranked according to sensitivity of data (SS#, CC#, name, 
etc) and volume of data exchanged with vendor. 

Questionnaires 
Vendors are sent a questionnaire to complete detailing their security 
and control environment related to data processed. 

Onsite Assessment 
Vendors that are risk ranked as highly sensitive receive an onsite 
audit to confirm and observe the information in the questionnaire. 

Surveys 
Vendors that are risk ranked as sensitive receive survey audit to 
confirm the information in the questionnaire. Survey is conducted by 
phone and documentation reviewed for a sample of critical controls. 

Reporting 
Develop reports based on finding from the reviews and communicate 
issues to business owners. 

Testing Approach 



Phase 3: 
Test 

• Identify and confirm the applicable standards prior to assessment.  

• Assess each in-scope process and provide insight into compliance with 
applicable privacy standards (e.g., state or country specific privacy 
laws).  

• As necessary, conduct site visits to evaluate the processes and 
expected control activities that should be operating at in-scope 
locations.  

• Ensure the right questions are addressed and the necessary data 
elements are collected.  

• Consolidate both the specific PII and information security related 
observations across all of the in-scope locations based on the gaps. 
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Testing Approach 
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Once there is a customized approach based on the GAPP framework, assess compliance with the 
applicable data privacy, direct marketing, anti-spam legislation and regulations.  

This exercise should focus on where the control design may be weak or nonexistent and will seek 
to identify improvement opportunities.  
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GAPP Framework #3 Choice and Consent 
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Risk Examples Company XYZ Illustrations 

No descriptions on 
the choices 
available to the 
individuals nor 
obtain consent 
with respect to the 
collection, use, 
and disclosure of 
personal 
information. 

Explicit consent is not 
consistently obtained 
prior to collection of 
sensitive personal 
information.  The 
retention of personal 
information is irregular 
and inconsistent. 

HR Policy details that prior to employment with Company XYZ, 
employment offer packs are prepared to potential candidates for 
acceptance.  Personal information obtained for employment 
purposes would be consented upon candidate acceptance of offer 
packs. 
 
The Records and Document Management Policy details guidelines 
for data retention as set out in Appendix 1. 
 
For example, the Company XYZ HSEC policy outlines the data 
management policies governing protection of personal data, 
including medical and health records: 
 
• policies exist around communication of personal data "personal 

data will not be communicated to third parties without the 
employee's explicit written consent.” 

• policies exist for data collection and record keeping and storage. 
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GAPP Framework #4 Collection 
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Risk Examples Company XYZ Illustrations 

Inappropriate 
collection of 
personal data. 

The identification of 
personal information is 
irregular, incomplete, 
inconsistent, and 
potentially out of date. 
Personal information is 
not adequately 
addressed in the 
entity’s privacy and 
related security 
policies and 
procedures.  Personal 
information may not 
be differentiated from 
other information. 

The Human Resources - Data Management Policy states: 
 
• Update the master data record in ERP with the required new hire 

details prior to the employee commencement date and maintain 
the effective date of any change, including termination.  

• Maintain current and complete personnel records in ERP for all 
employees and agency contractors. 
 

Company XYZ HSEC policy outlines the data management policies 
governing protection of personal data, including medical and health 
records.: 
 
• Formal procedures are defined for communication of personal 

data "personal data will not be communicated to third parties 
without the employee's explicit written consent.” 

• Also, policies exist for data collection, record keeping and 
storage. 
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GAPP Framework #6 Access 
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Risk Examples Company XYZ Illustrations 

Access for 
individuals to 
review and update 
their personal 
information is not 
available. 

Users may have 
incorrect personal 
information. 

User access at Company XYZ is restricted by security roles.  Users are 
provided access as defined by their role which provides the ability to 
update their account profile and personal information. 
 
 
Also, the Company XYZ Change Management Policy requires that 
employee master file changes are validated and reviewed and that 
changes have corresponding source documents providing 
instructions to make the change. Requests to update personal 
information are supported by the end user’s authorization. 
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Risk Examples Company XYZ Illustrations 

Inadequate 
safeguarding of IT 
infrastructure - 
servers, 
applications, 
internet protocol 
(IP), networks of 
the company can 
lead to phishing 
attacks, data loss 
and theft. 

Personal information is 
being transmitted via 
unsecure transmission 
methods.  Employees 
either do not have the 
tools necessary, or are 
unaware of their 
existence to facilitate 
secure communication 
with third parties. 
 
Internal/Database 
vulnerabilities are not 
scanned regularly 
leading to loss/misuse 
of data. 

Company XYZ Information Management Policy sets forth many 
guidelines for securing data and infrastructure, including: 
• Information Security Risk Management 
• Physical and Environment Security 
• Storage and Exchange of Information 
• Access Control - End User and Third Party 
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GAPP Framework #8 Security 
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Risk Examples Company XYZ Illustrations 

Authorized users 
may be granted 
access to 
incompatible 
duties. 

Users may have 
unnecessary or 
inappropriate access to 
sensitive data such as 
personnel records and 
financial information. 

User Access Management is a key part of Company XYZ's SOX 
Compliance requirements.  Key SOX controls around user access 
includes: 
• Quarterly reviews of access. 
• HR administration (onboarding, movements, terminations) and 

designation of appropriate GJGs. 
• Use of SAP GRC 10.0 - ARA for user access assignment 
• Privileged Access reviews. 
 
Additionally, the IT Security Policy details access control 
requirements for end user access including: 
• Grant end-users the minimum level of access privileges required 

to perform their job function and to prevent segregation of 
duties conflicts. 
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Risk Examples Company XYZ Illustrations 

Lack of inventory 
controls on devices 
and software's in 
the company can 
cause numerous 
security breaches. 

Company devices and 
applications may not 
be adequately 
secured, resulting in 
data leak or being 
available to outside 
sources. Networks are 
not secured to prevent 
unauthorised 
intrusion. 

The IT Security Policy and the Information Management policy sets 
forth many guidelines for securing data and infrastructure, including: 
• Information Security Risk Management 
• Physical and Environment Security 
• Storage and Exchange of Information 
• Access Control - End User and Third Party 
 
In addition, the Information Management - Services policy provides 
details regarding employees obligations to conform to Company XYZ 
requirements for use of company devices and applications. 
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Risk Examples Company XYZ Illustrations 

Lack of monitoring 
and compliance 
with the 
company's policies 
and procedures. 

The entity has 
implemented 
documented policies 
and procedures 
covering all relevant 
aspects to monitor its 
privacy controls.  
Selection of controls to 
be monitored and 
frequency with which 
they are monitored are 
based on a risk 
assessment. 

Yearly SOX audits are mandated and performed on user Access 
management, Information Systems Security, and Human Resources 
Management. 
 
In addition, Company XYZ Internal Audit perform testing of Human 
Resources controls automated controls configured in the ERP - 
which checks to limit user access to sensitive functions.  Manual 
testing and risk assessments are also performed by Internal Audit 
teams. 



GAPP Framework CMM 
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Phase 4: 
Report & 

Recommend 

• Complete the documentation of the Gap Assessment (both Privacy/PII 
and Information Security), organize and catalog all supporting 
materials including all interviewees, locations visited and documents 
reviewed.   

• Consider remediation recommendations for all gaps with a prioritized 
approach based on level of risk, estimated cost of implementation, and 
estimated time to implement. To ensure feasibility, discuss 
corresponding variables (risk, cost, timing) which are consistent with 
strategic plan and objectives.  

• Finalize those deliverables developed during Phases 1 - 3 and present 
results to management.  

• Knowledge Transfer throughout the assessment. 

Executing a Data Privacy Assessment 
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Area Summary 

1. Privacy Governance & 
Compliance 

Policies are issued and compliance with policy is measured.  The organization is structured in such a way to support 
policy development, dissemination and compliance into the organization.  The data protection system assures data 
privacy - personal data protection objectives are defined, known and committed to by the entire organization Data 
protection issues are prevented and adequately addressed.  

2. Training & Awareness The team receives periodic training for privacy issues.  Training is tailored by country such that local requirements 
are met.  Policy and its impact is widely known and implemented. 

3. Privacy Impact Analysis 
(PIA) 

A process exists to measure the risk of Personally Identifiable Information (PII)  to the organization.  PIAs are 
completed for all new applications and when significant changes occur.  A central repository of systems and their 
PIAs is maintained. 

4. 3rd Party Access and 
Agreements 

3rd parties where company shares data understands their responsibilities.  Legal agreements share common language 
about data sharing and protection when handling company data.  Compliance is periodically verified. 

5. New Product Support Resources exist to support new product development teams to understand and build into their systems and process 
the necessary and mandated privacy protections. 

6. Marketing Compliance Customers are given effective opt-in and opt-out alternatives in accordance with local rules and regulations that are 
tracked and maintained in order to respect the customer’s right to privacy and right to not receive unsolicited 
communications. 

7. Customer Access & 
Complaint Resolution 

Customers are given access to their data and can complain if they feel company is engaging in unfair data collection 
and retention practices.  Company has a response process where Customer complaints are adequately resolved.  

8. Incident Response & 
Breach Disclosure 

This service provides incident response and breach disclosure to company.  If an event should occur the procedures 
for response and communication/escalation is available.   

9. Customer Notice In accordance with local rules and regulations, Customers are notified in a clear and concise manner about how 
company uses data and assured that company will not use their data for any other purpose than for which it has 
been collected. 

10. Regulatory Support This service provides a focal point for privacy related regulatory issues.  Regulatory privacy audits, inquiry focal point 
and legal interpretation.  

Privacy Process Assessment Example 
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2. 

1. 
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Assessment of Current Capability 



5. Summary of Key Lessons 
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*IIA Global Technology Audit Guide 5 – Managing and Auditing Privacy Risks  

What privacy laws and regulations impact the organization?  1 

Does the organization have responsibility and accountability assigned for managing a privacy 
program? 4 

What type of personal information does the organization collect?    2 

Does the organization have privacy polices and procedures with respect to collection, use, 
retention, destruction and disclosure of personal information? 3 

Does the organization know where all personal information is stored?  5 

How is personal information protected?  6 

Is any personal information collected by the organization disclosed to third parties?  7 

Are employees properly trained in handling privacy issues and concerns?  8 

Does the organization have adequate resources to develop, implement and maintain an effective 
privacy program?  9 

Does the organization complete a periodic assessment to ensure that privacy policies and 
procedures are being followed?  10 

Privacy Questions Auditors Ask* 
List of Top 10  
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Typical Mistakes Organizations Make 

• Not understanding the risk and cost 

• Not funding Information Security 

– What is the value of the information 
you hold? 

– Do you have more or less manpower 
than your attackers? 

• Information Security reporting to IT 
Operations 

• Trying to do no more than anyone else 

• Not having third party validation 

Will you see it coming? 

No one else spends on security. 
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Conclusions – Controls to Limit Risks 

• Adopt internal privacy policies and practices, post 
a privacy notice that accurately reflects these 
policies and practices and comply with them 

• Limit personal information kept 

– Don’t collect what you don’t need 

– Get rid of/depersonalize/anonymize 
information as soon as you can 

– Track how many records you have 

• Encryption of sensitive information 

– File/record encryption 

– Laptop/personal device encryption 

• Isolate sensitive systems on network/restrict 
access 

• Two-factor (password + token) remote access 

• Block “uncategorized” websites (if not known 
good, block) 

• Breach detection/monitoring 

• Incident Response – have plan that considers 
breach laws 
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