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International Laws
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Objective

At the completion of this presentation, you should have a greater understanding of
International Data Privacy regulations and assessment. You will understand:

Concepts of data privacy, and associated risks including those from
emerging technologies i.e. BYOD, cloud computing

Overview of International Privacy landscape and Regulations

Contrast and comparison with select Privacy Regulations

Potential approach for a Data Privacy review
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What is Data Privacy and what can be done to evaluate
it?

* Security is securing or protecting data assets. Typically viewed as the CIA triangle
(Confidentiality, Integrity and Availability).

* Privacy is protecting the confidentiality of private data (personal information, proprietary data,
etc.) of which Security is one element.

Data Governance

* Data governance can be defined as the practices involved to effectively manage all classes of
enterprise data from creation through disposal. These practices should reflect the
requirements of a Privacy program.
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How do you classify “Privacy”?

Is Privacy a security issue? Or a compliance issue? Or a data
governance issue?

DATA
GOVERNANCE
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1. Risks to Personal Data




Wh

at are the Risks?

THE 283 TIMES

Natural Resources

N

ews Opinion Business Money Sport Life Arts Puzzles Papers

Welcome to your preview of The Times

Computer hackers add to ENRC’s pile of
problems

Judiet Samuel

ENRC has warned emplovees that its computer svstems
were hacked recentlyv and that data could have been stolen.
@ Posta comment
The struggling Kazakh mining company, which is under 8 o
investigation for fraud and corruption and is the subject of
a takeover bid bv its founding shareholders, sentout an e-
mail to staff saving: “Whilst we cannot be certain thatany § Facenock
particular personal data was accessed and used. we have w
decided to err on the side of caution and advise staff to take
precautionarv steps to protect against possible identitv

Share via

Yesterdav’s Shell results

=
P statement was appropriately
scary
-— Oy

Morning rush  Adrenaline rush

THESUNDAY TIMES
DRIVING
-

DRIVING.CO.UK

Behind the story:

Vast coal discovery off Cumbria coast
‘could fire up British mining industry’

The industry could be rebom -
after the discovery of one to B
two bilion tonnes of coking
coal 2 key ingredisnt..
. =me = A -

* Post s comment

Tata Steel feels weight of Europe’s
recession

Tata Stec] Europe employvs more than half of s 33.000 workers
in the UK, a legacy of Tata's takeover of the old. L33t updated =0
M3y 24 2013

¥ Post a comment

Drnfitc fAar Darnvnar ara wactad s

Tras:

: San .FI"IIIG‘SCU ehlpl
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What are the Risks?

@
The UK'’s independent authority set up to
® promoting

Information Comymissioner's Office openness by public bodies and data privacy for individuals.

Home Barclays Bank employee prosecuted for illegally
For the public .
— accessing customer’s account

For arganisations

WWRAE WS COWEE  essessasassassessasaassaeases s e ettt e e e e SR e R R EE RN EEEE RN Rttt a s

About the ICO \
News release: 25 September 2013 )

Latest news & former Barclays Bank emplovees has been fined £3,360 after illegally
accessing the details of a customer's account. In one case the employee,
I 2D Jennifer Addo, found out the number of children the customer had and passed
P the details to the customer’s then partner, who was a friend of Ms Addo.
Appearing at Croydon Magistrates Court today, 27 -vear-old Ms Addo was
2011 PP d Y _ d Y, : Y Latest news
prosecuted under section 55 of the Data Protection Act and fined £2,990 for
=010 23 offences and ordered to pay a £120 victim surcharge and £250 ;
" . Small businesses warned
Elog prosecution costs. about importance af
encryption
Current topics The bank was alerted to M Addp s activities when the customer contacted parcleys Ba: ensloyee
the bank to report that information from his account appeared to have been prosecuted for illegally
Events passed to hiz then partner, An investigation was launched by the bank that accessing customer’s
N discoverad Ms Addo had illegally accessed the customer's details on 22 EBEEUE
occasions between 10 May 2011 and & August 2011, This was despite ICO carries global data
Press office Barclays informing its staff that they should not access customers’ accounts E;E;?uctf';nn enforcement
unless required.
Connect ICO appoints new
Enforcerment When interviewed by her emplover, Addo confirmed that she was aware that non-executive members
the comnlainant’s details shonld not have been sccescead, byt stil dm"%
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What are the Risks?

Subscribe/Manage Account  Place An Ad  LAT Store  Jobs  Cars  Real Estate Rentals  More Classifieds  Custom Publishing

Los Angeles Cimes

U.S. WORLD BUSINESS SPORTS ENTERTAINMENT HEALTH LIVING TRAVEL OPINION

LA NOW POLITICE CRIME EDUCATION 0.C. WESTEIDE MEIGHBORHOODS ENVIRCOHNMENT OBITUARIES

FOU AREHERE: LAT Home — Collections — News

UCLA hospitals to pay $865,500 for breaches of celebrities’
privacy
Settlernent with U.5. requiators alzo calls for UCLA to retrain stoff and tale steps to

prevent future breaches. Some staff have already been fired for viewnng the records of
Farrah Faweett, Michael Jackson and others.

July 08, 2011 | By Molly Hennessy-Fiske, Los Angelas Times

il ) W Comments 0 Elrecommend 2 W Tweet <2 &4 share | 2 B0

UCLA Health System has agread to pay $865,500 as part of a ssttlement with federal regulators
announcad Thursday after two calabrity patients alleged that hospital employeses broke the law and
reviewed their medical records without autherization.

Federal and hospital officials declined to identify the celabrities involved. The complaints cover zoogto
2000, a time during which hospital emplovees were repeatedly caught and fired for peeping at the
medical records of dozens of celebrities, including Britney Spears, Farrah Faweett and then-California
First Lady Maria Shriver.
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What are th_e Risks?

1CO.

Information Commissioner’s Office

The UK’s independent authority set up to
promoting
openness by public bodies and data privacy for individuals.

Home
For the public

For organisations

What we cover

I About the 1C0O

MNews and events

Latest news

I 2013

2012
2011

2010

Blog

Current topics

Events

st i, anid vl fro, infarmabion sysie
San Francisco Chapter

[CO tines Glasgow City Council £150K

News release: 7 June 2013 >

The Information Commissioner's Office (1CQ) has issued Glasgow City Council
with a monetary penalty of £150,000 following the loss of two unencrypted e
laptops, one of which contained the personal information of 20,143 people, =

The serious breach of the Data Protection Act comes after the council was

previously issued with an enforcement notice three yvears ago, following a Latest news

similar breach where an unencrypted memory stick containing personal data

was lost, Small businesses warned

about importance of

In the latest incident, two unencrypted laptops were stolen from the council’s oo

offices on 28 May last year. The laptops were stolen from premises which Barclays Bank employee

were being refurbished and where complaints of theft and a lack of security rosecuted for llegal
L accessing customer’s

had been made. Une laptop had been locked away in its storage drawer and [Ep——

the k@r placed in the d.rawer Wh.er.e _the ;e;ond laptop was .Ifept, bu.t thg 1O caries dlobal data
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What are the Risks?

B B News Sport Weather Capital Culture Autos

|

NEWS TecHNOLOGY I\

Home UK Africa Asia Europe Latin America Mid-East US & Canada Business Health Sci/Environ

CHOOSE FROM Ug

OPEN-
ENROLLMENT OF S.

ER 80
ERING

= LEARN MORE

EBEEOs&a

27 August 2013 Last updated at 1129 GhT

Facebook to compensate users for sharing

details on ads

By Joe Miller
EEC MNews

4 hE L=

Approximately 614,000 Facebook users whose o
; Y SALE FINAL RE?U%T-- ;_
- e l_l'|_:_..r'\-":‘_- L &

personal details appeared in ads on the site )
without their permission will each receive a Bunwat "
$15 (£9.65) payout. )Fr 851

~ 4] 2, &) R
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What are the Risks?

wenes )OO

To protect personal data, support innovation, preserve individual iberfies”

|
. D . ‘ Rechercher un article, fiche, démarche. . E
(" tEcwL | DATAPROTECTION PUBLICATIONS s

Accuel = Home = Mews and events = Mews = Google : failure to comply before deadline set inthe enforcement notice

EEE s bttt e o

THE CNIL

DATA PROTECTION Google : failure to comply before deadline set in the enforcement notice
27 September 2013

PUBLICATIONS

ToPIcs On 20 June 2013, the CNIL's Chair had ordered Google to comply with the French data protection law

within 3 months. On the last day of this period, Google responded to the CNIL. Google contests the
reasoning of the CHNIL and has not complied with the requests laid down in the enforcement notice

The farmal enforcerment notice of 20 June follows an analysis by European data protection authorities (united within
the Article 29 Warking Party) of the new privacy policy that Google implemented an 1 March 2012, The CNIL ardered
Google to camply with the French data protection law within three months and in particular to;

Define specified and explicit purposes;

Infarm users with regard to the purposes ofthe processing implemented;

Define retention periods for the personal data processed,

Mot proceed, without legal basis, with the potentially unlimited combination of users' data;

Fairly callect and process passive users' data ;

VOW W WV Vv

Infarm users and then obtain their consent in particular before storing cookies in their terminal.
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What are the Risks?

gox, Community Health Syster >
€« — C [ www.foxbusiness.com/industries/2014/08/18/community-health-systems-v2| =

R

-

Community Health Systems says data
stolen in cyber attack

Published August 18, 2014 / Reuters

Q. Seacn CONTACTUS

C Community
000~ Health Systems Home Company O~ Caceers Serwng Communities

Cormenunity Hest Sy=tems, Inc is one Of Mo NASON's leading operstors of ouneral Priysician Oppomnises

acute care Nospitals. The Crganization’s Miates own, Oporate of lease 206 hospitass

1 29 3taos Wil apprormately 31,100 Bcensed beds. AMkated hospitats are Job Oppcaumnmss

dedicsted 10 PFrOVENG Quatty healthcare for local residents and corntrbute 1o Me

ECONTTEC Sevelopment of Bielr 5. Based on Me unkque Needs of each
itais offer 3 wide range of E3onOSBC medicat and

Fress Releases

[l Print U_S. hospital operator Community Health Systems Inc said on

—

(3 star- RECN o= )
- about 4 5 million people were stolen by hackers from its computer
M Tweet |8 | network, likely in April and June.

B3 snare | 10

Monday personal data, including patient names and addresses, of

The company said the data, considered protected under the Health
Insurance Portability and Accountability Act, included patient names,
addresses, birth dates, telephone numbers and Social Security
numbers._ It did not include patient credit card or medical information,
Community Health Systems said in a regulatory filing.

< I ———————————————— . >
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What are the Risks?

MALAYSIAS NO. | INVESTIGATIVE NEWSPAPER — WINNER OF THE MP1- PETRONAS SEST INVESTIGATIV

BeingFrank

with Franide D'Cruz

HURTFUL
'BABY FOOD'

PRS0 Y|

N0 |

MENACE

s TTE FUPEY THHE CHYES e

1N oy ) 00 by e oy

PERSONAL
DATA FOR

‘Want to know more about Mukriz Mahathir or Opposition leader?’

A database trader offered this information to our reporter who went
undercover to check out a thriving but disturbing business, From RM31,700

to RMsk, for email addresses to credit card limits, no one is spared.

> Bepart by SHARRIM TAMRIN 00 pod

— PRIVACY PIRATES

'The Malay Mail' probe uncovers shocking truth
about whose hands your personal information is in

PRICE RANGE

By SHAHRIM TAMRIN
shohrimtamrn@mmail cam,my ~

PETALING JAYA: Muny of us
have received unwanted phone calls
el text messapes pramoting goods
ol services,

So, it s only natwral w0 wonder
hows oer peesanal informatian coukd
D boen obtaimed by these calbers
with their sales pitches of free one-
night stays at hotels and reswrts,
Insurance prodiscts or fitness club
memberships

Even VIPs — the Tan Sris,
Datuks, Yong Berhormat (Member
of Purtinment), Cablnet mingsters,
Royalty, high profile corporate
lenders, celebrities and senlor
government officials — residing in
Iiigh-end aress of e Klang Valley,
e ool h‘\JMI.

The Maluy Mail conducted o
probe spanning three weeks into
the wsue and found personal daty
of individuals — whether rich und
fumous of fust ordinary citizens -
were boing teadod by unsceupulons
datubyse compinies withous regard
to anybody's privicy.

After receiving numesous pablic
vomplaints, our ivestigation fouml
there wore uninswened questions
over the avallable pratection for
personal data and information

“ quuad&wwmulum
mmwmdmmm mmawwwmmm

seeurity in the country.

T akst uncovered woeryng aspects
related 1o the seemingly vasy tsan-
ner i which personal imformation
was being sold or abusad,

Even mare mind-boggling wis the
discovery that personal information
datiabises were being sald based on
varkous aitegocies, with oo of the
st fx lpulm being those based an
un indivicduad’s weome kel

With this dutabase, VIPs and
top comprny executives hecome
falr gaeme for telemarketing opera-
tlons,

Such dutabases cun be bonght for
s Jow us RM1,200 to RMz.000 for
between 24,000 to 100,000 ingdi-
idul ewtries,

The foformation avatlable in
these databoses are quite extensbve

“and incladed the individual's name

(with tithes, where applicahle), con
tact numbers (home and mobile),
adkdresses and even MyKad num-
biers!

Paskng s un interested buyer with
i Penang-based telemsarketing cam
pany, The Poper That Cares mun-
aged to et o simple dakalxse

The database trader daimed he
could provide further personal
detalls I the potentlal buyer had
spevific eqets

"Do you want 1o know more
about {Jerlun MP Datuk) Mukhriz
Mahithit or an opposition bader?”
s sl

"We can give you comprobensive
databuse under different catego-
thes depending on your require-
ments.”

During the probe, we were also
olfered a specific database of
100,000 female telecommunica:
lions customers {postpaid and
prepaid users) throughout the
COuntry

"We can provide you thelr ages,
registered addresses, MyKad num:
bers aod full names, The teleo
datotise & the katest you can get,
It is updatesd on 24-hour hasks,"
said the database trader,

When asked where such pes-
sonal informating was obtained,
he sail: “The high-end databases
wiere mainly obtined from p
ety devedopers whide the x.«r
card dtabase s from financlal
institutions and market reseurch
Upencies.

*As for telco records, we soarce i
daily from various telecomemunica
tians providers and middle-men.'
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Additional Breach Examples (Personal Data)

----------------------------------------------------

*  October 2013: Adobe — Hacked
— Names, other purchase information
— 2.9 million customers

e April 2013: LivingSocial — Hacked
— Name, Email Address, Date of Birth
— 50 million customers

*  March 2013: Evernote — Hacked
— Usernames, Email Addresses

Yay...free credit monitoring!

— 50 million records affected
— Public notification, password reset

™
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FTC Consent Orders Examples (Privacy)

________________________________________________________________

e July 2013: HTC America
— Weak security on phones

— 20 years of reporting to FTC on external security
audits

*  February 2013: Path Inc
— Collected more than privacy policy said

— $800,000 fine, 20 years of reporting to FTC on
external security audits

* January 2012: UPromise
— Insecure storage of customer information

— Remediation, on external security audits
*  Others: Twitter, Facebook, Google, MySpace

o ————————————— - —
SR SRS ——————

It takes twenty years to build a reputation and five minutes to ruin it. If you
think about that, you'll do things differently.

— Warren Buffett
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Emerging Risks: Cloud Computing and Big Data

‘ Jurisdiction: Sending, storing, processing in multiple jurisdictions.

‘ Creation of new data streams and usage either by the organisation or the cloud
information for purposes beyond those for which consent was originally given.

Security: Security of data while it resides in the cloud.

Data intrusion: Unauthorized access to data by an external party.

Misuse of processing data: The cloud provider might inappropriately access, manipulate
or mine the data entrusted to them.

Preservance of data: What happens to the data at the end of the contract.

2 8 8 &8
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Emerging Risks: BYOD

The device gets lost or stolen with access to company data and systems.

The device contracts a virus or has malware installed that can obtain company logins and
data from that device.

The personal device user — however good his/her intentions are — can in effect be
circumventing company security standards.

The company cannot control the use of the personal device should the employee allow
children or friends to use the device.

The employee may use the device to place files in personal applications in the cloud which
may not be secure.

24 8 8 8 8

‘ The employee plugs a mobile device into the USB port of his or her office computer
thereby transmitting a virus to the office desktop.
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Data Privacy Technical Challenges

Where is your data stored, who can access it, where are the network boundaries, and are my
controls actually protecting the data?

C

VAN

Internat \"L
A

e I o

1

i Some 71 percent of [IT Security Professionals] said their organization does not have an
I accurate inventory of where personal data for employees and customers is stored.
I
1

Tiastin and valos from, indaabian sslens

San Francisco Chapter

- Source: scmagazineus.com
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Have a Good Story

Y cCould you confidently explain your security & privacy program to a reporter?
Y can you clearly demonstrate due care and due diligence?
Y Good story vs. bad story
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2. Privacy Regulations




Sectoral and Omnibus Privacy and Data Protection Laws

Created by

NYMITY

Teasd b, and valuw from, infarmalios sysiems

San Francisco Chapter

innovating compliance

Legend

W Omnibus Coverage « Countries that hme 2

single or multiple privacy or data peutection

laws that result in comprehensive coverage.

W Sectoral Coverage « Countries that have sectoral
privacy or data protection laws, for example in the
public sectar, finandial sector, telecommunication sector.
W None - Countries that do not have privacy or data
protection laws but may have some coverage in their
constitution or other Laws.

4. Fer the

Faweied by
PRIVAWORKS*

:
:
3
:
3

Regional Privacy and Data Protection

Albania  Benin CrechRepublic  Guernsey  Kosove Mexico Philippines  Spain Brail maps available at:
Andorra  Besnia & Herzegovina  Denmark Iong Keng  Kyrgyz Republic  Moldova Puland Sweden China WWW.NYMITY.COm
Angola m Dontinican Republic Humgary  Lanvia Manaco Portugal  Switzerland Dubai

Argentina Faso Estonia leeand Liechtenstein ~ Montenegro  Romanmia  Taiwan Greenland

Armenia  Camada Faroe Iskands Ireland Lithuania Morocco Russia Trinidad & Tobago  India R

Australia mv«h Finland Isleof Man  Luxemboury  Netherfands  San Marino Tunisia Qatar %

Austria France Iseael Macao SAR New Zealand  Senegal  Ukraine Singapore Y w
Azerbaijan  Colembia Germany Iealy Macedoaia Nicaragua  Serbia United Kingdom  Thailand - -
Bahamas  Costa Rica Gibraltar Japan Malasia Narwiy Slovakia Uraguay Turkey

Belarus  Creatia Greece Jersey Malta Paraguay Slovenia United States

Belgium  Cypres Guam Kazakhstan  Mauritins Peru South Korea Timbabwe
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International & Regional Instruments

________________________________________________________

* OECD Guidelines 1980

* Council of Europe Convention 1981
* European Directive 1995

* APEC Privacy Framework 2004

* Madrid Resolution 2009

* Proposed EU General Data Protection
Regulation (issued on 25 January 2012)

* Singapore Personal Data Protection Act 2014

* India’s Information Technology Act 2000

________________________________________________________
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OECD Guidelines 1980 (8 Principles)

Collection limitation
Data Quality

Purpose Specification
Use Limitation
Security

@) Individual Participation

O 0000 e

€) Accountability
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APEC Privacy Framework 2004 (9 Principles)

Preventing harm

Notice

Collection Limitation

Uses of personal information

Choice

Integrity
Security safeguards

Access and correction

20 >l ~ I N L~ R SR

Accountability
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Madrid Resolution 2009 (6 Principles)

Lawfulness and fairness
Purpose specification
Proportionality

Data quality

Openness

Q O OO0 eC

Accountability
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European Directive 1995 (7 Principles for Safe Harbor)

«®  Notice - explain purpose for Pl collection and use

&4 Consent — opt in/out for 37 party disclosure

@  Onward transfer — 31 party must apply notice and consent principles
<P Security — reasonable precautions to safeguard

& Data Integrity — Pl relevant and reliable for intended use

@®  Access — reasonable access to Pl and ability to amend

- Accountability — available, affordable recourse to address disputes

—ﬂ . MCA 2014 Fall Conference - "Think Big” October Slide 26

13-15, 2014

San Francisco Chapter



Proposed EU Data Protection Regulation

________________________________________________________________________

* One EU — Wide Data Protection Law (Regulation vs Directive)

* Penalties for breaches up to 100 000 000 EUR or up to 5% of
the annual worldwide turnover of a company (up from 2% in
the Commission's proposal)

* Mandatory data breach notification

* Explicit consent

* Right to obtain from the controller the rectification of personal
data

* Right to restriction of processing
* Right to Erasure

* Data protection impact assessment [Mandatory in certain

I
' * Right to be forgotten
i circumstances]

T S ———

________________________________________________________________________
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Singapore Personal Data Protection Act (PDPA)

Today, organizations collect vast amounts of personal data, for use and collaboration
with third party organizations to promote business development activities.

This trend in Asia is expected to grow exponentially as the processing and analysis of
large amounts of personal data becomes more accessible as technology continues to
advance.

In January 2013, the Singapore Parliament passed the Personal Data Protection Act
(“PDPA”) designed to govern the collection, use and disclosure of personal data by
organizations. Organizations were required to comply with PDPA since 2 July 2014.

By regulating the flow of personal data among organizations, the PDPA aims to
strengthen and entrench Singapore’s competitiveness and position as a trusted, world-
class hub for businesses.

The Bill is drafted to apply to all sectors in the economy and necessarily contains broad
and general principles.

Provisions relating to the DNC (Do Not Call) registry became effective on 2 January 2014
Data protection rules became effective on 2 July 2014.

:

Tiastin and valos from, indaabian sslens
‘San Francisco Chapter
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Some of the US Data Protection Regulations

®— The Federal Trade Commission Act (FTCA)
The Gramm-Leach-Bliley Financial Services Modernization Act of 1999 (GLBA)

The Fair Credit Reporting Act (FCRA)
The Health insurance Portability and Accountability Act (HIPAA)
The Children's Online Privacy Protection Act of 1998 (COPPA)

Payment Card Industry Data Security Standards (PCI DSS)

State Notification Laws:

* California SB 1386/1798.81.5;
*  Massachusetts 201 CMR 17;

* Colorado 6-1-176
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Work in Progress

U.S Consumer Privacy Bill of Rights

* Individual Control

* Transparency

* Respect for context
* Security

* Access and Accuracy

* Focused Collection

* Accountability
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Personal Data Protection in India

Information Technology Act 2000 contains some provisions on personal data protection, e.g.,
penalty for download, copy or extract of data from a computer without the permission of the
owner (section 43), penalty for computer source code tempering (section 65), punishment for
hacking (66), punishment for breach of confidentiality and privacy, unauthorized access to
electronic record, etc. (section 72).

The Information and Communication Technology (Amendment) Act, 2008 inserted section 43A
which provides for punishment of body corporate for negligent handling of sensitive personal
data by way of compensation up to 50 million Indian rupee (USD $815,000).

Information Technology (Reasonable security practices and procedures and sensitive personal
data or information) Rules 2011 (“Sensitive Personal Data Rules”) was framed in 2011

‘Sensitive personal data or information of a person’ include (i) password; (ii) user details as
provided at the time of registration or thereafter; (iii) information related to financial information
such as Bank account/credit card/debit card/other payment instrument details of the users; (iv)
Physiological and mental health condition; (v) Medical records and history; (vi) Biometric
information; (vii) Information received by body corporate for processing, stored or processed
under lawful contract or otherwise; (viii) Call data records.

TISACA

San Francisco Chapter



Obligations of Corporate Entities in India

Publish privacy policy in the Website for handling and dealing personal information,
mentioning the purpose of collection and usage of personal data.

Personal information cannot be collected without consent of the data subject.

Sensitive personal information cannot be collected or disclosed without prior permission.

Transborder data transfer is allowed when it is legally necessary or with the consent of
the data subject.

Must take Reasonable Security Practices and Procedures containing managerial, technical,
operational and physical security control measures. In case of any information security
breach, such body corporate must show that such security control measures were taken.

2 8 828 8 B
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3. Comparison of Regulatory Requirements by
Country
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Regulatory Requirements in International Jurisdictions

South Chile Columbia

European \YEIEVSE! Singapore Africa Personal Personal
Union United Personal Personal Australia ' Data Data
Protection

[1995 Data | States of Data Data Privacy of Personal Protection | Protection
Protection America Protection Protection Act 1988 Informatio Law [No. Law [No.
Directive] Act 2010 Act 2012 19628 of 15811 of

LIAEE CAOTE 2012] 2012]

Data No No
Protection v v v v v v information information
Principles available available
Rights of
Data v v v v v v v v
Subjects
Special
enforcement v v v v v v v v
entity
Exemption No No
to public X X v \ X X information information
agency available available
m, 2014 Fall Conference - "Think Big“ October .
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Regulatory Requirements in International Jurisdictions

Euronean Chile Columbia
!o \YEIEVSE! Singapore South Africa Personal Personal
Union . . .
United Personal Personal Australia Protection Data Data
[1995 . . .
Data States of Data Data Privacy of Personal | Protection | Protection
Protection America Protection | Protection | Act 1988 | Information Law [No. Law [No.
Directive] Act 2010 Act 2012 Act 2013 19628 of 15811 of
2012] 2012]
Civil and
criminal v v v v v ' v v
remedies
Mandatory
reporting of X X [in some X X X v X X
breach to States]
Regulator
Differentiate
person.a! data y V [In some v X y v
& sensitive Laws] Vv Vv
data
Organization
must
designate X X X v X v X X
someone to

take charge

*Malaysia provides only for criminal penalties.
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Regulatory Requirements in International Jurisdictions

European . Chile Columbia
: \YEIEVSE! . South
Union Singapore : Personal Personal
. Personal . Africa
[1995 United Personal Australia : Data Data
Data ' Protection . .
Data States of . Data Privacy Act Protection | Protection
. . Protectio . of Personal
Protectio America A Protection 1988 Informatio Law [No. Law [No.
n 2010 Act 2012 N Act 2013 19628 of 15811 of
Directive] 2012] 2012]
No No
Registration X X v information information
available available
No No
Class action v v X information information
available available
Enforcement
Authority can
impose Vv v X v Vv X v v
financial
penalty
V[In
Do NOt el i Sqme V X Vv separate X X X
Registry countries]
law]
m 2014 Fall Conference - "Think Big“ October Slide 36

Trasd b, and valuw from, infarmalios >)~;!nr‘x 1 3 - 1 5’ 2 0 14

San Francisco Chaptel



Do Not Call Register: A Comparison

Spain UK us Singapore

-

Trasd b, and vals from, infarmalios

sysioms
San Francisco Chapter

13-15, 2014

Register National Do Not  National Do Not National Do Listas Robinson  Telephone National Do Not National Do Not
Call Register Contact List Not Call Preference Call Registry Call Register
Register Service
Year 2006 2005 2007 2003 2003 2003 2013
Regulator  Australian Canadian Radio- Telecom Federation of Information Federal Trade Personal Data
Communications television and Regulatory Electronic Commissioner’s Commission Protection
and Media Telecommunications Authority of Commerce and  Office Commission
Authority Commission India Direct
Marketing
Coverage Residential * Residential * Residential Residential ¢ Residential  * Residential Residential
Mobiles * Mobiles ° Mobiles Business * Business * Mobiles Message in
VOoIpP * VOIP Mobiles * Mobiles sound
Business (from ° Fax Mail Text
2010) Email Fax
Fax (from [Not
2010) applicable in
case of B2B]
Size (asof 8.5 million 10.7 million 161.7 million  Not available 19 million 217 million ??
2012)
Renewal 3 years 5 years Permanent Permanent Permanent Permanent ??
’ 2014 Fall Conference - "Think Big“ October .
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4. Assessing Compliance
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Executing a Data Privacy Assessment

This phased approach involves a combination of manual and automated audit techniques to
evaluate process and IT controls, and considers integration with existing IT security programs.

Scope & Planning

N

Design Framework /

Report &

Recommend

Phase 1

Phase 2

Phase 3

Phase 4

e Perform an in-depth
confirmation of which
specific data (both
customer and employee)
is considered "private" or
"in-scope"; both at the
corporate level, as well as
by individual country.

e Determine in-scope
processes and provide
insight into how
applications process,
transfer, and/or store
consumer, customer, and
employee Pll. In addition,
examine which vendors
and third parties have
access to, or store,
consumer, customer and
employee PII.

* Determine relevant
domestic and
international privacy laws
and regulations.

* Evaluate compliance with

international, federal and
state privacy laws and
regulations.

e Capture evidence of
findings

* Draft prioritized finding
and risk list

. Findings Report with the

prioritized findings,
explanation of risk, and
go-forward strategy
recommendations for
controls addressing key
risk areas of Privacy and
Compliance.

* Recommend
management and
monitoring processes,
metrics and technology
to support ongoing
governance.

m s
Teasd b, and valuw from, infarmalios sysiems

San Francisco Chapter
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Executing a Data Privacy Assessment

Phase 1:
Scoping

and
Planning

—SACA

Tiastin and valos from, indaabian sslens
‘San Francisco Chapter

Perform an in-depth confirmation of which specific data (both
customer and employee) is considered "private" or "in-scope"; both at
the corporate level, as well as by individual country.

Develop a general understanding of the types of data that flow through
the company and which data contains personally identifiable
information ("PII").

Finalize information gathering techniques for all locations.

Determine specific documentation that is available and will be
gathered.

Initiate data mapping.

Summarize the overall results in a Data Storage Report that highlights
every location and device where in-scope (Pll) data was identified.

2014 Fall Conference - "Think Big” October
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What is Personal Data?

__________________________________________________

*  Personal Data/Personal
Information/Personally Identifiable
Information

*  AICPA Definition - information that
is about, or can be related to, an
identifiable individual. Individuals,
for this purpose, include
prospective, current and former
customers, employees and others
with whom the entity has a
relationship. Most information
collected by an organization about
an individual is likely to be
considered personal information if it
can be attributed to an identified
individual.

B ey S R S R S S R —————

__________________________________________________

‘ffmg 2014 Fall Conference - "Think Big” October
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Who is an Individual?

_________________________________________________

* Customers (prospective, current,
former)

*  Employees (job candidates, current,
former)

*  Vendors
* Stockholders
*  Website Visitors

i * Contractors
.+ YOu

mn 2014 Fall Conference - "Think Big“ October

[y —— 13-15, 2014
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Personal Information: Who They Are

__________________________________________________

’/ \\‘
. Name E
E * Mailing Address i
i *  Phone Number i
i *  Email Address E
E *  Physical Characteristics i
i Social Security Number i
i * Driver’s License/ID number E
E * Passport number i
i *  Credit/debit card number i
i *  Bank account numbe E
E * |IP Address, Login name, screen i
i name i
i‘\ * Biometrics ,5
mn 2014 Fall Conference - "Think Big” October Slide 43

13-15, 2014

Tiastin and valos from, indaabian sslens
‘San Francisco Chapter



Personal Information: What They Have Done

--------------------------------------------------

'Il \\l
; i
1
'+ Purchases i
i : : . '
P Financial Transactions i
1 1
 * Paychecks !
! L =
i © Communications ]
1
I . . 1
. * Browsing History i
i :
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i I
i 1
‘\\ ,ll
m, 2014 Fall Conference - "Think Big“ October .
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Potentially Sensitive Personal Information

___________________________________________________

El * Political affiliation \E
|+ Race or ethnicity i
E * Religious beliefs i
i * Union membership E
|« Sexual orientation i
E *  Financial information i
i * Health condition or medical-related E
|+ Criminal History i
E *  Employment History i
i * Insurance Policy Number E
i *  Education i
E *  Password/Security Question Answer i
i * Signature j

___________________________________________________
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Inventory What You Know

Data at Rest

* Electronic File Storage (network & hard drives)
' — Excel/Word Documents

— Desktop Databases

— Downloaded Data (e.g., Text Files)

* Business Applications

:© — POS (Bank, ID, SSN)

— Documentum

— Legal

— Records Management Database

— Research Repository or Testing Environment?
: — Other Corporate Apps/Databases (TBD)

* Other Electronic File Storage

: — Backup Tapes

— CDR/DVD disks from third parties (manual
: interfaces)

* Paper Files and Reports

©  — Unsecured storage of personal information
. (paper)

: * Third Party Applications/Environment

- Payroll Outsourcing (e.g., ADP)

.................................................................................................

+SACA

San Francisco Chapter

2014 Fall Conference - "Think Big” October

Data in Motion
* Email
— Corporate Email
— Web Email (personal)?
— Third Party Email (e.g., sent to ABC)
* Interfaces
— To/From Applications/Providers
* Remote Access (Authorized)
* Unauthorized Access
— Virus, spy-ware
— Hacking (Internal/External)
* Network & Security Infrastructure
{ | Data in Use
* Laptops
 © _ Disconnects from corporate network
— More susceptible to theft

— Tends to connect to internet in unfriendly
locations (e.g., while traveling)

* Storage Devices
— e.g., USB Keychain, disks, cd/dvd, tapes

13-15, 2014 Slide 46



Discover What You Don’t Know

* ldentify departments that handle sensitive data

©— Human Resources (Payroll, Benefits, Compensation)
— Accounting
— Finance
— Legal

* ldentify key processes that include the handling of sensitive data
- Background Check

— New Hire Process

— Wage Garnishments

— Payroll Processing

— Benefits Enrollment

— Direct Deposit Enrollment for Expense Reimbursement

— Updating Bank Information

* ldentify processes involving transfer of data to a third-party vendor
— Payroll
— Benefits

‘f’MCA 2014 Fall Conference - "Think Big” October Slide 47
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Assess Data Leakage

Email, chat, instant messaging, and other collaboration technologies have introduced more
opportunities for the exposure of sensitive information to the outside world.

-
/

--------------------------------------------------

4 \
[ Approach: :
: " . _— :
: * Utilize a data monitoring application to i <) "
i identify potential instances where ] o g el
1 0n0 a o 0 o 9 . = : the merger was approv
: sensitive information is distributed outside | B ] Outsier: reayy
1 . . —-| ¥BSource ETmy Insider: yes, buy stock now @
i of the in-scope environment | J E-] Code ,#" S Outider o
! . . . i avaoggrce M
i Identify the specific business processes | ) SI \/
1
i inadvertently exposing sensitive data i { EJ ﬁ \
i through unknowing employees or non - | I Internal \
I . :
i secure technologies | \ Network 'l
i i |
I ] \ / ||'¥ xﬁi
1 O
| i 5. oy AN\ a
: : ~h- " . Medical
: : WISA I @ Hiskory
1 1 —
i | = e
: : Board Mesting
! 1
\ ]
% ,,’
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Data Privacy Assessment - Scoping

. Show the flow of

Show where data is o Show flows to other

X sensitive data through ..

created or acquired organizations
your systems

o r
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
*I 1
Cepoy b, Process —'\ Tranzpor
ColectCreale
et f— —]

Show where data is
Vulnerable points ! physically stored
\

Identify controls and Show where data is Show where data is
gaps electronically stored updated

2014 Fall Conference - "Think Big“ October
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Data Privacy Assessment - Scoping

Sample Data Map Survey Tool

Home

Data Map Survey

Sign in

InfuIf, QuickBase

ﬁ Data Map Survey

Name
Email
Data Type

Why is this information
collected?

How is this information
collected?

Where is the information
stored locally? On the
network?

Who is the data owner?

How long is the
information kept?

What is the process for
erasing or destroying
data?

Add Data Map S...

Jane Smith
Jjane.smith@smithworks.com

Data Type 1 B

In order to process customer orders for widgets.

Using paperforms that are subsequently hand-keyed into the
AS/400 application.

Infile cabinets in accounting as well as the AS/400

Mary Lee

7 years

Athird party shredding company comes onsite once per month
10 shred boxes outside their defined retention period. A nightly
batch job on the AS/400 deletes data that exceeds retention
requirements.

d @ My Apps

== New

* Favorites  Q

earch

? Help

0 Alerts

L AdamBrand ~

Survey Test @ New App
H;m;a Users Data Map Survey New Table
ﬁ Data Map Survey . List Al +New Data Map Survey Response Favorite ¢ Grid Edit 5% Email More » *\ Customize this Report
£ SETTINGS » REPORTS & CHARTS
[~} FILTERS Search these data map survey respor
~ Name
Jane Smith
1 Data Map Survey R All
. Name Email Data Whyisthis  How is this Whereisthe Whois Howlongis What is the
~ Email Type information  information information  the 3 process for
jane.smith@smithworks.com collected? collected? stored data information  erasing or
locally? On~ owner?  kept? destroying data?
the
« Data Type network?
Data Type 1 / @ Jane  [anesmith@smithworks com Data Inorderto  Usingpaper In file Mary 7 years A third party
Smith Type process forms thatare  cabinets in Lee shredding
. 1 customer  subsequently  accounting company comes
+ Who is the data owner? ordersfor  hand-keyed as well as onsite once per
Mary Lee widgets. into the the AS/400. month to shred
ASI400 boxes outside their
application. defined retention
f f : period. A nightly
- E:\r:vlong is the information atch job on the
Pt AS/400 deletes
7 years data that excesds
retention
requirements.

Tiastin and valos from, indaabian sslens

San Francisco Chapter
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Data Privacy Assessment - Scoping

Sample Data Flow Diagram

Identify
Risks

Recalves Visa

Fecahes request for
“Wiza applicaton and matarials by e-mail

raquiremants amd and works with local ﬂ
sends back o Accal. consulats 1o create &

Identify

Training Wilork \isa
i Controls
: A ¢
A : A ‘
Recerves Visa Stores Visa materals
el'nm re:'l;ﬁ;;:r o Sands request to application and e- Recaives \Visa on “Accelerated
pcnh“ = | ABC s Wisa Office Tor rialls b emgloyes ratarials via e-mail Training Programs”
I(:;q “gr;_‘::mr'n “Wisa applicaton and raqueasting completon and sends b Forsign file share and
cnnl-sc:tplnfn lon requiremants of tha application and Visa Office via a-mail parsanal Dutlook
reguired gocuments. Nk

A : 3

A 4
\r

Fills out Visa

and semds io Accal
Training by e-rsail

Identify
Recommendations

requined documents
Trusdin, 402 vahoe from, indarmrabion srsleres

application and
m, 2014 Fall Conference - "Think Big“ October .
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Executing a Data Privacy Assessment

Phase 2: Design

Framework

—SACA

Tiastin and valos from, indaabian sslens
‘San Francisco Chapter

Determine in-scope processes and provide insight into how
applications process, transfer, and/or store consumer, customer,
and employee PII. In addition, examine which vendors and third
parties have access to, or store, consumer, customer and
employee PII.

Determine relevant domestic and international privacy laws and
regulations.

Using the AICPA's Generally Accepted Privacy Principles (GAPP) as
a baseline, design a framework that involves the 10 Principles,
incorporating the specific regulatory requirements identified
above.

With regards to the information security components of the
engagement, establish the desired standard by which to
benchmark the identified gaps (e.g., COBIT, ISO, NIST, etc.) in
alignment with Component 8 of the GAPP framework.

2014 Fall Conference - "Think Big“ October
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Data Privacy Assessment — Design Framework

* Map data elements collected, processed and stored along with business purpose.
* Align data elements against regulations and other drivers.

Element

Graham
Leach Billey

[7 Act [7

Fair Credit
Reporting .-"-\CF

Health
Insurance
Partability and
Accountahilit[T

Driver's

Privacy /’3{7

Federal Trade
Cammission

Act [7

The Privacy
Act of 1974~

The Children's
Online Privacy
Protection AE[T

Family
Educational
Rights and
Privacy .-"-\C[T

First Name
Miclclle: Mame:
Last Name
Initialz

X X X X X X

Mames

X
X
X

L

X

®

Alizzes ®

Mithet's Maiden Name
Biometric Data

Photograph X

Birth Date L L X

Gender

o I R e
o e B = e e
o I R e

b == e = o = e
o I R e
ES S e

=

=

s
x
=
s
=

Race

Height

Weight
Eye Colar
Hair Color

e e

Blood Type

ol [ I e e

Dizahility Information
Sexual Orientation
Marital Status H ® ® * X
Digital Signature
DA, Profile X
Family Information ¥ X
Social Security Mumber ¥ X X X H b4
Falitical Party Affilistion
Religious Affilistion
Citizenship Records
Maturalization Recards
Alien Registration Records
Education History b
Employment History ¥

Perzonal Likeness

=
=
x
s
=

Miltary Records K4

Educational and Professional

Certifications/Licenses Earned X
Background

Salary History *
Job Performance History X

Source: IMF
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Data Privacy Assessment — Design Framework
Generally Accepted Privacy Principles (GAPP)

= Privacy policies and
procedures

= Communication to internal
personnel

= Responsibility and
accountability

= Review and approval

=  Supporting resources and
quality of personnel

= Communication to
individuals of the entity’s
privacy policies and
procedures

= Provision of notice

= Entities and activities
covered

= Clear and conspicuous

= Communication to
individuals of choices and
opt-out rights

= Consequences of denying or
withdrawing consent

= Implicit or explicit consent

5. Use & Retention

= Use, retention and disposal

= Confirmation of an
individual’s identity

= Updating or correcting
personal information

= Escalation of complaints
and disputes

7. Disclosure to Third Parties

= Communication to third
parties

= Disclosure and protection of
personal information that is
shared

= Response to misuse

= Types of personal
information collected and
methods of collection

= Collection from third parties

= Information security program

= Logical and physical access
controls

»= Environmental safeguards

= Transmitted personal
information

= Testing security safeguards

‘HSAGAQ
Trwsd,

n, snd valuw from, infarmabon sysierms
San Francisco Chapter

9. Quality

= Systems and procedures
that maintain accurate and
complete records

= Relevance of personal
information

10. Monitoring & Enforcement

= Complaint process

= Dispute resolution and
recourse

= Compliance review

= Instances of noncompliance

2014 Fall Conference - "Think Big” October
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Information Security Evaluation
Key tools:

> 1ISO17799/27001: a security standard with 11 domains

* Security Policy * Incident Management *  Communications and Operations
* Access control * HR Security
* Security Organization * Business continuity

* Information Systems Acquisition ¢ Physical and Environmental
* Asset management *  Compliance

Capability Maturity Model (CMM): model to represent process maturity

on a 5 tiered scale:

* Initial, Repeatable, Defined, Managed, Optimizing

m 2014 Fall Conference - "Think Big“ October Slide 55

13-15, 2014

Teasd b, and valuw from, infarmalios sysiems
San Francisco Chapter



Use Capability Model to Evaluate

Capability Level | Capability Description

CONTINUOQUS IMPROVEMENT

5. Optimizin
P g Continuously improving controls enterprise-wide
QUANTITATIVE
4. Managed Risks managed guantitatively enterprise-wide

"Chain of accountability”

QUALITATIVE/QUANTITATIVE

Policies, process and standards defined and
institutionalized -- "Chain of certification”

INTUITIVE
2. Repeatable Process established and repeating: reliance on
people continues -- Controls documentation 1acking

s Capability Maturity

AD HOC/CHAOTIC
Caontrol is not a priority -- Unstable environment leads to
dependency on heroics

2014 Fall Conference - "Think Big“ October
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Sample Test Plan

Process Privacy Control . .. Control Control .
L Risk Control Description Test Steps Maturity Levels
MName Objectivr Refi Type Type
- - - - - - -
Customer Notice 3.1, 3.2, 8.3, |[Inappropriate The entity's privacy policies |Preventive Hybrid 1. Discuss if there is an existing |Ad-Hoc maturity level observation: Notice policies
Notice 96,97 collection of address providing notice to agreement, guideline, or a set of |and procedures exist informally.
perscnal data individuals. required procedures followed to |Repeatable maturity level cbservation: Notice
formally inform the client of provisions exist in privacy policies and
Personal Data collection and procedures but may not cover all aspects and are
usage. Are there evaluations not fully documented.
performed with the clients on Defined maturity level observation: Notice
alternatives to the collection of |provisions in privacy policies cover all relevant
Personal Data (e.g. working at aspects and are fully documented.
client place instead of collecting
the information)? Is the client
aware of such alternatives?
2. Understand if there were an
existing form and procedure to
inform the client or seek client
approval before Personal Data is
collected or used.
Customer Access 5.1,5.2 9.6, [Access notgiven  |Individuals are informed Preventive Manual 1. &re there documented Ad-Hoc maturity level observation: Individuals may
Access and 9.7 toindividuals in  |abkout how they may cbtain procedures on how individuals be informed about how they may obtain access 1o
Complaint order to review access to their personal may obtain access to their their persanal information; however,
Rescluticn and update information to review, personal information to review, |communications are inconsistent, sporadic and
his/her personal |update and correct that update and correct the undocumented.
information information. information? Repeatable maturity level ochservation: Individuals
2. Is there evidence of consistent |are usually informed about procedures available
communication informing to them to access their persenal information, but
indviduals of these procedures? |this communication process may not cover all
3. &re there processes in place to|aspects and is not fully documented. Update and
update communications to correction options may not be uniformly
individulas when changes communicated.
accures 1o access policies and Defined matusity level observation: Individuals are
proceduresy usually informed about procedures available to
4. s there training and them to access their personal information, but
awareness for staff on these this communication process may not cover all
procedures? aspects and is not fully documented. Update and
correction options may not be uniformly
Training and |Access 51,52 53, |Access given to Individuals are able to Preventive Manual 1. Are there formal documented  |Ad-Hoc maturity level observation: The entity has
Awareness 96,97 individuals in determine whether the procedures in place to allow informal procedures granting individuals access

—~SACA

San Francisco Chap

order to review
and update there
personal
informatian

entity maintains personal
information about them
and, upon request, may
obtain access to their

individuals to search for and
access their personal
information?

2. Have employees been trained

2014 Fall Conference - "Think Big” October
13-15, 2014

to their information; howewver, such procedures
are not be documented and may not be
consistently applied.

Repeatable maturity level observation: Some
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Testing Approach

Overview of a typical Vendor review process:

Vendors are ranked according to sensitivity of data (SS#, CC#, name,
etc) and volume of data exchanged with vendor.

Risk Ranking

Vendors are sent a questionnaire to complete detailing their security

Questionnaires :
and control environment related to data processed.

Vendors that are risk ranked as highly sensitive receive an onsite

Onsite Assessment ) , ) . . .
audit to confirm and observe the information in the questionnaire.

Vendors that are risk ranked as sensitive receive survey audit to
Surveys confirm the information in the questionnaire. Survey is conducted by
phone and documentation reviewed for a sample of critical controls.

Develop reports based on finding from the reviews and communicate
issues to business owners.
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Executing a Data Privacy Assessment

OEEE

Test

—SACA

Tiastin and valos from, indaabian sslens
‘San Francisco Chapter

Identify and confirm the applicable standards prior to assessment.

Assess each in-scope process and provide insight into compliance with
applicable privacy standards (e.g., state or country specific privacy
laws).

* As necessary, conduct site visits to evaluate the processes and

expected control activities that should be operating at in-scope
locations.

Ensure the right questions are addressed and the necessary data
elements are collected.

Consolidate both the specific Pll and information security related
observations across all of the in-scope locations based on the gaps.

2014 Fall Conference - "Think Big“ October
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Testing Approach

Once there is a customized approach based on the GAPP framework, assess compliance with the
applicable data privacy, direct marketing, anti-spam legislation and regulations.

Management

What are the risks regarding personal data protection?
« Roles and Responsibilities
« Risk Assessment

Data Privacy
Is the organization in compliance with all applicable privacy
laws and regulations?

« Collection and Usage of Personal Data

+ Notice, Consent, and Quality

« Knowledge Sharing

Information Security

Is personal data protected?
Access Rights
Authentication
Storage

Transmission
Backups

Systems Security
Network Security
Information Disposal
Application Development and Management

Physical Security

Is personal data physically secure?
+« Physical Security
« Walkthroughs

Incident Response
Is the organization prepared in the event that a breach
occurs?

« Security Breach Response and Reporting

Training and Awareness
Is the organhization aware of our information protection
requirements?

« Initial Training

« Ongoing Training and Awareness

Vendor Management
Do business partners securely protect our personal
data?

« Vendor Compliance

« Vendor Agreement and Signoff

This exercise should focus on where the control design may be weak or nonexistent and will seek
to identify improvement opportunities.

mg 2014 Fall Conference - "Think Big” October
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Data Privacy Assessment Examples
GAPP Framework #3 Choice and Consent

Risk | Bamples | Company XYZ lustrations

No descriptions on Explicit consent is not HR Policy details that prior to employment with Company XYZ,

the choices consistently obtained employment offer packs are prepared to potential candidates for
available to the prior to collection of  acceptance. Personal information obtained for employment
individuals nor sensitive personal purposes would be consented upon candidate acceptance of offer
obtain consent information. The packs.

with respect to the retention of personal

collection, use, information is irregular The Records and Document Management Policy details guidelines
and disclosure of  and inconsistent. for data retention as set out in Appendix 1.

personal

information. For example, the Company XYZ HSEC policy outlines the data

management policies governing protection of personal data,
including medical and health records:

* policies exist around communication of personal data "personal
data will not be communicated to third parties without the
employee's explicit written consent.”

* policies exist for data collection and record keeping and storage.
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Data Privacy Assessment Examples
GAPP Framework #4 Collection

Risk | Bxamples | Company XVZllustrations

Inappropriate The identification of The Human Resources - Data Management Policy states:

collection of personal information is

personal data. irregular, incomplete, °* Update the master data record in ERP with the required new hire
inconsistent, and details prior to the employee commencement date and maintain
potentially out of date. the effective date of any change, including termination.
Personal informationis * Maintain current and complete personnel records in ERP for all
not adequately employees and agency contractors.
addressed in the
entity’s privacy and Company XYZ HSEC policy outlines the data management policies
related security governing protection of personal data, including medical and health
policies and records.:

procedures. Personal
information may not  ° Formal procedures are defined for communication of personal

be differentiated from data "personal data will not be communicated to third parties
other information. without the employee's explicit written consent.”
* Also, policies exist for data collection, record keeping and
storage.
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Data Privacy Assessment Examples
GAPP Framework #6 Access

Risk | Bamples | Company XYz lustrations

Access for Users may have User access at Company XYZ is restricted by security roles. Users are
individuals to incorrect personal provided access as defined by their role which provides the ability to
review and update information. update their account profile and personal information.

their personal

information is not

available. Also, the Company XYZ Change Management Policy requires that
employee master file changes are validated and reviewed and that
changes have corresponding source documents providing
instructions to make the change. Requests to update personal
information are supported by the end user’s authorization.
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Data Privacy Assessment Examples
GAPP Framework #8 Security

Risk | Examples _____| Company XYZ llustrations

Personal information is Company XYZ Information Management Policy sets forth many

Inadequate
safeguarding of IT
infrastructure -
servers,
applications,
internet protocol
(IP), networks of
the company can
lead to phishing
attacks, data loss
and theft.

wsi by, and value from. infarmabon spsiems
San Francisco Chapter

being transmitted via
unsecure transmission
methods. Employees
either do not have the
tools necessary, or are
unaware of their
existence to facilitate
secure communication
with third parties.

Internal/Database
vulnerabilities are not
scanned regularly
leading to loss/misuse
of data.

2014 Fall Conference - "Think Big” October

guidelines for securing data and infrastructure, including:
* Information Security Risk Management

* Physical and Environment Security

* Storage and Exchange of Information

* Access Control - End User and Third Party
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Data Privacy Assessment Examples
GAPP Framework #8 Security

Risk | bxamples | Company XYZ lustations

Authorized users  Users may have User Access Management is a key part of Company XYZ's SOX

may be granted unnecessary or Compliance requirements. Key SOX controls around user access

access to inappropriate access to includes:

incompatible sensitive datasuchas ° Quarterly reviews of access.

duties. personnel records and * HR administration (onboarding, movements, terminations) and
financial information. designation of appropriate GJGs.

* Use of SAP GRC 10.0 - ARA for user access assignment
* Privileged Access reviews.

Additionally, the IT Security Policy details access control

requirements for end user access including:

* Grant end-users the minimum level of access privileges required
to perform their job function and to prevent segregation of
duties conflicts.
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Data Privacy Assessment Examples
GAPP Framework #8 Security

Risk | Bxamples | Company XVZ lustrations

Lack of inventory  Company devices and The IT Security Policy and the Information Management policy sets
controls on devices applications may not  forth many guidelines for securing data and infrastructure, including:

and software'sin  be adequately * Information Security Risk Management
the company can  secured, resulting in * Physical and Environment Security

cause numerous data leak or being * Storage and Exchange of Information
security breaches. available to outside * Access Control - End User and Third Party

sources. Networks are

not secured to prevent In addition, the Information Management - Services policy provides
unauthorised details regarding employees obligations to conform to Company XYZ
intrusion. requirements for use of company devices and applications.
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Data Privacy Assessment Examples
GAPP Framework #10 Monitoring & Enforcement

Risk | Examples | Company XYZ llustrations

Lack of monitoring The entity has Yearly SOX audits are mandated and performed on user Access

and compliance implemented management, Information Systems Security, and Human Resources

with the documented policies = Management.

company's policies and procedures

and procedures. covering all relevant In addition, Company XYZ Internal Audit perform testing of Human
aspects to monitor its  Resources controls automated controls configured in the ERP -
privacy controls. which checks to limit user access to sensitive functions. Manual
Selection of controls to testing and risk assessments are also performed by Internal Audit
be monitored and teams.

frequency with which
they are monitored are
based on a risk
assessment.
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GAPP Framework CMM

|Criteria Description

MATURITY LEVELS
T — Optinized

Management (14 The entity defines, documents, communicates, and assigns accountability for its privacy policies and procedures.
Criteria)
Privacy Policies The entity defines and documents its Some aspects of privacy policies exist Privacy policies exist but may not be Policies are defined for: nofice, choice and | Compliance with privacy policies is Management monitors compliance with
(1.1.0) privacy policies with respect to nofice; informally. complete, and are not fully decumented. censent; collection; use, retention and monitered and the results of such policies and procedures concemning
choice and consent, collection; use, disposal; access; disclosure; security for - menitoring are used to reinforce key personal information. |ssues of
retention and disposal; access; disclosure privacy; quality; and monitoring and privacy messages. nencompliance are identified and remedial
to third parties; security for privacy; quality; enforcement. action taken to ensure compliance in a
and menitering and enforcement. timely fashion.
Communication to Privacy policies and the consequences of  Employees may be informed about the Employees are provided guidance enthe  The entity has a process in place to Privacy policies and the consequences of | Changes and improvements to messaging
Internal Personnel non compliance with such policies are entity's privacy policies; however, entity's privacy policies and procedures | communicate privacy policies and none 8 8re ¢ icated at least  and communications technigues are made
(1.1.1) [ icated, at least Iy, to the [ ications are inconsistent, sporadic  through vanous means; however, formal  procedures to employees through initial annually; understanding is monitored and | in response to penodic assessments and
entity’s internal personnel respensible for  and undocumented. policies, where they exist, are not and training andan  assessed. feedback. Changes in privacy policies are
collecting, using, retaining and disclosing complete. ongoing communications program. communicated to personnel shorthy after
perscnal information. Changes in privacy the changes are approved.
policies are communicated to such
perscnnel shortty after the changes are
approved.
Management (14 The entity defines, documents, communicates, and assigns accountability for its privacy policies and procedures.
Criteria) cont.
Responsibiity and ~ Responsibility and account ability are Management is becoming aware of privacy Management under stands the nisks, Defined roles and responsibiities have Management monitors the assignment of  The enfity (such as a commitiee of the
Accountability for assigned to a person or group for issues but has not yet identified a key requirements (including legal, regulatory  been developed and assigned to various  roles and responsibiities to ensure they  board of directors) regularty monitors the
Policies (1.1.2) developing, documenting, implementing, sponsor or assigned responsibiity. Privacy and industry) and their responsibiities with  individuals / groups within the entity and ~ are being performed, that the appropriate  processes and assignments of those
enforcing, monitoring and updating the issues are addressed reactively. respect to privacy. There is an employees are aware of those information and matenials are developed responsible for privacy and analyzes the
entity’s privacy policies. The names of understanding that appropriate privacy assignments. The approach to developing  and that those respensible are progress to determine its effectiveness.
such person or group and their management is important and needs tobe  privacy policies and procedures is communicating effectively. Privacy ‘Where reguired, changes and
responsibiiies are communicated to considered. formalized and decumented. initiatives have senicr management improvements are made in a timely and
internal personnel, support. effective fashion.
Review and Approval Privacy pelicies and procedures, and Reviews are informal and not undertaken  Management undertakes periodic review of Management folows a defined process that The entity has supplemented management  Management's review and approval of
(1.2.1) changes thereto, are reviewed and on a consistent basis. privacy policies and procedures; however, requires their review and approval of review and approval with periedic reviews  privacy policies also include periodic
approved by management. littie guidance has been dewveloped for such privacy policies and procedures. by both internal and extenal privacy assessments of the privacy program to
reviews. specialists. ensure all changes are warranted, made
and approved; if necessary, the approval
process will be revised.
Consistency of Policies and procedures are reviewed and  Reviews and comparnisons with applicable  Privacy policies and procedures have been A process has been implemented that Changes to privacy legislation and Management assesses the degree to
Privacy Policies and compared to the requirements of appliicable laws and regulations are per formed reviewed to ensure their compliance with  requires privacy policies to be periodically regulations are reviewed by management  which changes to legislation are reflected in
Procedures with laws and reguiations at least annually and  inconsistentfy and are incomplete. applicable laws and regulations; however,  reviewed and maintained to reflect changes and changes are made to the entity's their privacy policies and made in a imefy
Laws and when ever changes to such laws and documented guidance is not provided. in privacy legisiation and regulations; privacy policies and procedures as and effective fashicn.
Reguiations (1.2.2)  reguiations are made. Privacy policies and however, there is no proactive reviewof  required. Management may subscribe to a
B
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Executing a Data Privacy Assessment

Phase 4:

Report &
Recommend

—SACA

Tiastin and valos from, indaabian sslens
‘San Francisco Chapter

Complete the documentation of the Gap Assessment (both Privacy/PlI
and Information Security), organize and catalog all supporting
materials including all interviewees, locations visited and documents
reviewed.

Consider remediation recommendations for all gaps with a prioritized
approach based on level of risk, estimated cost of implementation, and
estimated time to implement. To ensure feasibility, discuss
corresponding variables (risk, cost, timing) which are consistent with
strategic plan and objectives.

Finalize those deliverables developed during Phases 1 - 3 and present
results to management.

Knowledge Transfer throughout the assessment.
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Privacy Process Assessment Example
e swemay

1.

Privacy Governance &
Compliance

Training & Awareness

Privacy Impact Analysis
(PIA)

3rd Party Access and
Agreements

New Product Support

Marketing Compliance

Customer Access &
Complaint Resolution

Incident Response &
Breach Disclosure

Customer Notice

10. Regulatory Support

st i, anid vl fro, infarmabion sysie
San Francisco Chapter

Policies are issued and compliance with policy is measured. The organization is structured in such a way to support
policy development, dissemination and compliance into the organization. The data protection system assures data
privacy - personal data protection objectives are defined, known and committed to by the entire organization Data
protection issues are prevented and adequately addressed.

The team receives periodic training for privacy issues. Training is tailored by country such that local requirements
are met. Policy and its impact is widely known and implemented.

A process exists to measure the risk of Personally Identifiable Information (PIl) to the organization. PIAs are
completed for all new applications and when significant changes occur. A central repository of systems and their
PIAs is maintained.

31 parties where company shares data understands their responsibilities. Legal agreements share common language
about data sharing and protection when handling company data. Compliance is periodically verified.

Resources exist to support new product development teams to understand and build into their systems and process
the necessary and mandated privacy protections.

Customers are given effective opt-in and opt-out alternatives in accordance with local rules and regulations that are
tracked and maintained in order to respect the customer’s right to privacy and right to not receive unsolicited
communications.

Customers are given access to their data and can complain if they feel company is engaging in unfair data collection
and retention practices. Company has a response process where Customer complaints are adequately resolved.

This service provides incident response and breach disclosure to company. If an event should occur the procedures
for response and communication/escalation is available.

In accordance with local rules and regulations, Customers are notified in a clear and concise manner about how
company uses data and assured that company will not use their data for any other purpose than for which it has
been collected.

This service provides a focal point for privacy related regulatory issues. Regulatory privacy audits, inquiry focal point
and legal interpretation.
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Assessment of Current Capability
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5. Summary of Key Lessons
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Privacy Questions Auditors Ask*
List of Top 10

What privacy laws and regulations impact the organization?

What type of personal information does the organization collect?

Does the organization have privacy polices and procedures with respect to collection, use,
retention, destruction and disclosure of personal information?

Does the organization have responsibility and accountability assigned for managing a privacy
program?

Does the organization know where all personal information is stored?
How is personal information protected?
Is any personal information collected by the organization disclosed to third parties?

Are employees properly trained in handling privacy issues and concerns?

Does the organization have adequate resources to develop, implement and maintain an effective
privacy program?

Does the organization complete a periodic assessment to ensure that privacy policies and
procedures are being followed?

*IIA Global Technology Audit Guide 5 — Managing and Auditing Privacy Risks
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Typical Mistakes Organizations Make

o -

* Not understanding the risk and cost
* Not funding Information Security

— What is the value of the information
you hold?

than your attackers?

* Information Security reporting to IT
Operations

* Trying to do no more than anyone else
* Not having third party validation

14
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Conclusions — Controls to Limit Risks

- ——————

* Adopt internal privacy policies and practices, post
a privacy notice that accurately reflects these
policies and practices and comply with them

* Limit personal information kept
— Don’t collect what you don’t need

— Get rid of/depersonalize/anonymize
information as soon as you can

— Track how many records you have
* Encryption of sensitive information

— File/record encryption

— Laptop/personal device encryption

* Isolate sensitive systems on network/restrict
access

* Two-factor (password + token) remote access

* Block “uncategorized” websites (if not known
good, block)

* Breach detection/monitoring

* Incident Response — have plan that considers
breach laws

o ———————— -

____________________________________________________________
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