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Objectives

● Learn about Kaiser Permanente and its industry-
leading electronic health record

● Learn medical identity fraud definitions and 
recognize the regulatory environment for medical 
identity fraud, related HIPAA violations 

● Learn how Kaiser Permanente protects its members 
from medical identity fraud through proactive data 
mining and analysis 

● Learn how to prevent and identify potential medical 
identity fraud through analytical data mining 
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About Kaiser Permanente

Founded in 1945, Kaiser Permanente is one of the nation’s largest 
nonprofit health plans, serving close to 9.1 million members, with 
headquarters in Oakland, California.
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By the Numbers

Total Membership 9,056,234 Million

Hospitals 37

Medical offices 618

Physicians 
Approximate, representing all specialties

17,157

Nurses 49,034

Employees 
Approximate, representing technical, administrative, and clerical employees and 
caregivers (includes 45,270 nurses)

175,668

Doctor office visits (annually) 36.3 Million

Prescriptions filled (annually) 83 Million

Number of outpatient pharmacies 400

Operating Revenue $50.6 Billion
 



2013 Fall Conference – “Sail to Success”
September 30 – October 2, 2013

Industry-leading Personal Health Record

Kaiser Permanente HealthConnect® is an electronic health record (EHR), 
linking our 9.1 million members securely to their health care teams, personal 
health data, and the latest medical knowledge
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My Health Manager on kp.org

● Kaiser Permanente HealthConnect® is the combination 
of our Electronic Medical Record (EMR) and Personal Health 
Record (PHR) (My Health Manager)

● In March 2010, every 
medical facility within 
Kaiser Permanente
was equipped with 

   HealthConnect EMR

 



2013 Fall Conference – “Sail to Success”
September 30 – October 2, 2013

Kaiser Permanente HealthConnect® by the 
Numbers

Secure signons to My Health Manager 88 Million

Secure emails (Sent to / from physicians and clinicians) 13.4 Million

Lab test results viewed online 32.3 Million

Visits to kp.org, averaging about 130,000 visits per 
day

116 Million

Online requests for appointments 3.2 Million

Online prescription refills 11.9 Million
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Medical Identity Fraud

● Medical identity fraud occurs when a patient’s 
identity is used by someone else to get health care
● An individual may be complicit in medical identity fraud by 

sharing his/her medical card with family or friends
OR

● Medical identity fraud can occur through other means 
such as when someone’s wallet is stolen or patient data is 
sold to bogus vendors who falsely bill the government

● Criminal activity:
● Identity theft
● Theft of medical services
● Medicare / Medi-Cal fraud (billing)
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Risk Landscape

● Lost and stolen Protected Health Information 
(PHI)
● Unencrypted devices of all types
● Unintended disclosures

● Inappropriate access to PHI
● Health Insurance Exchanges (HIX)

● They are here!

● Increased regulatory oversight
● Greater fines and penalties
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Risk Landscape

Source:  Ponemon Institute© Research Report,  Third Annual Survey on Medical Identity Theft
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Potential Consequences of Medical ID Fraud

● Compromised medical records that could create 
patient safety issues
● Allergic  reactions
● Incorrect medical history

● False medical/pharmaceutical billings/claims
● Denial of health insurance claims 
● Denial of health insurance coverage 
● Denial of life insurance claims 
● Denial of life insurance coverage 
● Denial of employment based on false medical history 
● Time and expense correcting false patient/insurance 

records 

 



2013 Fall Conference – “Sail to Success”
September 30 – October 2, 2013

The Cost of ID Theft
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Investigating the Allegations

● Credit Fraud Through Identity Theft
● Real Estate Fraud Through Identity Theft
● HIPAA Breach by Former Spouse
● Theft of Medical Services/Pharmaceuticals
● Social Engineering (telephone/online)
● Elder Abuse
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Sources of Medical Identity Theft

● Family Member took ID
● Mail Theft
● Stolen or Lost Wallet/Purse
● Malicious Employee in Provider’s Office
● Data Breach
● Phishing Attack

 



2013 Fall Conference – “Sail to Success”
September 30 – October 2, 2013

Resolving Medical Identity Theft

● Contact Health Plan/Insurer
● Contact Health Care Provider
● Contact Credit Bureaus
● Engage Identity Protection Service
● Contact Law Enforcement
● Contact Financial Institution(s)
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How to Prevent Medical ID Theft

● Never Share Medical Identity Number
● Secure Personal Records at Home
● Shred Confidential Documents
● Locking Mail Box or P.O. Box
● Monitor Credit Reports
● Review Medical Records
● Do Not Respond to Phone/Online Surveys
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Medical Identity Fraud & Theft

● Medical Identity theft occurs at a rate of .68% of the 
population

● Approximately 1.85 million Americans affected by this crime 
annually 

● Using a mean total cost of $22,346 per incident derived from 
survey responses, estimated economic impact of medical 
identity theft in the United States at $41.3 billion per year.

● This represents a substantial increase from 2011 where the 
estimated total cost based on mean value of $30.9 billion 
dollars. 

Source: Ponemon Institute© Research Report,  Third Annual Survey on Medical Identity Theft
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How Kaiser Permanente is Proactive

● Established a National Identity Theft Prevention 
Policy

● Check photo ID when patient appears for care – 
developed a “Check ID Toolkit”

● Effective Compliance Program and Hotline
● Excellent Forensic IT Tools
● Liaison with Law Enforcement 
● Communicate What Happens to Perpetrators 

(terminated and prosecuted)
● Engage in Targeted Proactive Data Mining
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External Reporting Requirements

● CMS Annual Part D Fraud, Waste, and Abuse Report
● CalPERS Kaiser Permanente National Fraud Control 

Annual Report
● Federal Employee Health Benefit Plan/Office of 

Personnel Management National Fraud Control 
Annual Report

● California Dept of Managed Health Care Anti-fraud 
Report, Kaiser Foundation Health Plan, Inc., 
California Regions

● California Department of Insurance
● Maryland and District of Columbia Departments of 

Insurance
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Changing Enforcement Environment

● In 2010, the Centers for Medicare and Medicaid 
Services (CMS) expanded its focus on enforcement 
through auditing and data mining to identify 
potential false claims 

● An industry wide doubling of False Claim Act denials 
and recoveries has been forecasted  

● CMS plans to expand audits in Medicare Advantage 
and Medicaid programs 

● CMS has engaged Recovery Audit Contractors (RAC) 
to assist with identification of identity issues 
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A 360-Degree Approach
Driven By Data!

Proactive:
●Annual Work Plan

●Risk Based: OIG, RAC, MAC, PIC, 
ZPIC

●Data Mining (Anomalies, Outliers)
● Collaborate / Train with 

Professional Associations / 
Organizations

●Participate on Joint Public / 
Private Sector Fraud Task Forces

Education & Outreach:
●Mandatory Annual Compliance 

Training for Employees
●Annual Conflict of Interest 
Attestations for Identified 

Employee Groups
●Multiple Communications to Staff 

on Fraud, Waste, and Abuse 
Detection, Prevention & Reporting

Reactive:
●Compliance Hotline

●Experienced Investigative Team
●Fraud Alert Monitoring & 

Assessment
●Data Mining

Hot Topics:
● Identity theft
● Theft of Medical Services
● Drug Seeking /  Utilization
● Financial Theft / Fraud
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● Counts and amounts:
● Over 60 terabytes of non-encounter data
● Eight categories with 69 active data sources 
● 5,605 tables 
● 143,243 columns 
● 18.8 billion records 

● Data is refreshed:
● Daily   4 sources
● Bi-weekly 14 sources
● Monthly 44 sources
● Quarterly   6 sources
● On-demand   3 sources 

● Encounter data:
● > 900 terabytes
● All encompassing: Physician notes, Laboratory, Radiology, Pharmacy orders, etc.

● Pharmacy data:
● > 1.2 petabytes
● All Rx’s up to 15 years
● Utilization & pricing data

Data Approach: Our Data Footprint
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Common Technology Advanced Technology

Transaction 
Analysis 

(rules based – if / then)

Anomaly Analysis
(detect abnormal 
patterns, outliers, 

comparative – aggregate 
or peers)

Predictive 
Analysis

(modeling against known 
and unknown fraud 

cases)

Network / Link / 
Neural Analysis

(discovery through 
associative links, usually 

hidden layers below 
common data)

Data Mining Analytics Continuum
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Drug Seeking Behavior and Drug Utilization
Summary and Definitions

MED (Medical Equivalent Dose) of opioids: A standard representation of morphine drug equivalency calculated by converting a 
beneficiary’s total opioid medications to their MED, i.e. a beneficiary’s cumulative prescription opioid daily dose. (CMS has issued a 
threshold of 120 MED per)

 



Reports to Clinicians for Drug Seeking Behavior (narcotics) to Meet Medicare & 
Other Requirements for Drug Utilization Review

Drug Utilization Review – Sample Reports
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MED (Medical Equivalent Dose) of opioids: A standard representation of morphine drug equivalency calculated by converting a 
beneficiary’s total opioid medications to their MED, i.e. a beneficiary’s cumulative prescription opioid daily dose. (CMS has issued a 
threshold of 120 MED per)

Reports to Clinicians for Drug Seeking Behavior (narcotics) to Meet Medicare & 
Other Requirements for Drug Utilization Review

Drug Utilization Review – Sample Reports

 



2013 Fall Conference – “Sail to Success”
September 30 – October 2, 2013

Data Analytics: Link / Network Analysis

High scorers - colored red
Medium scorers - colored green
Low scorers - colored white

= means similar address 
vs. exact match on 
address (typo or intent)

Same phone number
Same employer group

Different 
name same 
date of birth

How to interpret a network diagram:
The goal of Link Analysis (also known as social or network analysis) is to uncover potential member fraud 
networks by linking flagged members based on name, address, home phone number, employer (plan purchaser), 
and date of birth.

Looks like husband 
and wife (red). 

 



 

Fraud Control: Identity / Payment Fraud
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Data Analytics: Link / Network Analysis 
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Data Analytics: Link / Network Analysis 
Check Fraud
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Data Analytics: Link / Network Analysis

A partial network analytic map:
Forged Checks Activity:
24 checks payable to 18 people
● 3 Northern Cal.
● 9 Southern Cal
● 1 New Jersey
● Others -  no address
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Data Analytics: Link / Network Analysis

Name on 
forged 
checks Legitimate 

payments 
made to 

these 
people / 

companies

Legit 
person

Legit company

Legit 
company
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2013 Association of Financial Professionals Survey:
● Payments fraud experienced by businesses remains persistent

● 61 percent of organizations experienced attacks on payment systems
● Checks continued to be the dominant payment form targeted by fraudsters
● 87 percent of affected organizations reporting check fraud attempts 

● Check fraud has been around for a long time, but in recent years criminals have 
become more proficient at it
● The advent of inexpensive desktop publishing equipment has enabled them 

to create incredibly authentic-looking counterfeit checks 
● In its most common form, counterfeiting involves creation of fraudulent 

checks using an organization’s MICR-line data 
● Criminals also commonly alter the amount or payee name on checks that 

have actually been issued, or they steal or counterfeit employee paychecks

Fraud Control: Identity / Payment Fraud
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Fraud Control: Identity / Payment Fraud

 



2013 Fall Conference – “Sail to Success”
September 30 – October 2, 2013

● User accesses adult medical records from a 
pediatric position

● User accesses male records from an OB-GYN 
position (not part of fertility treatment) 

● User accesses medical records shortly after 
patient checks out for no medical reason

● User accesses records of patients with same 
name as they have

● User accesses records of patients never 
cared for at their clinic or hospital

● User accesses demographics of records 
when that is not part of their job (e.g. 
phlebotomist does not need to know where 
patient lives)

● User prints a very high number of 
medical records for position assignment

 
● User views medical record numbers 

sequentially and this is not part of the 
position or assignment

● User changes elements in a medical 
record that do not change (e.g., blood 
type, date of birth) 

● User accesses records when there is no 
corresponding medical visit 

● User accesses records of patients who 
are no longer health plan members

System access type algorithms in use: Monitoring HIPAA compliance / identity theft

Data Mining for Comprehensive Application 
Access Monitoring
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Online Banking: New Opportunities for Fraud
● In recent years, a new type of ACH fraud has emerged as criminals have taken 

advantage of companies’ adoption of online banking. 
● New online banking scams are introduced almost daily.
● “Phishing.” - someone receives an email from what appears to be a trusted 

business partner, such as a bank. 
● The email may ask the reader to open an attachment or click a link. The 

website the reader lands on may appear to be legitimate, but in actuality 
it’s a counterfeit site. Once on a counterfeit site, a treasury professional 
may be asked to divulge bank account numbers and online banking 
credentials, such as usernames and passwords.

● “Reverse phishing,” begins when a corporate staff member receives an email 
that appears to be from a known vendor. Rather than asking for online banking 
credentials, the message’s sender asks the recipient to take an action, such as 
redirecting an electronic trade payment to a different bank account. 
● The victimized company may not even realize it has been scammed until 

weeks later, when the actual vendor calls to ask why its invoice is unpaid.

Fraud Control: Online Banking
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Fraud Control: Online Banking
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Fraud Control: 2012 Top 25 Passwords - Online 

Banking

1. password (Unchanged)
2. 123456 (Unchanged)
3. 12345678 (Unchanged)
4. abc123 (Up 1)
5. qwerty (Down 1)
6. monkey (Unchanged)
7. letmein (Up 1)
8. dragon (Up 2)
9. 111111 (Up 3)
10. baseball (Up 1)
11. iloveyou (Up 2)
12. trustno1 (Down 3)

13. 1234567 (Down 6)
14. sunshine (Up 1)
15. master (Down 1)
16. 123123 (Up 4)
17. welcome (New)
18. shadow (Up 1)
19. ashley (Down 3)
20. football (Up 5)
21. jesus (New)
22. michael (Up 2)
23. ninja (New)
24. mustang (New)
25. password1 (New)

 

(Compared to 2011)

Source: CNN – 25 worst passwords for 2012
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Fraud Control: Check Your Password

https://www.microsoft.com/en-gb/security/pc-security/password-checker.
aspx

http://www.passwordmeter.com/

"There are new attacks every day, we see something like 90,000 new pieces of malicious 
codes coming into our labs every day -- that's one every second." 

- Graham Cluely, Senior Technology Consultant, Sophos.

The best advice is to never use an ordinary word as a password. Cluely has a very simple 
method to ensure that passwords are more secure, easy to remember but difficult for 
hackers to crack. 
Example of a strong secure password is "F&WL2HH&E4D."
"Fred And Wilma Like To Have Ham And Eggs For Dinner" becomes "F&WL2HH&E4D."What to do Example
Start with a sentence or two. Complex passwords are safer.
Remove the spaces between the words in the 
sentence.

Complexpasswordsaresafer.

Turn words into shorthand or intentionally misspell a 
word.

ComplekspasswordsRsafer.

Add length with numbers. Put numbers that are 
meaningful to you after the sentence.

ComplekspasswordsRsafer201

 

https://www.microsoft.com/en-gb/security/pc-security/password-checker.aspx
https://www.microsoft.com/en-gb/security/pc-security/password-checker.aspx
https://www.microsoft.com/en-gb/security/pc-security/password-checker.aspx
https://www.microsoft.com/en-gb/security/pc-security/password-checker.aspx
http://www.passwordmeter.com/
http://www.passwordmeter.com/
http://www.passwordmeter.com/
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Fraud Control: Check Your Password

 

My old password:        

Wigolmhwi64w&mbyl&m
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Contact Information

Tamara Neiman
National Compliance Ethics & Integrity Office
Director of National Special Investigations Unit
408.366.4554
Tamara.l.neiman@kp.org

Jay Loden
National Compliance Ethics & Integrity Office
Asst. Director, Information Analytics and 
Compliance Technology Department / Data 
Analytics
626.674.4476  
jay.m.loden@kp.org

 


