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About Kaiser Permanente

= Nation’s largest
nonprofit health plan

" Integrated health care
delivery system

= 9.1 million members
= 17,000 physicians
= 175,000 employees

= Serving 9 states and the
District of Columbia

= 37 hospitals o L
H »
" 618 medical offices and other facilities

= $50.6 billion operating revenue (2012)
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Integrated Regulatory & Information Security Services (IRISS)

Mission*
Charles Kreling
" Provide an integrated roadmap to simplify Executive Director
compliance with multiple security regulations in Integrated Regulatory & Information

the Information Security area Security Services (IRISS)
Vision*
Sherrie Osborne

Director

= Integrated strategic solutions for SOX, HIPAA

Security & PCI Integrated Regulatory &
Information Security Services
= Integrated requirements, guidance, and how-to (IRISS)
manuals
= Exceptional customer service to Kaiser :
Permanente information security clients Paullga tFraser
Irector

Integrated Regulatory &
Information Security Services

(IRISS)

* IRISS was formed August 2013; mission & vision are draft.
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The Regulatory Compliance Challenge
SOX, HIPAA Security/HITECH, & PCI at Kaiser Permanente

National Buei
Compliance usiness

Office (NCO) gl

(BAOs)

Application

Access Technology

Lifecycle Risk Office
Management HIPAA/HITECH, (TRO)

(AALM) SOX, PCI, and

Other
Information
Security
Requirements

Infrastructure Business
Management Information
Group (IMG) Officers

Meaningful (BIOs)
Use Program
Office (MU
PMO)
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Sarbanes-Oxley (SOX) at Kaiser Permanente

Computer Operati hange Management
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Sarbanes-Oxley (SOX) at Kaiser Permanente

Security:

Access Controls (Host & Database)
— 12.01.04 (Provision)
—12.03.02, 12.30.01, 12.30.02 (De-provision)
- 12.02.02 (QAR)
Security Configurations (Host & Database)
—12.04.03
SOD (Segregation of Duties)
— 12.99.01 (Logical separation of duties)
Physical Security

— 12.08.02 (Review Physical Access to
Production Hardware — security control -
data center aspect

Intersection (ALL):

Population Management
(Supporting function critical to
success execution of controls)

— 12.06.01 (Network monitoring)

— 12.40.01 (Self Assessm
monitorin

= %

Computer Operations:
Backup & Batch Jobs

12.21.08 (Backup / Batch Approval)
12.22.02 (Backup recoverable)

12.21.09 (Backup / Batch Jobs Monitored)
IT Incident Resolution

12.23.02 (Problem & Incident)

omputer
Operations

Change

Management

(Application Access Lifecycle Management - Business
Application Access Controls):

—12.01.03 (Provision)

—12.03.01 (De-provision)

—12.02.01 (QAR)

Intersection (Activity Monitoring):

Security & Change Management
— 12.05.05 (Application, Host &
Database)
— 12.05.03 (Application)

\

Change Management:
+  Change Management &
Configuration Management
— 12.14.03 (Changes authorized)
— 12.16.01 (Version control)
— 12.15.01 (Changes tested)
— 12.16.02 (Changes approved
prior to migration)

— 12.18.02 (Review Logical
Access to Production)
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HIPAA Security Rule/HITECH at Kaiser Permanente

The HIPAA Security Rule aims to protect the confidentiality, integrity and
availability of electronic protected health information (ePHI). The HIPAA
Security Rule comprises:

1) Administrative Safeguards Some safeqguards are required while
2) Physical Safeguards 9 9

3) Technical Safeguards others are addressable

Meaningful Use Core Set Objective 14/15: Privacy and Security

Objective:
Protect electronic health information created or maintained by the certified EHR
technology through the implementation of appropriate technical capabilities.

Measure:
Conduct or review a security risk analysis per 45 CFR 164.308(a)(1) and
implement updates as necessary and correct identified security deficiencies as

part of the Eligible Professionals (EP), Eligible Hospitals (EH), or Critical Access
Hospitals (CAH) risk management process.

.‘?'.
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HIPAA Security Rule/HITECH at Kaiser Permanente

Risk and Control Matrix

The HIPAA Security Rule and Privacy Rule (data de-identification only) requirements (58 and 1 requirements,
respectively) were organized into 24 control categories, aligned with SOX IT General Controls as applicable.

NON-

DATA APPLICATION AND INFRASTRUCTURE APPLICATION /
DE-IDENTIFICATION INFRASTRUCTURE WORK TRACK NON-TECHNICAL
WORK TRACK WORK TRACKS CONTROLS
Uses and Disclosures Access, Activity Review, Emergency Data Security Physical Enterprise

and Configuration Management (In Transit and At Rest)

Security Incident o Business Continuity

o Facility Access o Policies and
Procedures e

Data Transmission Termination and Review Governance

o User Access

Provisioning <& Facility Security Plan

¢  Risk Management

o User Access

Facility Maintenance
Termination

Records < Training and Awareness

Device and Media

& User Access Review Controls

Evaluation

& Security Configuration BB ENDIE Erel Oitias

<& Workforce Clearance

Devices

o Change Management

(Integrity)

© Business is involvement is required in order to meet control objectives (e.g., application access controls, business continuity planning, etc.)

.‘7’.
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- PCI-DSS Requirements
PCI-DSS at Kaiser Permanente “The Dirty Dosen”

Objectives Requirements

Keep your network secure 1. Protect data with a firewall

2. Do not use default passwords
Protect cardholder data 3. Protect stored data

4. Encrypt data over public networks
Maintain a vulnerability management 5. Perform regular anti-virus updates
program 6. Secure systems and applications
Control access to data and data systems 7. Restrict access to data

8. Assign unique IDs to each person

9. Restrict physical entry
Monitor and test 10. Monitor all data access

11. Test security systems and processes

Have an information security policy 12. Maintain an information security policy

Translates to more than 200 specific requirements.
PClis a “100% Compliance” requirement - failing one requirement means overall non-compliance.

.‘?'.
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The Regulatory Compliance Challenge

Metrics & Reporting
Not Consistently
Integrated
Multiple Risk &
Control Assessment
Methods & Tools

Control Design &
Implementation
Variation

Risk
Governance
Performed by

HIPAA/HITECH, Multiple
SOX, PCI, and
Other

Organizations

Information
Security
Testing Methods Requirements

& Schedules Various
Not Aligned/ Risk Models &
Integrated Standards

Organizational .

Frustration & Multiple
High Cost of Comp|iance Fatigue Risk & Control
Compliance Frameworks
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Integrating Regulatory & Information Security Compliance

Technology
Risk &

Controls
(TRC)
Framework

HIPAA/HITECH,
SOX, PCI, and
Other
Information
Security
Requirements

Common
Services

Requirements &
Guidance

Info Sec
Policies &
Standards

Assessment
Methods &
Tools

12
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Integrating Regulatory & Information Security Compliance

IRISS Technology
(Monitoring) Risk &
Controls
(TRC)
Framework

ITC Info Sec
(Control Self- Policies &
Assessments) Standards

HIPAA/HITECH,
SOX, PCl, and
(0]1,1:1¢ ITC
IRISS Information (Assessments)

(System Activity Security
Review, Data De- Requirements
Identification,

other) Common Assessment
Servi Methods &
ervices Tools TRM
(Tools)

IAM Requirements

(Central o
Authentication) & Guidance Cyber Security

(PLSE & technical /
threat
assessments)

[ ¥ °
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Integrating Regulatory & Information Security Compliance

Technology Risk & Controls (TRC) Framework

Benefi ts Sustainment splcga%es %
= Single framework encompassing all

applicable regulations (including HIPAA,
SOX, and PCI) —

= Based on industry standards, but
customized for Kaiser Permanente

= Basis for TRO risk assessment
Status

= Being rationalized for consistency

[ ¥ °
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Integrating Regulatory & Information Security Compliance

Technology Risk & Controls (TRC) Framework (example)

Technology Risk and Controls
Framework

el t Info Sec Policies &
Stistainment Standards

= Enables aggregated,

comprehensive management
of multiple factors

= Captures key data such as:

Requirements &

Guidance
" Domain
=p d ipti
KP TRC Framework - 4.17.2013 (DRAFT) KP Control Associations(PCl, HIPAA, SOX, IMG, etc.)
H H Process. Process | Sub_Pr
= Control objectives T ol e =
Service Change [The inftiation, risk _|Change | To ensure that changes are |SS.CM.1__|Changes are appropriately 10.1.2- (Al6.1 Change standards and |09.b Change Management.
Support Management |analysis, approval, |Request d sted and s, Change procedures 10.k Change Control
prioritization, and reviewed and analyzed for criticality, type, rating and PCI i Management  (Al6.2 Impact assessment, |Procedures
business rafional. systems and applicat prirization and
lchanges to provide SSOMZ |Change requesis ved [PCT 072- (AT6.2 Impaci assessmen, [03.5 Change Management
enhancements and [for completeness and accuracy systems and applications Change prioritization and
- modifications to and have a risk and impact i
technology assels. analysis performed |AI1.2 Risk Analysis Report
|| Chage | To s Tarchangss —[SSOMS [Changesare sppovedy [P T A 2mpactsssessmr, 035 Charge Naragemert
Approval | receive appropriate appropriate levels of systems and applications Change prioritization and 10.k Change Control
approval. [management based on risk and [SOX 12.14.03 Change requests are Procedures.
impact levels. appropriately authorized. |AI7.2 Test plan
™G A NA DS13.2 Job scheduiing
Request SS.CM4 |Ch: ‘appropriately AI6.1 Change standards and
Prioritization |prioritized to meet business prioritized based on criticality and| procedures
needs in a timely manner. business needs. |AI6.3 Emergency Changes
Emergency |To ensure fa emergency |SS.CM5 _[The change schedule /s AT7.3 Implementation plan
. I Change changes are migrated to designed to allow emergency AI7.5 System and data
n r Scheduling  |production in an effective and critical changes to be made conversion
y and timely manner. in between standard release AI6.1 Change standards and
dates in a efective manner. procedures
- A16.3 Emergency changes
Change To ensure that change: [SS.CM.6 |The status of change requests  [IMG N/A NA |Al6.4 Change Status’
e c u rl y Monitoring  |requests are fuffilled in a are tracked, monitored and MG’ N/A NA Tracking and Reporting
imely manner. reported to management.

[ ¥ °
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Integrating Regulatory & Information Security Compliance

Info Sec Policies & Standards

Technology Risk Standard (TRS)

" Provides common language and
integration for all regulatory terms

= Maps provisions to regulatory
requirements, creating 100% traceability

= Aligns Assessment methods and tools
with TRS requirements

Policies

= Ongoing refinement of policies to assure
inclusivity and reduce redundancy

Sustainment

oooooo

eeeee
Guidance

16
Page 16

[ ¥ [
g‘"”é KAISER PERMANENTEe



Integrating Regulatory & Information Security Compliance

Info Sec Policies & Standards (example)

7.1. Technology Risk Management Lifecycle

Adopting the technology risk management lifecycle ensures that a consistent risk management methodology is
applied across the technology environment. Functional areas that perform components of the technology risk
management lifecycle must do so in alignment with the methodology defined within this standard and technology
risk management processes. Figure 7.1-1 below illustrates the technology risk management lifecycle.

Figure 7.1-1

Risk
Profiling

Assessment

Risk
Response

Table 7.1-1 below describes high-level functions of each process step in the risk management lifecycle.

Table 7.1-1
Process Process Description
Request Intake Capture the initial data to help prioritize risk related activities and drive
risk profiling.
Risk Profiling Assess the technology asset value and criticality according to specific
criteria and characteristics, then utilize that information to establish an
asset profile to prioritize assets and support risk management activities.

Technology
isk &

Risk
Controls (TRC)
Framework

. Info Sec
Sustainment Policies &
Standards
HIPAA/
HITECH, SOX,
PCI, and Other
Information
Security
Requirements
Assessment
ool Methods &
ERIEES Tools

Requirements
& Guidance

7.7.2. Risk Levels

Use the impact and likelihood ratings described in the following sections to determine the overall risk rating for a
given risk. IRM defined a five level risk-rating scale shown in Table 7.7.2-1 below.

Table 7.7.2-1

Use the matrix in Figure 7.7.2-1 below to combine impact and likelihood ratings to determine the overall risk rating.

High Medium

Figure 7.7.2-1
Catastrophic High High
Significant Medium
—
L& ]
& Moderate
=
Limited
Minimal
Almost
Remote Unlikely Possible Likely Certain
LIKELIHOOD

17
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Integrating Regulatory & Information Security Compliance

Assessment Methods & Tools

Benefits

" Provides common tools and methodologies
based on TRC Framework

= Lessens compliance fatigue by developing a
“test once, use many” methodology

= Standardizes and integrates HIPAA/HITECH,
SOX, and PCIl assessments based both on
common and unique attributes

" Improves audit readiness
Status

" Integrated control assessment requirements
in the process of being defined

ooooooooo
Risk &
t

oooooo

18
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Integrating Regulatory & Information Security Compliance

Assessment Methods & Tools (example)

ISC Control Self Assessment: CSA-170

4 of 5 Completed

» Instructions

General Information
CSA-170

—— le0%

Assessment ID:

Progress Status:

History Log:

Assessment Status:

| View History Log |

Pending Peer Review

| Optiens v |

Progress: 4 0of 5 Completed - Due Date: 1015/2012 |E
Campaign Name: ‘CSL\ Automation Demonstration_10/9/2012 v | Edit
+Process Map ID: 4784309 Asset Name: Point of Sale
Control Number: 12.05.03 Layer: Application
Year: 2012 v|Edt - Period: [Round 2 v | Edit
Assessment Responsible ‘ Test3, Archer Read Access: l | ‘
Party:
¥ 12.05.03 Issues/Exceptions Noted | Add New |
Control Question Number  Issues/Exceptions Noted  Issue Severity Issue Pervasiveness SOX IMPACT Nature of Issue
View 12.05.03-001 Reviews 2failures noted in sample  [ledium Isolated Direct Operational Effectiveness
capture all activity that pose
risk
¥ Design & Operating Effectiveness - 12.05.03-001
12.05.03-001
Details of Evidence Needed SA Competion Monitoring

A.The activity log, showing the list of activities, date and time of the activity, corresponding users which was us

- Alist of all in-scope production servers
- Alist of all in-scope elevated user activity reports

Audit Steps

1. Confirm that a system.

[report of

user activity] log was used to conductthe qu:

CSA Completion Monito

ssessment Due Date Aging (CD BIO)

ing

The reports below summarize the'status of all Control Self Assessments and provide an overview of the progress against the CSA due dates.

Technology
Risk &
Controls (TRC)
Framework
~
Info Sec
Sustainment Policies &
Standards
HIPAA/
HITECH, SOX,
PCI, and Other
Information
Security
Requirements
Assessment
Common
Services Methods &

Tools

Requirements
& Guidance

ssessment Status by Control (CD BIO) =

- Ifthe original report was manually converted to a more readable format, the raw-date file must be presented.

included for the quarterly review.

Confirm that all in-scope elevated user activity reports were included for the quarterly review

KPIS-12.05.03-001:

Reviews capture all activity that could pose a risk to the environment.

Due In: > 2 Weeks-]

Past Due: < 1 Week-]

Past Due: 1-2 Weeks:

Past Due: > 2 Weeks:

10 12

4 6 8

Party Review
2 [ Complete

14 Responsible Party

PEY ] Pending Assessment Responsible

EY | Pending Completion by Assessment

3 [ Pending Completion by Delegate
3 Il Pending Peer Review

19
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Integrating Regulatory & Information Security Compliance

Requirements and Guidance
-

Benefits a4

Risk &

" Rationalizes all regulatory requirements
into a single set of compliance
instructions

ssssssssss

mmmmmmmmmmmmm

= Customizable based on regulatory
applicability

= Defines control attribute requirements for
each regulatory framework

Status

= Utilizes the 9 SOX Security Domain
controls as its basis

[ ¥ °
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Integrating Regulatory and Information Security Compliance

Requirements and Guidance (continued)

Multiple inputs evaluated to Collaborate with Stakeholders

create an integrated set of
compliance manuals for
HIPAA, SOX, and PCI

Identify
relevant HIPAA
Standards/
Implementation
Specifications

Align HIPAA-
SOX-PCI
requirements

*TRC Framework

 ITC Mapping

» Compliance
Manuals, Narratives,
other documents

*« PCIDSS 2.0

* 9 SOX Security
Domain Controls
» HIPAA Security Rule

» Centers for Medicare
and Medicaid Services
(CMS) Guidance Docs

—

Language

Draft and Develop HIPAA-

SOX-PCI Control
Requirements

Objective

and Attributes

* Authoritative
Sources (HITRUST,
SIG, COBIT, ISO
27002, NIST 800-66)

» Compliance
Manuals, Narratives,
other documents

Enhance
HIPAA-SOX-
PCI
Requirements
and Attributes

- Stakeholder
feedback/comments
on draft HIPAA-SOX-

PCI requirements
and guidance

Deliver
Integrated
Compliance
Manual

*Manuals, Narratives,
other documents

Page 21
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Integrating Regulatory and Information Security Compliance

Requirements and Guidance (continued)

Making compliance easier...

Framework

Info S¢
Sustainment Policies
Standard:
HIPAA/
. PG, and Other
Requirements EEEEE) Attributes =3 B Guid Text ’
uldance i1ex
HIPAA / SOX / PCI
Assessmen t
Common Methods &
HIPAA Attr. 1 e fooks
| Integrated
R —— l. Q&E Compliance Manual
HIPAA Attr. 2 —
R ———
SOX Attr. 1
——e—

SOX Attr. 2

PCI Attr. 1

PCI Attr. 2

.‘7'.
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Integrating Regulatory & Information Security Compliance

Requirements and Guidance (example)
-

6.1.2 Integrated Objective and Requirements

The table below outlines the integrated objective and requirements. The corresponding requirement attributes and guidance can be found in TRy
Requirements and Attributes section. The integrated objective broadly covers all requirements. SrE e
Integrated .
Objective Integrated Requirements HIPAA SOX PCI PR é&;ﬁ%&gg’}
naards
Monitor sensitive ICM.SAR.01 - Audit logs recording user activities, exceptions, and information T
system activity to security events should be produced and kept for an agreed period. There should be v v HITECH, SOX,
detect inappropriate a periodic review of audit logs. g oty
events related to Security
financial and restricted | ICM.SAR.02 — Elevated and privileged activities are logged and regularly reviewed e enents
health information i v v
- by appropriate personnel. Assessment
Sommen Vebods &
jools
ICM.SAR.03 - Periodic review of technical security configuration should be v
performed to check for compliance with security implementation standards.
Requirements

& Guidance

HIPAA, SOX and PCI Mapping Crosswalk to Authoritative Standards
Control Implementation HIPAA SOX Controls RC Control # T ol TRC Control Reference Control ID
Category Specification Implementation Reference and Language
Title Specification/Fgi
ﬂ ﬂ uirement ﬂ ﬂ
HS.01 164.312(b) | System Activity |Audit Controls Implement 12.05.03 (IT) 10.2 Implement automated audit trails for all SEC.OSM.10 To ensure that Security logging is HITRUST 2013 |Information 06.i - Audit
Review and hardware, software, | Elevated Activity |system components to reconstruct the following management actively |enabled on v5 Systems Audit |requirements and
Audit Controls and/or procedural | Monitoring events: monitors activities for |appropriate systems, Controls activities involving
mechanisms that 10.2.1 All individual accesses to cardholder data appropriateness and  |devices and checks on operational
record and examine | 12.05.04 10.2.2 All actions taken by any individual with root investigates processes and are systems shall be
activity in i or ini i vi suspicious activity as [ monitored for carefully planned and
information Elevated Activity |10.2.3 Access to all audit trails needed. suspicious and agreed to, to minimize
systems that Monitoring 10.2.4 Invalid logical access attempts unauthorized activity. the risk of disruptions
contain or use 10.2 5 Use of identification and authentication to business processes.
Electronic mechanisms
Protected Health 10.2.6 Initialization of the audit logs
Information 10.2.7 Creation and deletion of system-level
objects

10.3 Record at least the following audit trail
entries for all system components for each event:
0 er identification

Requirement ID KP Proposed Control Requirement HIPAA Requirement Attributes SOX Requirement Attributes PCI Requirement Attributes Common Attributes

Audit requirements and activities involving Level 1
checks on operational systems shall be planned |+ An annual audit planning and scoping process exists and
and agreed upon, to minimize the risk of gives consideration to risk, involvement of technical and

I ions to business busi staff, other ongoing projects, and business

impacts.
« If a smaller quarterly process is utilized, the entire
organization should be audited annually.

*The izati i i and reviews and

[ ¥ °
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Integrating Regulatory & Information Security Compliance

Common Services
- ——
Benefits

oooooooooo
Risk &

= Utilizes standardized, centralized, and
scalable solutions

Policies &

" Provides consistent control execution
across all regulatory frameworks

ssssssssss
MMMMMMM
ooooo

Examples
= |dentity and Access Management (IAM)

= Application Access Lifecycle Management
(AALM)

= System Activity Review / Elevated Activity
Monitoring

= Data De-ldentification (DDI)

[ ¥ °
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Integrating Regulatory & Information Security Compliance

Sustainment

Benefits

Policies &

" Provides ongoing reporting of the risk
landscape

ssssssssss

= Enhances controls effectiveness and
maturity

Examples
= IRISS Monitoring services

= Controls Self-Assessments (CSAs)

[ ¥ °
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Integrating Regulatory & Information Security Compliance
Approach to Compliance Sustainability

Kaiser Permanente built a strategy that sustains compliance and includes
compliance education, monitoring and enforcement.

The fast changing regulatory environment requires that Kaiser Permanente take an aggressive and
forward-thinking approach to regulatory compliance.

Sarbanes-Oxley Act (SOX)
NAIC Model Audit Rule (MAR)

HIPAA Security Rule/
HITECH (MU P&S) and
HIPAA Privacy Rule (DDI only)

Payment Card Industry Data Security
Standards (PCI-DSS)

-

Effects of Non-Compliance may
include:

Damage to the Kaiser Permanente
reputation and brand

Loss of member trust through required
breach notification

Unable to attest to portions of HIPAA
Security for Meaningful Use purposes

Significant civil and/or criminal fines
and penalties

Increased scrutiny in the form of more
enforcement audits

Material financial misstatements

Page 26
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Integrating Regulatory & Information Security Compliance

Approach to Compliance Sustainability
Current State and Proposed Future State

How do we accelerate compliance sustainability?

Current State Proposed Future State

* Fragmented sustainment

= Highly integrated

. Bgiﬁ,st?:ﬁzed L . compliance model
compliance monitoring everaging = Centralized compliance
and reporting SOX monitoring and reporting

» Varied levels of = Standardized processes and
compliance maturity approach tools

= Clearly defined
accountabilities.

= Unclear accountabilities

\ /

Benefits of Compliance Integration

= Accelerates and enhances compliance

*= Increases visibility and transparency

= Drives standardization

= Leverages existing tools and processes

= Supports Technology Risk & Control (TRC) framework efforts

.‘?'.
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Integrating Regulatory & Information Security Compliance

Approach to Compliance Sustainability
Control Maturity Levels (example)

-Accountable , . -Consistent with narrative
-Process documented -Evidence retained . .
-Knowledgeable -Follows internal & external -Team self-monitors
. -Accurate & complete -Centrally stored . .
-Full authority Undated periodicall Complete population best practices -Issues resolved timely
-Engaged/motivated p p y p pop -Standardized & automated
0 — Does Not Exist Does not exist Does not exist Does not exist Does not exist Does not exist
Exists but unsure & not Exists but inaccurate, Exists but inadequate or Exists but does not follow the Ad-hoc monitoring in place, no
1 —Incomplete clearly defined incomplete or undefined incomplete narrative or incomplete resolution management process
Accouqtable X0 no el Accurate & complete but Complete & retained but Completg A0 very WEITED Periodic monitoring in place, no
authority to exercise . . resource intensive & not .
2 s informally managed informally managed . resolution management process
responsibilities standardized
Accountable, Formally approved by . Standardized, streamlined - N .
3 — Consistent & knowledgeable, & full management & centrally Complete, retained, & and manual or partially PRARE CErhie g i e Ve

centrally stored management process in place

Streamlined authority stored automated

Accountable, Updated & approved System-generated & End-to-end process is Automated, continuous monitoring
4 — Optimized & knowledgeable, fully regularly using a formal managed using an supported by integrated tools & resolution management process
Sustainable authorized & engaged change management process integrated tool and automation in place

- Identified and confirmed - Process documented Adequate control design (satisfies SOX PMO guidance) - Standard self assessment process

- Accountability understood - Reflects control design - Control is evaluated either through self testing or - Self assessment performed for

- Knowledgeable - Accurate & complete management testing each control/layer

- Full authority and - Reviewed and approved - No design gaps and consistent, effective control - Testing sufficiently evidenced and

empowerment periodically operation (no open CAPs) documented

- Engaged - Retained and readily - Adequate disposition of test

available results (e.g. CAP decision)

Matu rity Rating Overall control maturity considers all four criteria and is calculated based on weight of each criterion.
— (0_ 4) (Accountability 5%, Process and Controls Documentation 5%, Design and Operating Effectiveness 80%, and Self Assessment Process and Execution 10%) E—
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LCIAELCEEVS

Collaborate, collaborate, collaborate!
Clearly define ownership of critical functions and processes
Clearly define roles/responsibilities
Establish a RACI for organization and lower level RACIs for functions
Understand the spirit of the regulation
Plan and do the foundational work before diving into the detailed work
Leverage and re-use what works
Understand your population:
» Asset inventory
» What you do and don’t know; work to reduce the unknowns

* Your maturity model; which controls do/do not exist for in scope
applications, infrastructure, and enterprise

Find and fix early:

» CSAs self-detect and correct; don’t wait for tester to tell you what’s
wrong
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