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SOC	
  2	
  Repor;ng	
  Process	
  

•  Service	
  Organiza;on	
  Control	
  (SOC)	
  
–  Internal	
  control	
  reports	
  
–  Services	
  provided	
  by	
  a	
  service	
  organiza;on	
  
–  Enable	
  users	
  to	
  assess	
  outsourced	
  services	
  risks	
  

•  Types	
  of	
  Report	
  
–  SOC	
  1	
  –	
  Relevant	
  to	
  User	
  En;;es’	
  Internal	
  Control	
  
over	
  Financial	
  Repor;ng	
  

–  SOC	
  2	
  —Relevant	
  to	
  Security,	
  Availability,	
  Processing	
  
Integrity,	
  Confiden;ality	
  or	
  Privacy	
  	
  

–  SOC	
  3	
  —	
  Trust	
  Services	
  Report	
  (SOC	
  2	
  Criteria)	
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SOC	
  2	
  Repor;ng	
  Process	
  

•  Type	
  I	
  engagement:	
  
– Suitably	
  designed	
  
– Placed	
  in	
  Opera;on	
  
– As	
  of	
  point	
  in	
  ;me	
  

•  Type	
  II	
  engagement:	
  
– Type	
  I	
  requirements	
  
– +	
  Opera;ng	
  Effec;vely	
  	
  
– Minimum	
  2	
  months	
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SOC	
  2	
  Repor;ng	
  Process	
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User	
  
Organiza;on	
  

Outsourcing	
  

Service	
  
Organiza;on	
  

User	
  Organiza;on	
  
Internal/External	
  Auditor	
  
&	
  Regulatory	
  Compliance	
  	
  

Service	
  Organiza;on	
  
Auditor	
  

SOC	
  2	
  Report	
  

SO
C	
  2	
  	
  Report	
  

	
  

Inform
a;on	
  	
  	
  

	
  SO
C	
  2	
  Report	
  

Inform
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2013	
  Fall	
  Conference	
  –	
  “Sail	
  to	
  Success”	
  
September	
  30	
  –	
  October	
  2,	
  2013	
  

	
  

ISO	
  27001	
  Cer;fica;on	
  Process	
  

•  Security	
  Management	
  System	
  
•  Demonstrates	
  Explicit	
  Management	
  Control	
  
•  Mandates	
  Specific	
  Requirements	
  
•  Claim	
  of	
  Adop;on	
  Audited	
  and	
  cer;fied	
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ISO	
  27001	
  Cer;fica;on	
  Process	
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Service	
  
Organiza-on	
  

Organiza;on	
  (S)/	
  
Customer/	
  
Stakeholder	
  

Services	
  

ANAB	
  Accredited	
  
Cer;fica;on	
  	
  

Body	
  

Re-­‐Cer;fica;on	
  

ISO	
  27001	
  
Cer;fica;on	
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ISO	
  27001	
  Cer;fica;on	
  Process	
  	
  

•  Oversight	
  Body	
  –	
  ANAB	
  
•  Three	
  Year	
  Cycle	
  
•  1st	
  Year	
  –	
  Full	
  Audit	
  
– Stage	
  1	
  
– Stage	
  2	
  

•  3	
  Surveillance	
  Audits	
  
•  4th	
  Year	
  –	
  Recer;fica;on	
  (Full	
  Audit)	
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Differences	
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•  Examina;on	
  
•  AICPA	
  
•  Annual/Semi-­‐Annual	
  
Cycle	
  

•  CPA	
  Signed	
  Opinion	
  
•  Skip	
  Cycles	
  

•  Cer;fica;on	
  
•  ANAB	
  
•  Cer;fica;on	
  Audit	
  -­‐	
  3	
  
Surveillance	
  Audits	
  

•  Recer;fica;on	
  
•  Cannot	
  Skip	
  Cycles	
  

SOC	
  	
   ISO	
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Differences	
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•  Reports	
  are	
  issued	
  
with/without	
  
excep;ons	
  

•  Internal	
  Audits	
  not	
  a	
  
requirement	
  

•  Reports	
  issued	
  by	
  
Licensed	
  CPA	
  

•  Conformity/Non-­‐
Conformity	
  to	
  the	
  
standard	
  

•  Required	
  internal	
  
audits	
  

•  Cer;fica;ons	
  
approved	
  by	
  ANAB	
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   ISO	
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Tes;ng	
  Approach	
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•  Controls	
  based	
  on	
  
Criteria	
  	
  

•  All	
  applicable	
  
controls	
  every	
  cycle	
  

•  Tes;ng	
  Covers	
  
Repor;ng	
  Period	
  

•  May	
  Leverage	
  
Internal	
  Audit’s	
  work	
  

•  Management	
  System	
  
based	
  on	
  ISO	
  27001	
  	
  

•  Ini;al	
  Full	
  Audit	
  –	
  
Two	
  Stages	
  

•  Three	
  Surveillance	
  
Audits	
  

•  Review	
  of	
  Internal	
  
Audit	
  Required	
  

SOC	
  	
   ISO	
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Miss	
  Concep;ons	
  

•  We	
  want	
  to	
  be	
  Cer;fied	
  -­‐-­‐-­‐-­‐-­‐	
  ISO?	
  	
  SOC?	
  
•  We	
  have	
  controls	
  in	
  place	
  -­‐-­‐-­‐-­‐-­‐	
  ISO?	
  SOC?	
  
•  Which	
  one	
  is	
  easier	
  to	
  get	
  -­‐-­‐-­‐-­‐	
  ISO?	
  SOC?	
  
•  I	
  would	
  like	
  to	
  push	
  this	
  out	
  -­‐-­‐-­‐-­‐	
  ISO?	
  SOC?	
  
•  Tell	
  us	
  what	
  you	
  want	
  to	
  see	
  -­‐-­‐-­‐-­‐	
  ISO?	
  SOC?	
  
•  We	
  know	
  the	
  process	
  is	
  broken	
  -­‐-­‐-­‐-­‐	
  ISO?	
  SOC?	
  
•  We	
  have	
  one,	
  I	
  am	
  ready	
  for	
  the	
  other…	
  
•  Management	
  just	
  wants	
  it	
  done…	
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Similari;es	
  

•  Assure	
  management,	
  Users	
  and	
  Other	
  
Stakeholders	
  that	
  relevant	
  security	
  risks	
  are	
  
effec;vely	
  managed.	
  

•  More	
  or	
  less	
  covers	
  aspects	
  of	
  Security,	
  
Availability,	
  Confiden;ality	
  and	
  Integrity.	
  

•  Neither	
  one	
  gives	
  assurances	
  that	
  the	
  
organiza;on	
  follows	
  the	
  laws	
  and	
  regula;on.	
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Benefits	
  

•  Audited	
  only	
  once	
  by	
  an	
  independent	
  auditor	
  
vs.	
  being	
  audited	
  by	
  management,	
  
stakeholders	
  and	
  customers.	
  

•  Achieve	
  cost	
  reduc;on	
  through	
  
standardiza;on	
  of	
  processes.	
  

•  Transparency	
  with	
  clients	
  on	
  compliance	
  and	
  
audit	
  results.	
  

•  Reduce	
  sales	
  cycle	
  by	
  significant	
  number	
  of	
  
days.	
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References	
  

•  AICPA	
  
•  ANAB	
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Ques;ons	
  

•  ?????	
  
•  Sumit	
  Kalra,	
  IT	
  Compliance	
  and	
  Assurance	
  
Services	
  

•  Skalra@bpmcpa.com	
  
•  415-­‐999-­‐4553	
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