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\ Session Abstract

With the proliferation of mobile devices over the last few years, organizations are beginning to feel
pressure from employees to allow access to corporate data and information from consumer phones
and tablets. While this is a clear advantage for productivity, placing sensitive data on mobile devices
presents additional risks to the security of this information. This presentation will explore the threats
organizations are exposed to via the mobile devices on which they depend and mobile security
approaches within the enterprise. An explanation of how these devices work, what implementation
options are available, and how attackers are abusing the organization will be discussed.

Remediation strategies, policies, and solutions to these concerns will also be presented.

Key areas that would be addressed include:

e Key Benefits derived from Mobile Devices in business;
e Physical Risks

e QOperational Risks

e Technical Risks

e Mobile Device Security options

* Mobile Device Security Assessment

\ Target Audience

IT, security, audit and risk professionals responsible for mobile programs implementation and
operation.

COBIT Objectives or Processes

Speaker Bio

Mr. Chaudhary is a Principal and National Practice Leader for the Security and Privacy Practice of
Crowe Horwath LLP. Raj is an industry thought leader in the area of privacy and data protection. He
consults with major entities in the private and public sector in assisting them with remediation of
deficiencies in safeguarding information. He has extensive knowledge of regulatory frameworks for
managing security and privacy in multiple industries including financial services, health care and
public sector.
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