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{ Incident Management, Command & Control
' Challenges

Geographically Dispersed assets/locations
e Guards with guns — expensive and not cost-effective
* Impossible to cover all locations
e Putting guards/employees at unnecessary risk
3 ring binders approach — not suitable for modern times
e We are up against Organized and State Sponsored Crime
* Response has to be instant and appropriate
Audit trail of incident management — very important
 How incident was handled — to learn from mistakes for future
e Making sure no one took advantage of an emergency
 Monitoring First Responders (with privilege comes accountability)
Leveraging investments in technology
 Non-lethal weapon systems (rubber bullets, sticky foam, non-lethal gas)
 Cameras, sensors, alarms, physical access control systems etc.
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. { Complex Risks and Security Challenges

 Threats

— Sensitive Asset Diversion (Dangerous Chemicals, Pathogens, Nuclear
material)

— Cyber Attacks - Utilities (Water, Power, Gas), Smart Grid, Transportation
— Terrorism (Chemicals stolen to make explosives)
— Bio Terrorism (Food & Beverage, Consumer Products)

— Disgruntled employees/contractors

Monitoring both Access and Behavior

— Who has access to assets (physical, cyber..)
— Any suspicious behavior or activities

— Monitoring Privileged Users (guarding the guards)

Effective Response, Command and Control

— Situational Awareness, Incident/Emergency Management
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Securing Our Critical Infrastructure is a
National Imperative

Command and Control

eﬂ:ilj--ll i =

= il a e = :
T v v ' — =
= 338 : . A i 3
a ‘1‘[ P -4 o - |
1 il | iﬁ H H ‘!m — A aw A1
- $ 4 " e ! " ; b
'.‘ : ! : : = -




WE'RE TALKING ABDUI

JFK SECURITY BHEACH




Traditional Cyber Security Solutions Address
Only One-third Of The Problem

208

Vulnerability Intrusion
Scanners Prevention

Firewalls

SIEM / Log \EIWE]E
Management Prevention




| Silos are Costly, Inefficient: Organizations Respond to
¥ | Threats in Silos - Attackers Don’t think that Way.

Access
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J The Solution — Unified Security, Identity and Access
Governance, Compliance and Situational Awareness

N e ——— Security
- Enterprise Identity and ~ Multi-Regulatory -

C I Critical Infrastructure
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Access Governance ompliance Protection

| Security, Risk and Access Governance Platform
Integration Framework
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f: Airports are Complex Environments to Secure
' with Passengers, Tenants, and Employees

The secret to keeping the pace of innovation and
commerce moving is to never stop...

Fun shops and great restaurants

People Need to Feel Safe and Secure
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. ' Continuous Monitoring and Real-Time
Situational Intelligence

v,

Fun shops and great restaurants
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| The Challenge Facing Security Operations —
" Analysis Takes Too Long

Converged Solution Delivers:

e Logical-Physical Security Convergence software with insider
threat prevention Automate all aspects of Enrollment,

Credentialing and Issuance related to the Airport Badging
Office

e Situational Intelligence, Incident Management, Reporting,
Response and Automated Remediation to enhance the
Airport and Security Operations Center

e Predictive analytics can connect the dots across multiple
actions that now paint a much more sinister picture.

e Huge amounts of data from disparate sources need to be
analyzed.

e Large data sets from multiple disparate sources can pose a
big problem.
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4 | Why In-Memory Computing?

With In-Memory Computing, the speed of analytics and the real-
time response capabilities can prevent incidents from occurring.

Without the benefit of In-Memory computing, the time to
handle large sets of data from multiple disparate data sources
was taking too long.

handling a combination of structured and un-structured data
required separate processing streams to analyze results.

With the integration of the Big Data, AlertEnterprise can analyze
risks almost instantaneously and actually automate mitigating
response actions to prevent malicious threats before they
manifest.

Reducing the Time to Respond from Minutes and Hours to Split
Seconds can literally make the difference between Life and Death —
Mitigating the Impact from Adverse Incidents Saves Lives and
Money
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b , Utilize In-Memory Computing to Power the
§ | Predictive Risk Analytics Solution to Prevent
| Security Incidents

AlertEnterprise
SAP HANA Demo
Environment

=55 E

e e j

P3IM Demo Kit

SAP HANA Makes AlertEnterprise

AlertEnterprise!
Predictive Risk Analytics an

Effective Means to Prevent Insider

Threat. Utilizing SAP HANA speeds

up the processing and correlates

large data sets from multiple

disparate sources

AlertEnterprise
on VM SAP HANA
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Use analytics to:

* Track HR Flags
* Identify training issues
* Monitor Behavior
and ToD Trends.
* Prevent security breaches

~

Predictive Analytics — Requires Correlating Large
Data Sets from Many Sources

>

Home Insight Risk Library Reports

Dashboards

Command

Badge#: 4BB656 |

RISK SCORE HEDIs

ROBERT JAMES BUXTON
Active
SECURED AR

Badge Status:
Badge Type:

Realtime A|

Location

ELE CF& BHNC
T1773 BAG C
T1?73BAG C
T1?73BAG C
T1?73BAG C

Search Acd

Physical Access attempts outside of their normal working hours.
Access
1Y Access inactivity (over 30 days without use).
i History of access issues.
System Downloading of files from SharePoint.
Access
Use of thumbdrive on sensitive systems.
VPN usage while on site.
Person Updated STA information.
Information
PRt Association with criminal activity (not disqualifying).
Training expired.
Human New to the job, accessing wrong areas.
Resources
History of performance issues.
. . Recent performance review with HR.
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|| The Combined Solution Delivers Continuous
| Monitoring and Ability to Handle Large Data Sets
* Quickly and Efficiently for the Best Results

AE & SAP HANA Integration Architecture

AlertEnterprise SAP HANA
Predictive Analytics &
Risk Scoring CALC Enai
. gine
R — a ' XS Engine & PAL
Security ThreatLevel
& Events In-Memory
W | Database & Analytics
Repository | | userProfile (Daily Feed) G
l
Connector Framework Events & Transaction D} HANA DS/ ETL
[
(Structured/Un-Structured)

CRPHISE——
& & &

o e | |

Im Physical SCADA/ OT

AlertEnterprise/
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The Home Screen Delivers Alerts and Events
along with Geo-Spatial Context to Security

Operations Managers

Home Risk Analysis Insight Access Risk Library Action Certify

s

Siltar Work Ttems | Filter |5|]Items Limit: 100 |Gn| Mintues:

Disable Chima | %
m Enter limit and click Go to load your inbox items
Work Iter Asset Description | Priol Stati Creat Action
z-zp1  HVAC CONTROL ROOY Un-Autharizec entry into cr... High Open 05/0... d
2.app  HVAC CONTROL ROOY Un-Autharizec entry into cr... High Open 05/0... B =
3.90a  HVAC CONTROL ROCH Un-Autharizec entry into cr... High  Open 05/0... & 1
3-257 HVAC CONTROL ROOM Un-Autharizec entry into cr... High  Open 05/0... s
3-206 HVAC CONTROL ROOM Un-Autharizec entry into cr... High Open 05/0... B
3-205 HVAC CONTROL ROOM Un-Autharizec entry into cr.. High Open 05/0.. a_lk
‘ 3-204  HVAL LUNIRUL HOUYW Un-Autharizec entrv into cr... High Upen U5/U... U
3-203 HVAC CONTROL ROOM un-Authorizec entry into cr.. High Open 05/0... L-'K
3-202 |IVAC CONTROL ROGM Un-Autharizec entry into cr.. lligh Open 05/0... & L
v

Monitor Roles

Total GIS Alerts: 50

Dashhoards Reports Setup

4 %4? =

oo e en, O,
Palg_A-I D (gfgf%, > "_?nr

Help

£ Customize

v ] l Options | v

FOWERED BY
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| Employee Badges into HVAC Control Room.
| Software detects lack of Work Order and Runs Risk
Analysis on Employee

Huome Risk Analysis Insight Access Risk Library Action Certify Monitor Roles Dashboards Reports Setup Help

Alert # 301 severily: 36 ' 2 te® . 'i Remediation:
4 =

0 BaComplete

| vetaits | Events | togs | ENSTCOVIIISACIJISICICHIERECHIIEN Remediation Scripts ( umoToTase s | v|| alTass v
and Sends Notification to # Task: Priority: Status:
Manager Mobile Device

Impact Assess and confirm incident Manual lligh Open

DateTime: 05/03/2012 17:58:02

Call Security Co-ordinator Manual Hich Mot Stared

Personnel: JOHN DOE
Badgeld: 113339

Event Name: GRANIEL =77 "'
118338

Emal to Aviation security Manual Hich Mot Starzed

£ w [} -
K

Dispatch Security Manual Hich Mot Stared

Camera View

Security Personal is given with many
options to further drill down into video
feed, geo spatial view, calling the cops to

catch the bad guys and send an email
with work order etc.,
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Software checks HR records, work history, access
patterns etc. and returns a high risk score of 81

e —

Un- Authorized entry into critical area by a High Risk pervon

Details l Lwents l Wotes[0]/Attachment=]0]

Location: HVAC CONTR| ity:
- . . I Hegh
Impact: Possible 4 MEDIUM Realtime Activity ‘% Maximize =
DateTime: TR ~ High
Personnel; ’ senrch Access History
LOW -— HIGH Hagh
Badaeld: k ) Pleasze enter time in 24 nours format lsat
Ewent Name: - N
| From: os/03/z2012 [ 01 oo  To: os5/3zc12 H & | 1o Saarch
Name: John Doe
Badge Status:  Actve Access History S
Rardge Type: CORPIORATF
Badge [xpiry: 12/31/9993 lucalivn | Aclivily Lime ALy Resull H

CBP: 2-_ENEL OPEWPROX | 05/13/2012 13:38:22 Access Granted

Badge#: 113308 O 2-_CNCL OPCHPROX  05/03/2012 13:09:22 Azcess Granted

Phone# - 213-285-0043 2-_ENEL OPENPROX | 05/13/2012 13:38:24 Azcess Granted

DOB: 12/03/8073 .
i 2 _ENEL OFENPROX  05/02,/2012 13:30:26 Azccss Granted
Height: 69 -
- 3| .

Gender:s  MALE 2-_ENEL O2ENPRCX 05/13/2012 13: 38" Access Granted

Company: Technosoft 2-_ENEL OENPROX  05/03/2012 13:39:29 Ascees Granted

Race: INDIAN (American Indian, Es<imo ar 2-_ENEL OENPRCIX | 05/03/201213:38:30 Azcess Granted

Alaskan Native) 2-_ENEL OPENPROX | 05/03/2012 13:30:32 Access Granted

Cye Calor:  1IAZEL 2-_ENEL OSENPROX | 05/13/2012 13:38:33 Access Granted

Halru_nlor: BROWN 7- FNFI OFNPROY  05/13/2017 13:39:35 Anress Granted

Weight: 210
Be EMElL AIELDERMY NS 2 12920 Arrere Mrantad

Lo~

Cemcrale Hepait

Create Mew Tazh

Igmore Peadcd
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Risk Score Details Include Past Access Attempts
Outside of Working Hours / Unauthorized

@ ! http://localhost:I050/ AletEnterprise/fx=ZPSPVRZ090Xh5:73ul gZMgeH2QikDyw *hliHmfMXI }3 -Box H ! # x ]’.I‘D i? E
RIS = S U a e T T~ ] v -
Un-Authorized entry into critical area by a High Risk person Comers  Coofpatil  Phoss Gl fmad  Dispatch  Meal Tims

Details l Evanis l
Radge Holder Tnformation

Loecation: HVAC CONTRI—————————— Status:
Badge#118398 |
- < | Heot i | 4
RSeS| T liser risk Score details 1
DateTime: 0%/01/201] jagh Not Started |
Personnel.  JOomy Dod [ Not S1aitad 3
. v L
Badgeld: .00
Event Name: GRANTID | |t Not Started ¥
Physical Access :
& pccess attempts outside of normal working hours in one month: © =
4, Un Authorized accaess attempts at critical locations: 1
&, Abnormal access attempts to new areas: 5

A A
System Access = G O O :
3 o e - 3 -
4, pownloading files from critical folders: 7 O 08 a
) A A N
A Failed login attempt to critical systems: 1D Or PO J OI'1C
&, Fregquent access to password vault: 15 SAAS

Person Information

Clnea Rark

Back 10 lnbox Cenerate Report Create New Tash Tgnore
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', | The Software has identified Zach as a person of
# lconcern.

e Zach has been a baggage
handler for three years.
He had a higher rate of
accidents and was written
up for some negligent
workplace behavior.

e Zach was denied
promotion last year.
Coworkers have been
concerned that he has
become withdrawn and
have expressed their
concerns to HR.
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¢ | With the help of Predictive Analytics,
' Zach Has Been Tagged as a High Risk Insider

e |tis11:00 pm on Saturday
Night.

e Zach Attempts to Enter the US
Customs Area

e |s he up to no good?

Precious seconds are ticking by, reams of data from multiple
sources need to be processed and analyzed — HR data, Federal

| ldentity Information, Prior Access Patterns, Physical Access Level

| Assignments and Job Role Information all need to be analyzed in
real-time. Preventing an incident from happening is a race to beat

the clock.
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The Unfolding Incident

~ » Zach attempts to use his standard issue

airport access badge to enter the US

Customs area hoping to find some left

luggage waiting to clear customs.

{ » He swipes his badge multiple times, only
to find out that the door does not open.

e The Software picks up the badge scans
and springs into action to analyze all the
events and the information from all the
systems. Relying on in-memory
processing speed and the capacity to
manage large data sets, The Risk
Analytics Engine is churning away at all
the HR information including the photo,
access level rights, and Time-Of-Day
access patterns for the last 100 days.
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End-to-End Security for the Airport

Windows Internet Explorer

@@f hd I ! httpe/f10,66,29,170:9090) AlertEnterprise/?x=A9e07 QP SV HO*LEARISITUC#

oo~ ISearchweb...zH‘ = "3:4::

# - Windows Internet Explorer

W

1 &

Alert # 2857 Severity: (3
4 Failed Attempts

J Details

Location: B2454 STAIR INSI|
HOLDROOM
Impact: Possible intrusion
DateTime: 07/14/2011 09:24
Personnel:  robert, i buxtan
Organization: PDx AIRPORT

What would have taken hours to correlate is now processed

[<2] hittp: 10.66.,29.170:9090/AlertEnterprise{ CamPrid

¥ d Cameras
bl TSA_ABC_CAMERAS
M PERIMITER_CAMS
» W TSA_DE_CAMERAS
M TSA-FIS_CAMERAS
¥ B_CAMERAS
,l CAMERA 185
,l CAMERA 177
,l CAMERA 19
,l CAMERA 176
¥ W TERM_CAMERAS
,l CAMERA 89
,l CAMERA 249
,l CAMERA 282
, CAMERA 131

By CAMERA 133

Camera View

o o CAMERA 176
Switch mode 7/14/2011 11:09:50 AM

CAMERA 176
7/14/2011 9:21:01 AM

in Seconds. Sure enough, this person, with this role cannot
be here in this area. Certainly not outside the regular shift

hours.

An Alert is Generated to the Security Operations Center

| Error on page.

IEJ'Startl = Removable Disk (F:) | (W] July 14 2011 Build S... | € # - windows Intern. ., ” € # - Windows Inter...

Badge Holder Information

Badge#488656

MName: ROBERT JAMES BUXTON
Badge Status:  Active
Badge Type: SECURED AR
Badge Expiry:  09/30/2011
CBP:
Badge# : 4gzess O,
Phone# : 5037932686
DOB:  06/10/1953
Height: 511

Gender:  MALE

License State: OR

Comments:  TRAIMING COMPLETED

Company: MCCARTHY MAMUFACTURING
Race: WHITE (Caucasian, Mexican, Puerto s
Rican, Cuban, Ce...
Eye Color:  BROWHN
Hair Color:  BROWN 3
Weight: 180
Driver License: 1775269

il i

[ ®ioow -
[T [ [ [3/emtemet
100% Fl: « QN 11:09 A4

- |

[® 0w -~ 4
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Security Operations Center
Working for you behind the scenes

o surveillance clip, the

| person’s HR profile,
including a stored
employee photo, as well
as the current GIS
position / facility map
identifying the door and
1| the person.

\8 INCIDENT AVERTED!!
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# - Windows Internet Explorer

Airport Checkpoint Security Monitoring
Access Patterns, Duress Alarms and Non-
Complying Travelers

Remote Desktop Connection

=

1

@:r - I ! http:ff10.66.29,170:9090) AlertEnterprise/?x=0qA0Z aqo0 7 jy4if 7pilkKng#

LI || X ILiveSearch

J@vﬁl - b - sk Page - {0k Tools -

TSA Duress

%% PORT OF PORTLAND

Possibility. In every direction.”

Home Risk Library Action

Alert # 3137 Sseverity: (:ﬂ

J Details I Events ] Logs ]

Welcome AlertEnterp

Dashboards

Location:

D/E CHECKPOINT SUPERVISOR DESK

Impact:
DateTime:
Personnel:

Organization:

Critical situation at TSA Checkpoint
07/19/2011 02:53:28
Unknown

PO AIRFORT

Camera Yiew

|.r'!-. Error on page.

{Z http://10.66.29.170:9090/AlertEnterprise/CamPnl - Windows Internet Explorer

wEd cameras
B PERIMITER_CAMS
» M BE_CAMERAS
>l TSA-FIS_CAMERAS
B TERM_CAMERAS
>l TSA_ABC_CAMERAS
>l TSA_DE_CAMERAS

Camera ¥Yiew

Abhnaut | Contact | My Tnfarmation | Sign Out .

ertEnberprise_

us
en ¥
ed ¥
ed ¥
ed ¥

00 v

E}Startl 4 EditPlus - [C:\Dacu... | @ # - Windows Intern... ||@hup;mo.ﬁﬁ.z9.1...

@ T« 25384
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'\, Unstructured Data including GIS Mapping
! Information is used by Security Managers to Track
Movement of Suspects

(50 1 http//localhostd000/AlctEnterprise/Pe=ZRSPYRZ000XRS:73ul ZMacH2QikDyw *hiHmfx O - B A X | 1 &

’ Home | Risk Analysls | P

' Alert # 301 severity: - B Arport AL

Terminals
lin-Authorized entry into cr ﬁ' Termimal A

- ; _|‘&|‘_{ Reernelialiv
| ', - 3 h
, J De:Lails | Cvents ‘q EWGWSIS'E a oﬁ‘ ‘ ‘ “ e

FRIMARY

|
|
—_— ! SWIIGHBUARL
| sw3-2nd | \Jll i i RONM | |
|
G rily: Slalus:

|
|
|
TAE} |
1 |
3 o } i |
; HLS;E?R 3 el il | ' High Open
'y S I LR
il 8 1 1B
5 _| " High Mot Starced ¥

Lucalivn: HVAC CONTR! | ews-5rd ; I B
L] e EEEEA mmmy L _ e i 5 N 1) !
L Gwe-4th e lillliiml 3
Impact: Possible s Campus Campus 1 | s
/ DateTime: 05/03/201% ﬁ Campus 3uilding N
_ 4 gy | pe———re Eoabigms - _widd .
Personnel: JOHN DOE L1 tampus -foor ; 5:1 | o . \ I_L1 J=ﬂ.° | 2 Lich  NotStarted (¥
Badgeld: 113338 U] Floor 1 l_u ses geot BPILDFNM {D0M (3-FOE) HECHﬁO&ﬁ [ =
: & o L Hi ¥
Event Name: GRANTED | £ (114" SLEEVELSY ELEC) FROMBELOW J\\r( : ngh Not Starzed
L ,a.‘: L .I:j_ — e o s, L s o w il
I B r—=---- L THH:
Layers ¥ ik 2 I I RN L
] L] [
¥ 0 Access Points 1A ELT # - o- — |——’—
: 04 ] A7 | l FMERGENLY P
v o Cameras i £ = WE.SJB;AR[ i R
. ) et il i
A ¥ 9 E cvatore . ]j] I |
V 4 == T =R i

o 'T"_Q_'L‘Fi;o’ﬁu ls
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= http://10.66.29.170:9090/AlertEnterprise/CamPnl - Windows Internet Explorer

oMol &6

181 -- D-E CHECKPOINT O x 181 -- D-E CHECKPOINT
PTZ 2 PTZ 2

;,‘ | @ nttp:1i10.66.29.1...

@z

| Prevention is the only Fool-Proof Security

Thanks to the Security

= convergence Solution,

Portland Airport remains
vigilant but confident that
commerce will continue un-

o | interrupted.

Safety and Security will
continue to be a hallmark of
why the PDX maintains the
distinction of being a Conde
Nast Traveler’s Best

* Business Airport and

Destination
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. {Real-Time Monitoring of Blended Threats to
‘Prevent Incidents

e Using Big Data, Airport Security Staff can now rely on a
system that analyzes blended threats across applications
and physical access control system to conduct predictive
risk analytics

e Correlate background information and access patterns with
current actions

e Make a determination of the threat prior to an incident
occurring
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| THANK YOU

Jasvir@alertenterprise.com
www.alertenterprise.com
AlertEnterprise, Inc.
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