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s { Obvious Fact: Traditional Security & Risk

96% of attacks
were not highly

difficult
99% of breaches led to 97% of breaches were
ompromise within “days” or ~ 63% of recommended avoidable through simple
less & 85% took weeks or preventative or intermediate controls
more to discover measures are “simple
& cheap”

96% of victims subject to PCI DSS
had not achieved compliance




Overload of Threat Information

Internal Threat Sources _ External Threat Sources
SIEM Geo-Political Risk Intelligence
Alerts Agents

' ! ! ! Security, Risk & !I !I !I
AntiVirus Patch  Vulnerability Compliance Operations q. qeq Technology  Underground
Management Assessments CERTs Vendors Organisations

Where are the
most critical
exposures?
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Step 1: Step 2: Step 3: Step 4:
Threat & Compliance and Risk-Based Business-Oriented

Security Defense Defense-in-Depth  Actions




The Case for Risk-Based Business Context

“We must distill down vast amounts of data
Into security intelligence — prioritized,
actionable insight. To prioritize actions, there
must be linkages to the business value of the
assets and an improved understanding of the
risk they represent.”

) - Gartner

Source: Information Security Is Becoming a Big Data Analytics Problem
Published: 23 March 2012 Gartner research by Neil MacDonald 6




Context-Aware Intelligence

Model, Simulate, Act

Community > < Context

Patterns, meaningful

anomalies Avgullelers
Analyze
Information
Dependencies, relationship Collect, Correlate

Big Data
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Logs, Events, Costs, Usage, Attacks, Breaches

Source: Information Security Is Becoming a Big Data Analytics Problem
Published: 23 March 2012 Gartner research by Neil MacDonald




Understand Your Enterprise
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{Capturing Relationships

Business

Service Applications Devices

PMG LAO22

Inventory
Control System

Distribute PMG LAO33

Products

Warehouse
Control System

PMG LAO36

Products & Services by Risk Rating | Options
Drag a column name here ta group the items by the values within that column.
ProductiService

Torn o Category Description Business Unit Division/Office Customer Impacting Risk Rating Applications Devices
Archer eGRC Platform External The Archer eGRC Plafform provides a simple yet North American IT Americas Services Mo e Archer SmartSuite EFILSRV022
powerful way to design, build and manage Shared Services Division Framework ELAOO1
applications that can evolve right along with your ELAPOOG
business. You can create your own enterprise-class, ELAPOOT
security-assured applications, package them into
comprehensive solutions and deploy them in a way
that works for your organization.
Distribute Products Internal Shipping of products from warehouse to POS EMEA Shared Services  Asia Pac Southern Rim  Yes s~ Inventory Control System PMG LAD22
locations. South American Services Warehouse Control PMG LAD33
System PMG LAD36
On Demand Application  External Development of On Demand applications within the  North American Human Mo e Archer SmartSuite FIL SRVDO06
Development Archer SmartSuite Framewaork. Resources Framework FILSRVOO7
FILSRV013
Respond to Customer External This service ensures customer satisfaction. Saskatchewan Americas Services Yes e Customer Self-Service  APPSRVO003
Reguests Division Website DBSRV002
Customer Service Center DPC001
Customer Support
Platform
Risk and Compliance Internal Identifies risks and tracks their mitigation and North American IT U.5. Domestic Operations Mo BN Archer SmartSuite APPSERVD02
Management resolution by automating the creation and delivery of  Shared Services Framework APPSRVD02
targeted risk assessment campaigns.
Sales Support & Internal This service oversees the overall sales supportand  South American Services U.S. Domestic Operations Yes s Customer Relationship
Business Development business development pragrams for this company, Management (CRM}

including marketing and sales to R&D and long-term
business strategies.



Putting Context together = Better

Picture

Associated devices
' (servers, dbs, etc.)

' Technology l

Application name

Business Owner

Technical Owner

Administrators

Criticality Rating
RTO/RPO

Data Sensitivity

Compliance Scope (ie.
PCl, SOX)

: Business Risks
—F ]
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Context is an essential ingredient

Business Context

Threat Criticality

Network
Vulnerability

Data Alert |

f

Prioritized Risk Treatment Response
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Building the Risk Communication
Bridge
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Use Context for a Top Down Risk
Management Approach

|Eu5ine55 Unit Heat Maps Y| |Pr0dud5&3em’ce5 by Risk Rating

Alberta = S
Heat Map H

KRI's & KPI's to measure impact against: Business Strategy, Risk Register, Critical
Assets, and Compliance requirements
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Dashboards focused
on Critical Business Impact

Incidents involving Tier 1, Critical Assets, must be mapped to Tier
1 SLA responses

Welcome, Philip Aldrich | Options~ |
i Corporate Objectives v i Risk Reports v
Corporate Objectives by Category A All Enterprise Risks v
-
Average Residual | Maximum Inherent | Maximum Residual | Maximum Max Calculated Risk | | |
Enterprise Risk & | pick Level Risk Level Risk Level Caleulated Residual || o\ rojerance
Risk Level
Compliance and s R s s s | i s s [ s | s =
Litigation Risk
Information Security | - — ]
Loss of Physical | —imm - - = —= 1
Assets
Page 1 of 1 (3 records)
0% 10% 20% a0 0% 5% 60% 0 a0 0% 100%
(53.33% I Strategic 26 .67% I Operational  6.67% I Financial = 6.67% I CompliancelLiigation = 6.67% Il Liquidity ) i
ES & ES &
i Compliance Metrics + i Incident/ Threat Metrics -
Business Units by Compliance Rating v Incidents Reported by Month v
7
)
5
4
3
2
1
1

(4U0rmner2ml 6 &yd November 2011 3 % December 2011 2R January 2012 | 2 February 2012 1t May 2012 Jtﬂ.lunezml)
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Organizational control environment
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Business Context is a critical function
in COBIT 5

Processes for Governance of Enterprise IT

Evaluate, Direct and Monitor

EDMO1 Ensure
Governance EOMO2 Ensure EDMO5 Ensure

) h W h P B Resoume Stakahol der
Fﬁmﬂf}f; Eﬁlclg Benefits Delivery Risk Optimigation Optimisation Transparency

Align, Plan and Organise Monitor, Evaluate
and Assess

01 Manage APO02 Manage APOO3 Manage AP00B Manage APOO7 Manage

APO
the IT Management Entemrisa
Framevark Strategy Architacture Budget and Costs Human Resources

MEAM Monitor,
Evaluate and Assess

Performance and
-ﬁPDSJgnP:ETEQE APO10 Manage APO13 Marnage Conformance

Relationships Agreements Suppliers Security

Build, Acquire and Implement

BAIDT Manage BAI02 Manage BAIO3 Manage BAI04 Manage Mlg Manage

: Solutions Hbil Organisational BAIDG Manage A e
ngﬁ;?;"&? and “*S:%{ﬁ-,{?;n”‘s 'dengﬁacﬂ}l?‘ ;ﬂ:ﬂﬁy Enggl X Changes MTceD'ﬁme_ and MEAQ2 Monitor,
and Bui 2MEn ransitioning Evaluate and Assess
A\

the System of Internal
Caontrol

BAIOS Manage BAI0O Manage BAID10 Manage
Knowdedoe Assets Configuration

N~

Deliver, Service and Support

IME AD3 Monitor,

o D5502 Marmge DSSOE Man Ewaluate and Assess
DSS01 Manage Senvice Requfégs”[s e DSS04 Manage Securirgra;e Compliancs With

Operations and Incidents Continuity Services External Requirements

Processes for Management of Enterprise IT

Source: COBIT 5, figure 16 ISACA



Ongoing Business Impact Analysis

__ldentification of Assets J %

—_Execute Risk Treatment J

Determine SLA response & Control
~ Mapping

__Define & Map ReIationshisz

LR

o¢

Business

~ Understand & Add
Context

.+ )\ Business Validation J
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Bringing it together: Executing the plan

1. Know your Assets

0 Identify & consolidate your CMDBs, repositories, etc. into 1 risk view
2. ldentify Business Relationships

O  Capture interdependencies b/w assets, processes, data
3.  Verify Business Criticality with Business Owners

O  Send periodic surveys to align business with IT

Tier Assets based on Criticality

Organize your control environment to business criticality

Monitor, Test & Validate

—  Create Dashboards focused on Critical Assets =» FOCUS!

i Infrastructure Metrics
|Eusiness Unit Asset Distribution v
" . Total Products & " . . . " .
Business Unit a Seni Total Processes Compliance Rating Residual Risk Total Applications Total Devices Total Information Assets | Total Facilities
Alberta 0 0 —— s s R 0 0 0 0
Asia Pac Shared services | 0 1 | e s s ] 0 13 1 [i]
EMEA Shared Services |3 7 | s s s [ 3 21 0 0
North American Human | 2 1 -_—— e e e R 0 9 0 0
Resources
North American [T Shared | 5 8 s e R s s s R 7 54 1 9

Senvices
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THANK YOU!
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