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 Agenda 
• Overview Wireless Risk and Threats 
• Live Exploit Demonstration (captive portals, phishing attacks, 

advanced tethered rogues) 
• Mobile Platform Exploits (Smartphone attacks, IPad and Tablet 

attacks) 
• Live Security Countermeasures and Containment – Air 

Termination 
• Forensics Investigations  
• Rogue Detection  
• Technical Deep-dive of AirDefense Platform    
• Hands on with  Student  - Security / Troubleshooting 
• BackTrack  - Training / Configurations 
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Get Ready for the Untethered World! 
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Traditional Wired Network 

Server 

Users 

Well-Defined 
Network Edge, 
Straightforward 
to Manage and 

Secure 

INTERNET 

SECURE INTERNAL NETWORK 
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Wireless Changes Everything 

Users 

INTERNET 

Trouble Connecting 
to WLANs 

Hacker in 
Parking Lot 

Users Connecting to 
Neighboring Networks 

Rogue AP 

Network Edge 
Blurred, New 

Attack Vectors 
‘Behind’ the 

Firewall 
Server 
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   Wireless Propagation is Hard to Control 

Wireless Increases the attack surface dramatically 

Attack Surface 
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High Gain Antennas Increase Range 

Yagi Antenna Pringles Can 

Yagi Sniper Antenna (we’re not kidding) 

http://www.telexwireless.com/2415AA-5.jpg�
http://www.computerworld.com.au/index.php/id;127305666;fp;16;fpid;0�
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      What Hackers Already Know About You 
• Online hacker 

reference database 
with maps 
– Documents SSID, 

encryption, MAC 
address, location on a 
map 

– 14M+ wireless networks 
documented 

– Searchable by any 
variable 

– Enter your own address 
at www.wigle.net 

 Documented Wireless Networks 
In the Sacramento Area 

http://www.wigle.net/�
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 Why Hack Wireless Networks? 

• Attacks bypass traditional security controls 
• Complete anonymity 

– No risk of being traced 
– Wireless not being watched 

• Tools abundant, cheap & easy  
to use 

• Mobility adds capability &  
cover 

• Huge attack surface 
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 Firewall Myths 
Firewalls:  
• Cannot stop rogue wireless 

devices 
• Do not eliminate the need 

for wireless scanning for 
rogues 

• Do not protect against 
wireless attacks 

• Once a hacker is on the 
network they can punch 
through open ports 

• Access Control Lists are 
weaker than Firewalls 

• Best bet is to keep hackers 
off the network 
 

10 
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 Tools are Abundant 

 

Connected to www.test.com 

www.test.com 

WiGLE.net 

http://www.netstumbler.org/�
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 Step1 - Recon 

Airodump-ng  AirDefense Mobile 

Open Source WiFi Finder Wi-Spy 
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 Step 2 – Pick your hack 
 

• Catch and Release  (SSL Strip) 
• PEAP Man-In-The –Middle / Fake 

RADIUS 
• Captive Portal Metasploit 

– Java App exploit 
• Captive Portal  

– Snatch and Grab User Name / Password 
– Catch and Release (Fire sheep) 

• Recon / Eavesdropping Tools 
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Windows Zero Config Exploit 

Tools such as Karma can Respond to ANY Client Probe Request 
Variety of Services (POP, FTP and HTTP) to Lure Unsuspecting Users 
No Authentication of “Pervasive Wireless Cloud” 

Automatic Network Selection in Windows (Zero Configuration Client) 
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How do Hackers Exploit Laptops? 

Malicious  
User 

Station automatically connects to the malicious AP at Layer 2.  
Hacker issues DHCP Address and Captive DNS portal 3 

Malicious user scans laptop for vulnerabilities 
Potentially gains control and bridges into network 

4 

Corporate laptop sends probe SSIDs in profile (tmobile, home, linksys, etc..) 
Malicious User observes the probes and SSIDs 

1 

Malicious user sets up AP with appropriate SSID 2 

Response 

Probes 

Confidential 
Data 
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Effective Phishing attacks… 
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Effective Phishing attacks… 



Fake AP.. 
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Online Gambling -Easy Target 
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FBI on  Phising  
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New Window 7 Threats 
 
 
Protection from Virtual WiFi Enabled Threats 
• Detection of devices operating in Virtual Wifi Mode  (New 

feature in Windows 7 and other OS) 
• Automatic Protection from Rogue or Extrusion  Threats 

Resulting form Windows 7 Virtual Wifi 

Protection from Continued Evaluation of Threats 

 
 
Windows 7 New Threats 
• Virtual WiFi Detected 
• Rogue Client on network via Virtual 

WiFi 
• Sanctioned Client Associated to 

Unsanctioned Virtual Wifi 
• Sanctioned Client with Rogue Virtual 

WiFi 
• Unsanctioned Client Associated to 

Sanctioned Client Wifi 
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Mobile / Phone Hacks 

Captive Portals now being 
pushed out via smart phones 
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Mobile Hacks on the Increase  
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In the News lately…. 
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 Man-in-the-Middle Exploit 
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 Example of Attacks and Tools 

• Evil Twin –  In this attack an attacker simply provides 
their own access point running with the name of your 
network’s SSID.  In the case of Karma, the software 
simply monitors for a client requesting a network name 
such as T-mobile, Facebook, Google  etc …and pretends 
to be that network. 
 

 In these attacks the amount of damage that can be done 
is limited by the attackers skill and imagination. 
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 Weaponizing Karma 

 Jasager – German for “Yesman”, takes the Karma 
framework and puts it onto an open source wireless 
router.  The favorite of these is the FON router. 
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 Weaponizing Karma 

• Karmetasploit – added to Metasploit (an open source 
exploit framework), Karma became the latest wireless 
component to be added. 

     Features include:   
• Capture POP3 and IMAP4 passwords (clear-text and SSL) 
• Accept outbound email sent over SMTP 
• Parse out FTP and HTTP login information 
• Steal cookies from large lists of popular web sites 
• Steal saved form fields from the same web sites 
• Use SMB relay attacks to load the Meterpreter payload 
• Automatically exploit a wide range of browser flaws 
• Karmetasploit is on the Backtrack3 CD and abaove 

 
 

 

Check out http://www.metasploit.com/dev/trac/wiki/Karmetasploit for more info 

http://www.metasploit.com/dev/trac/wiki/Karmetasploit�
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 Sniffing Enterprise Secrets 

Hackers can Sniff Passwords and Credentials Over the Air – Nmap, Nessus, John the 
Ripper, WinZapper 
Cleat-text Passwords Sniffed - FTP, HTTP, POP3, IMAP … 
Certificates and Keys Stolen, Hashes can be Cracked – NTLM, MDx, SHA-x, OSPF, CDP 
Listen to VoIP Conversations – hack tool called Viper , exploits SIP / Skinny protocol 

Cain /Able Wireshark 
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WPA/WPA2 Exploit 
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Eavesdropping and Injection Attacks 

• Wireless networks are akin to using network hubs.  That 
is that once you’ve joined its really simple to monitor or 
“sniff” someone’s traffic. 

 
• Security Flaw – By its very nature, networking is 

assumed to be a shared medium so little to no 
protections were put into place to provide privacy. It 
wasn’t until switches and Vlans came into place that 
network segregation started catching on. 
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 Breaking WEP 

History of Cracking WEP 
2001   Uncrackable 

2003   Years 

2004   Days 

2005   Hours 

2006   Minutes 

2007   Seconds 

Dozens of Attacks 
Key Cracking 

No Replay Protection 

Lack of Message Integrity 

Shared Keys 

Poor RC4 Implementation 

64 –bit WEP uses 40 bit key / 24-bit IV  to 
form the RC4 traffic key 

128-bit WEP protocol using a 104-bit key 
size (WEP-104). 

 

 
Upgrade from WEP to WPA2 as Soon as Possible 
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 Breaking WPA 

History of Cracking 
WPA 
2006    80 Keys/Second 
2007    130 Keys/Second 
2007    30,000 Keys/Second 
2008    100,000 Keys/Second 
                 

 

New Attacks Emerging 
WPA Pre-Shared Key is Not Very Secure 
Use of Parallel Processing (Graphics Cards & FPGA 
Accelerators) to Speedup Brute Force PSK Cracking 
WPA TKIP Compromised - Subject to Small Frame 
Decodes and Slow Injection of Arbitrary Frames 

Use WPA2 with AES Encryption and Enterprise Mode 802.1X Authentication 
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 WPA/WPA2 TKIP Hacking 

• Who is Impacted 
– WPA/WPA2 using TKIP Encryption (introduced 2003) 
– Regardless of PSK or 802.1x/EAP authentication 
– TKIP networks using QOS Enabled 

• Impact 
– Attacker can decrypt Plaintext packet between AP/Stations 
– Attacker can inject up to 15 arbitrary packets 
– If QOS is enabled the attack can lead to an injection attack 

• How is it done 
– 802.11e Replay Injection 
– TKIP Chop Chop ICV attack 

• Detection/Mitigation 
– WIPS solutions can detect Replay Injection attacks 
– Infrastructure : Frequent TKIP rotation 
– Transition to AES Encryption 
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Leaked Wired-side Traffic 
#1 Corporate Vulnerability 
• Even if the data is encrypted, the services that are run by 

the MAC address can be detected 

• Remember wireless is LAYER 2; it will send out all Layer 2 
traffic 

• VRRP, HSRP, Spanning Tree, OSPF,  VTP/VLAN, CDP 

• VLAN don’t help unless filtered 

• MOST USE HASHES or PASSWORDS 

• Clear-Text 

• Broadcast/Multicast key rotation is OFF by Default 

• Client devices using static WEP cannot use the AP  when 
you enable broadcast key rotation 

 

 It’s a two-way street, what goes out can also come in! 
35 
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Summary of 802.11 Vulnerabilities 
Type Attacks Tools 

Reconnaissanc
e 

 Rogue APs 
 Open/Misconfigured APs 
 Ad Hoc stations 

Netstumbler, 
Kismet, 
Wellenrighter  

Sniffing 
 WEP, WPA, LEAP cracking 
 Dictionary attacks 
 Leaky APs 

AirSnort, Wepcrack,  
Cowpatty, 
WinSniffer, Cain, 
Ettercap 

Masquerade 
 MAC spoofing 
 AirSnarf/HotSpot attacks 
 Evil Twin/Wi-Phishing attacks 

AirSnarf, Hotspotter, 
HostAP, SMAC 

Insertion 
 Multicast/Broadcast injection 
 Routing cache poisoning 
 Man in the Middle attack 

Airpwn, WepWedgie, 
ChopChop, Vippr, 
irpass, CDPsniffer 

Denial-of-
Service 

 Disassociation 
 Duration field spoofing 
 RF jamming 

AirJack, void11, 
Bugtraq, IKE-crack 
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Implementing a Best Practice 
Approach to Wireless Security 



38 

Why the need for Wireless 
Protection? 
• Wireless is a dynamic environment 

– Need for Rogue Detection and Mitigation 
– Prevent Wireless Phishing of Corporate 

Laptops 
• Compliance and Reporting 

– Ability to meet/exceed auditor 
requirements 

– PCI / SOX / HIPAA 
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Best Practice Approach for Wireless Security 

1. Implement: 1st Line of Defense 
• Breach of Policy  (Full-time vs Part-time 

monitoring) 

2. Implement: 2nd Line of Defense 
• Indentify  and Fix the Vulnerabilities –prior to 

any loss or incident occurring 

3. Implement: 3rd line of Defense 
• Target Aware Intrusion Detection and 

Prevention 

39 



40 

AirDefense Management Service Platform  
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Band-unlocked APs that just do more   
 

•   More: Access, MESH, 3G Backhaul, WIPS Spectrum Analysis all on one AP! 

Radio 1 
 
 
 
 
 

Client Access in  
2.4GHz 

Radio 3 
 

AP-7131 
AirDefense Dual Band WIPS  

Spectrum Analyzer 
3G Backhaul 

 
 

Tremendous flexibility, Great ROI : Full AP functionality with concurrent 24x7 sensor 
 
 

Radio 2 
 

Client access in 5GHz 

Dual –band WIPS 
Sensor Mesh 
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Comprehensive Intrusion Detection 
DETECT—ANALYZE—ELIMINATE 

Automatic Elimination 

Sensors 

PROTOCOL 
ABUSE 

ANOMALOUS 
BEHAVIOR 

SIGNATURE 
ANALYSIS 

POLICY 
MANAGER 

Correlation Engines 

 
Context-Aware 

Detection Engines 
 

275+ Threats Detected 
Reconnaissance & Probing 

Denial of Service Attacks 

Identity Thefts, Malicious Associations 

Dictionary Attacks; Security 
Policy Violations 

Minimal False Positives 
Correlation Across Multiple Detection 
Engines Reduces False Positives 

Most Accurate Attack Detection 

Differentiate Between Neighbors 
and Rogue Devices Automatically 

Identify Every Type of Rogue 
Device Connected to the Network 

Historical Record of 
Associations & Traffic 
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Automated Intrusion Prevention 

Wireless Termination 
Targeted Disruption of Wireless Connections 

No Impact to Allowed Network Traffic 

Compliant with Applicable Laws & FCC Regulations 

Wired Port Suppression 
Search Wired Network to Locate the Switch-port a 
Rogue Threat is Attached to 

Safeguards Ensure Only Threat is Disconnected 

Wireless ACL 
Prevent Wireless Stations from Connecting to 
the WLAN 

Sensor 

WIPS Appliance 

Switch 

Laptop 

Neighboring AP 

APs 

Wireless 
Station 

AP 

Terminated:  
Accidental 
Association 

Port Suppressed:  
Rogue AP 

ACL Enforced:  
Roguae Station 

Comprehensive Threat Mitigation that is Powerful & Safe to Use 
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Comprehensive Visibility into Network Activity & Threats 

Forensic 
Summary 

 
Forensic Analysis for Security 

 
Extensive Forensic Data 
• 325+ Statistics per Device per 

Minute 
• Record of Device Connectivity  
• Determine Exact Time & Impact 

of Security Incidents 
• Historical Data Storage 

 

Benefits 
• Understand Exposure From Transient 

Threats 
• Reduces Need for 24/7 Staffing 
• Simplifies Analysis of Large Volume of Data 

Advanced Forensics Module Add-on: 
• Adds Trend Analysis and Graphics  
• Visual Representation of Incident Timeline 
• Rewind & Review Detailed Wireless Activity 
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 Physical Layer Troubleshooting  

Spectrum Analysis Module 
• Detect Non-802.11 Interference – 

Microwaves, Bluetooth, Frequency 
Hopping Devices, etc. 

• 2.4 and 5 GHz Band Support 
• Remote Real-time Spectrograms 
• Use Existing Sensors – No Special 

Hardware Needed 

Automated Interference Detection 
• Proactive Detection of Application 

Impacting Interference 
• Remote Real-Time Level1 

Troubleshooting 
• Improve Wireless Performance 

Classify 
Interference 

Sources 

Easily Identify the Source of Interference Problems 
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Proactive End to End Testing 

Troubleshoot Wireless Connectivity without Onsite Resources 

Data Center 

Secure 
Server 

WAN 

DHCP 
Server 

Application 
Server 

Remote Location 
AP Connectivity Test 
• End-to-end Network Connectivity Testing 

from a Wireless Perspective 
• Verify Access to Wireless Applications 

Servers 
• Proactively Perform Network Tests 

Benefits 
• Find Problems Before End Users are 

Impacted 
• Classify Network Issues – Know the Source 

of the Problem, Wired or Wireless 
• Verify Remediation without Local Support 
• Remote Testing Anywhere on the Network 
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WLAN Analysis Tools 

Remote Visibility with LiveView 

Real-time View of WLAN 
• Turn Any Sensor into a ‘Sniffer’ 
• Full Layer 2 Frame Capture 
• Visualize Wireless Traffic Flow 
• 28 Different Graphical Views 

Low Network Support 
Costs 

• Real-time View of Remote WLAN 
• Advanced Centralized 

Troubleshooting 
• Reduced On-site Support Cost 
• Increased WLAN Uptime 

Frame 
Capture 

Real-time 
Traffic 

Connection 
Analysis 
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 WLAN ANALYSIS TOOLS 
Visualize Coverage with LiveRF 
• Real-time RF Visualizations 
• Proactive Monitoring and Alerting of 

Coverage Problems 
• Application Specific Simulations – 

Voice, Video, Data, Custom 
• Comparative Analysis of Current 

Environment to Known Healthy 
Environment 

Enhance Network Reliability 
• View Application Specific Coverage 
• Detect and Remediate Problems Before 

End-user Effected 
• See the Impact of Interference Sources 
• Perform New Application Planning 
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Questions 
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