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Agenda

Overview Wireless Risk and Threats

Live Exploit Demonstration (captive portals, phishing attacks,
advanced tethered rogues)

Mobile Platform Exploits (Smartphone attacks, IPad and Tablet
attacks)

Live Security Countermeasures and Containment — Air
Termination

Forensics Investigations

Rogue Detection

Technical Deep-dive of AirDefense Platform

Hands on with Student - Security / Troubleshooting
BackTrack - Training / Configurations



«C’'mon, ¢’'mon — It's either one or the other.”
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Traditional Wired Network

Well-Defined
Network Edge,
Straightforward
to Manage and
Secure

SECURE INTERNAL NETWORK

Server
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Wireless Changes Everything

Hacker in
Parking Lot

Network Edge
Blurred, New
Attack Vectors
‘Behind’ the
Firewall

INTERNET

Users Trouble Connecting
to WLANs

J\ Users Connecting to
Neighboring Networks
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High Gain Antennas Increase Range

Yagi Antenna

i Pringles Can

Yagi Sniper Antenna (we’re not kidding)

Wy Wireless and Wifi Forums = Mews > Newsgroups = altinternet.wireless

Re: Defcon WiFi Shootout Record Set at 125 Miles for 802.11b. Discuss Re: Defcon WiFi Shootout Record Set at 125 Miles for 802.11b,
Wireless Forums.,
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: Hackers Already Know About You

Online hacker
reference database
with maps
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— Enter your own address
at www.wigle.net

Documented Wireless Networks
In the Sacramento Area 8


http://www.wigle.net/�

/ Why Hack Wireless Networks?

e Attacks bypass traditional security controls
¥ © Complete anonymity

— No risk of being traced
— Wireless not being watched

e Tools abundant, cheap & eas
to use

* Mobility adds capability & e
over 0 ve L Dun3d

Wl + Huge attack surface




Firewall Myths

Firewalls:

Cannot stop rogue wireless
devices

Do not eliminate the need
for wireless scanning for
rogues

Do not protect against
wireless attacks

Once a hacker is on the
network they can punch
through open ports

Access Control Lists are
weaker than Firewalls

Best bet is to keep hackers
off the network
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Step 2 - Pick your hack

e Catch and Release (SSL Strip)

| « PEAP Man-In-The —Middle / Fake
RADIUS

e Captive Portal Metasploit
— Java App exploit
e Captive Portal

— Snatch and Grab User Name / Password
— Catch and Release (Fire sheep)

W ° Recon / Eavesdropping Tools

13



' Wireless Network Connection
Netwark Tasks Choose a wireless network
ﬁ Refresh netwark list Click an item in the list below to connect to a wireless netwark in range or to get mare
infarmation,
<) Set up 3 wireless netwark () HOTAIRZ Connected i\?
fr 2 home ar small office H
. ) E Unsecured wireless netwark aaﬂ[ll]g
> TUNN1ne d
: Tunm II.|_., - HOTAIRL *
5 running Related Tasks (H)
s runnine . Unsecured wireless network aa[lﬂﬂ
- B 1) Lean about wireless
is running retworing ((H)) HOTAIR %
¥ Chafzge éhe orderkof Unsacured wireless netwark Dﬂﬂﬂn
o £y c TR e referred netiorks
8.4 (2005-12-24) | 1386-11nux | g \\_,l._ airportthru
WEBrick: :HTTPServer#start: pid=4962 port=80 §p Change advanced settings ’j_)/'k I]
-.-J Unsecured computer-to-computer netwark sﬂﬂﬂ
. . \\_,J_ HOTAIR
5 TUnning =/
. 5 ¥ il
5 running </ Unsecured computer-to-computer network il
MA 11t Control-=( o oui "} Free Public WiFi
, hit Control-C to quit. \@L

~.-J Unsecured computer-to-computer network aaﬂ[lﬂ

Tools such as Karma can Respond to ANY Client Probe Request
Variety of Services (POP, FTP and HTTP) to Lure Unsuspecting Users

No Authentication of “Pervasive Wireless Cloud”

Automatic Network Selection in Windows (Zero Configuration Client)
14



How do Hackers Exploit Laptops?

poe

Malicious
User

Corporate laptop sends probe SSIDs in profile (tmobile, home, linksys, etc..)
Malicious User observes the probes and SSIDs

e Malicious user sets up AP with appropriate SSID

Station automatically connects to the malicious AP at Layer 2.
Hacker issues DHCP Address and Captive DNS portal

0 Malicious user scans laptop for vulnerabilities
Potentially gains control and bridges into network

15



| Effective Phishing attacks...

Log On to Windows ﬂ
Mictosoft ek ?i

Wind

T ’ .. Professional Welcome back to autodiscover-s.outiook.com
Microsoft Corporation "
User name: v |

User name: Password:

Eassworo. [~ | Remember my password

Logonto: |Local b

Log @ Connect to a Network | 2 |
oK || Cancel |

Network Security Key Mismatch

Security key:

|| Hide characters

] Cancel 16




facebook

Heading out? Stay connected
Vist facebook.com on your mobile phone.

| Get Facebook Mo

bile |

| { Effective Phishing attacks...

Sign Up
Ii's free, and always will be.

First Name:
Last Name:
Your Email-
Re-enter Email:

New Password:

I am: SelectSex -
Birthday: Month: = Day: = Year =
Why do I need to provide this?

17



Fake AP..

TS e L et Tl

T'S ON! SRashes

Get online to your final destination for a special introductory rate of $500

* All Fields Are Reguired
Card Type | panid Rewards Visa LI

Card Number

Payment Info Expiration Date | . =l 201 =l

Card Security # | |

What's this?
Billing Address | |
city | |
State | 5t ys or Canada LI
ZIP/Postal Code | |
e R SR
_— Country | ||nicq States =
-

We ars committed te protecting your
privacy, Read our Privacy Policy.
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SPECIAL PROMOTIONS
Sion Up How!

Poker Room _seeneTais |
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Foom, cesigmed with fhe same zeq.isitz elecznes and zrlisty Sorwkic this fou~star Laz M“‘r online WI-FI gaming system. With great

Vegzs reso™ has beczme worldf=mous prizes and cash bonuses to win, you can relax and
enjoy your faverite games anyway within the Hotel :
Properties. Free to access the games. All charges:
will be billed to your room or Credit Card. Check

Slots | SEEDETALS | out the new $1M poker game with no hunats!!
Room # I
“he Venesian featuez the hottzst mega-jackp o slo: machines an the Lz: Vezzs Szl ;
From $1.00 Mzzabucks "adtt jackpois t-al heve gone highz-1han §30 ~illizn) to Yeheel of I
Fort.re, shere's someching bere For everjone. ; Guest Nam
Credit Cand I

Mobile Gaming | SEEDETALS | Expiration |
: GetRolling Todayll |

‘Wit~ pocketzasito ga™ing =7d pocksicas ng T-runnitg you can now Zlay Bxdra Odds
cazing cames or make massy line poitisprezdans avenuncer bets dudsgthz game all
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,| FBlon Phising

From: Damballa [mailto: jreynolds@damballanaws.com]

| Sent: Thursday, May 10, 2012 10:52 AM

To: qdrummond@airdefense.net

Subject: [Threat Advisory] FBI Warns Travelers of Hotel Internet Malware Infections

Recent analysis from the FBI and other government agencies demonstrates that malicious actors are targeting travelers abroad through pop-up windows while establishing an Internet connection in
their hotel rooms.

An Intelligence Note was issued by the IC3 on May 8, 2012. Details can be found here: http:/fwww.ic3.gov/imedia2012/120508.spx

This new threat is another example of why many companies are shifing from a ‘prevention only' security posture to one that focuses on threat detection. The reality is:

+ Infections will happen to corporate devices when outside of the corporate network

« Today's corporate networks support more than Windows-only devices

+ Visitor devices and BYOD represent new threats to network security

« Advanced threat security solutions that are dependent on seging the malware will fail

To find out more about how Damballa can help your network security team discover hidden criminal infections, reqister here for a free evaluation. Or contact us here.

Damballa

The Leader In Advanced Threat Profection
404-961-7400

Www.damballa.com

20



New Window 7 Threats

tion from Virtual WiFi Enabled Threats

Windows 7 New Threats

. r Hacker in
Contractor or Friend g - E Parking Lot
- A ——
- _-."._—_l '.F' -l

W Virtual WiFi Rogue AP




%% { Mobile / Phone Hacks

22:51% S[  Attack Vectors

Airdrop-NG Caffe Latte

il ATET 3G 3:33 PM =]
& Google Mobile

Karmetasploit GrimWepa WIWW.0OO0GIS.COMVacCo

Sign in with 1“1
God ( n:;“ﬁt

Metasploit
Email:

[ J

Side]ack Password:

L
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In the News lately....

Android vulnerability exposes users to data
theft

Using an Android device on unsecure Wi-Fi can expose vour
calendar, contacts, and other data to bad guvs

By Ted Samson | InfoWaorld

[B] Print (2 6 comments £like M3 195 likes. Sign Up to see what your friends
like

Android users running apps over an unsecured VWi
-Fi netwark run the risk of having their
authentication tokens swiped by eavesdroppers.
Those tokens can be used to secretly view and
tamper with your contacts, calendars, email, and
other information, according to research from
niversity of Ulm.

The bad news: Smarphones running Android
2.3.3 or earlier — which accounts for 99.7 percent

of Android devices — are mostvulnerable. The
good news: Developers, users, and Google can take steps to reduce the risks.

24




4 Man-in-the-Middle Exploit

25



Example of Attacks and Tools

. * Evil Twin — In this attack an attacker simply provides
their own access point running with the name of your
network’s SSID. In the case of Karma, the software
simply monitors for a client requesting a network name

such as T-mobile, Facebook, Google etc ...and pretends
to be that network.

In these attacks the amount of damage that can be done
is limited by the attackers skill and imagination.

26




Weaponizing Karma

Jasager — German for “Yesman”, takes the Karma
framework and puts it onto an open source wireless
router. The favorite of these is the FON router.

\l/i/
Connected Clients Jasager
A list of connected chients. Karma on the b

Date SSID IP MAC Commands

Sep Ld o AddtoSsiDlist v
mgp U 00:1cdfs8:1345 :,—IEMQ Refrash log

Sep 16 22:24:01: Clearing ssid list

]

AddtoSSDlistj®| T -
I iy e A0S0 Sep L€ 22:16:47
nIE Eyeite 00: e:df:58: 13:h3

Sep 16 22:16:47: D
00:le:df:38:13:h3

Add to SSID list| ¥ Sep 16 I2:1€:47: DHCEDISCOVER (athl)
5?15121 e I0LLE OcdtRd3cd i,il Sedepa
G o Sep 16 22:16:08: Hode [00:1lc:df:58:13:h5)

associating to ssid ["orangs"]Sep 16
22:16:47: DHCPACK(athO) 10.1.1.87
aep L6

. oo AddtoSSDlist|v 00: le:df:38:33:00 fred i
e s LLLLEY Mledfolied :,—Imute Sep 1 22116:47: CREQUEST(aKkD) 10,1187

Rlathd) 10.1.1.86

[EH




Weaponizing Karma

e Karmetasploit — added to Metasploit (an open source
exploit framework), Karma became the latest wireless
component to be added.

Features include:
e Capture POP3 and IMAP4 passwords (clear-text and SSL)
e Accept outbound email sent over SMTP
e Parse out FTP and HTTP login information
e Steal cookies from large lists of popular web sites
e Steal saved form fields from the same web sites
e Use SMB relay attacks to load the Meterpreter payload
e Automatically exploit a wide range of browser flaws
e Karmetasploit is on the Backtrack3 CD and abaove

Check out http://www.metasploit.com/dev/trac/wiki/Karmetasploit for more info
28
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& (Untitled) - Wireshark
: File Edit Miew Go Capture Analyze Statistics Help
| | = - - i
|63 +9 8o 2 +znumPrE~a0325 00 BuWoea pExua/BesorT e EB aa
|ﬂ' Proected Sorage | @ Hetwork [ M) sdfer [ LS Secets [ Cracker [ Traceroute [ER conu |','5°' Wrekess | Fier: | |+ Eoresson... clear gy
r J;“LJ‘:& oS o UserMamo | LM Password | <8 | WT Pasmeond | LM Hash [ s [ Chalongs [ Type | No.. e Source Destination Pratocel | Info -+
Hashes R R — e T —
- = 5452 610.72074: 192.168.1.102 TCP 2459 > http [ACK] Seqe20 Ack:
o8 T2 Hashes (0) mﬂﬂm i LM & NTLM 5453 1.102 2459 > http [FIN, ACK] =2
o P fles (1) X ictionary Attack (LM + Challaoge) B L& NTLM | : TCP NTTp > 24559 [RST, ACK
B Cisco 10/5-MOS Hashers (1) Chctionary Attack (NTLM) 5455 5 .1.102 DNS stangarg GUERY A Wi,
54556 610.76856] 1'32 158.1.4 DNS Standard query response A 66
%mmx—m& Bt ) Csnn LTSS Siekpe) 5457 611.00368 152.168.1.102 NENS  Name guery NESTAT #<005<003<
APCR-MISS Hashes (0) 5458 611, 00386 192.158.1,3 NENS  Name query response NBSTAT
@ CRAMMDS Hashes (0) 5459 511.46980. 192.168.1.102 NENS  Wame gquery NESTAT *<00»<00><
“E, 5PE6 Hashes (1) 5460 611.470220 192.168.1.4 MNBNS  Mame query responsa NBSTAT
= * 5461 612.88506' Cisco-Li_a%:h5:eh Broadcast ARP who has 192.168.1.2007 Tell
+fe RIPY2-MDS Hashes (0) m-va.ttodc{l.ﬂ Challarge)
‘ Atock (NTLH) 5462 613.02826° 192.168.1.102 192.168.1. 245 SNMP  get-next-request
YREPHPUAC Hishes (0) Brute-Ferce 5463 613. 030541 192.168.1,245 162,168,1.102 SNMP  get-response =
WHC-DES () Brube-Force Attack (NTLM + Challangs) 5464 613.73557: 192.168.1.4 162.168.1.102 synerg 24800 > 1168 [PSH, ACK] Seg=l
2 BrbeForce Aktack {HTLM Sessin 5465 613.73678 192.168.1.102 192.168.1.4 synerg 1168 > 24800 [PsH, ACK] Seq=:
Mz e () it bl 5466 513, 73752 102, 168.1.4 192.168.1.102 synerg 24800 > 1168 [PsH, ACK] Seq=
" MO4 Hashes (0) 5467 613.73793 102.168.1,102 192.168,1.4 synerg 1168 > 24800 [PSH, ACK] Seq=: u
el WO bashes (1) Crypkanabysis Altack (LM) 2897 93, £3735, D020 td e :
38 S s 1) shpspRsnaany £ . 2
4R SHA-2 Hashes (0) Salect Al @ Frama 1 (46 bytes on wire, 46 bytes captured) ~
H RIPEMD- 160 Hashes (0) @ Ethernet II, Src: AsustekC_24:50:9e (00:0e:af:24:50:%2), Dst: Linksysc_d8:68:h3 (00:0c:4 -
et 5 i ® Internet Protocol, Src: 102,168,1.102 (102.168.1,102), Dst: 192,168.1,245 (192.168.1,245 »
Fadus Key Hashes (0) = = < | >
53 IE-P2K Hashes [0) sl L 000 00 0C 41 05 68 b5 00 0 26 24 50 06 0B 00 45 00 ..A.F... .3F...E.
B Remave [edete ] 010 00 20 6d 9¢ 00 00 40 01 88 05 <0 a8 OL 66 0 a8 . m...@. .....f..
A Fep Eetas ) Jl ¥ 020 0L F5 08 00 of bf 28 0e 4o 30 b3 e6 f2 11 ...... Bl
% Mysct Hashes (0) T . Retarve A —_—_—————
]-!—] Export
Lsk pibetss v [ File: "C:\DOCUME~ 1 VAIOLOCALS~[\Temp\ether A aIPAAIT" 1153 KB . |P: £80Z D: 6802 M; 0 Drops: 0
Wireshark

Cain /Able

Hackers can Sniff Passwords and Credentials Over the Air — Nmap, Nessus, John the
Ripper, WinZapper

Cleat-text Passwords Sniffed - FTP, HTTP, POP3, IMAP ...
Certificates and Keys Stolen, Hashes can be Cracked — NTLM, MDx, SHA-x, OSPF, CDP

Listen to VolP Conversations — hack tool called Viper, exploits SIP / Skinny protzgcol



WPA/WPA2 Exploit
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{ Eavesdropping and Injection Attacks

 Wireless networks are akin to using network hubs. That
is that once you’ve joined its really simple to monitor or
“sniff” someone’s traffic.

e Security Flaw By its very nature, networking is
assumed to be a shared medium so little to no
protections were put into place to provide privacy. It
wasn’t until switches and Vlans came into place that
network segregation started catching on.

31




AAR/A Default (=]

History of Cracking WEP
2001 Uncrackable

2003 Years

2004 Days

2005 Hours

2006 Minutes

2007 Seconds

Dozens of Attacks
Key Cracking

No Replay Protection
Lack of Message Integrity
Shared Keys

Poor RC4 Implementation

64 —bit WEP uses 40 bit key / 24-bit IV to"
form the RC4 traffic key ) \

128-bit WEP protocol using a 104-bit key
size (WEP-104).

: \' SN Pa
Upgrade from WEP to WPA2 as Soon as Possible 32




-M Breaking WPA

l. 4 HIStory Of CraCkIng c:sCowpatty—4 . A—win3d2 dcowpatty !

couwpatty 4.8 — WPA-PSK dictionary attack. <{juwright@hashorg.com>

cowpatty: Must supply a list of passphrases in a file with —f or a hash file
WPA with —d. Use "-f —-" to accept words on stdin.
V2 ’ llzage: cowpatty [opticonszl]
. /2006 &0 Keys/Second £ Dictionary file
> = X 4 —-d Hash file <genpmk>
: | 5 Ea[:ketkcggtl:ﬂﬂ(: {-‘i%e i t if SS5ID includ >
-5 twor enclose in guotes i includes spaces
2007 130 KeyS/Second —h P‘:'i:'::lt}lis help infurmati[u[n and exit o
: :ﬂ 1P3P:i'n§ verboze infnl_'matinﬁ (mc_t::'e —u for more verbosityd
| 2007 30’000 KeyS/Second rint program version and exi

c = \Cowpatty—4_ B—win3d2>_

2008 100,000 Keys/Second

New Attacks Emerging

WPA Pre-Shared Key is Not Very Secure

Use of Parallel Processing (Graphics Cards & FPGA
Accelerators) to Speedup Brute Force PSK Cracking

WPA TKIP Compromised - Subject to Small Frame
Decodes and Slow Injection of Arbitrary Frames

Use WPA2 with AES Encryption and Enterprise Mode 802.1X Authentication




WPA/WPA2 TKIP Hacking

e Who is Impacted

— WPA/WPA2 using TKIP Encryption (introduced 2003)
— Regardless of PSK or 802.1x/EAP authentication
— TKIP networks using QOS Enabled

* |Impact
— Attacker can decrypt Plaintext packet between AP/Stations
— Attacker can inject up to 15 arbitrary packets
— If QOS is enabled the attack can lead to an injection attack

e How s it done

— 802.11e Replay Injection
— TKIP Chop Chop ICV attack

e Detection/Mitigation
— WIPS solutions can detect Replay Injection attacks

— Infrastructure : Frequent TKIP rotation
— Transition to AES Encryption

34



: Leaked Wired-side Traffic

#1 Corporate Vulnerability

- Evenif the data is encrypted, the services that are run [
the MAC address can be detected

- Remember wireless is LAYER 2; it will send out all Layer 2
traffic

- VRRP, HSRP, Spanning Tree, OSPF, VTP/VLAN, CDP
: - VLAN don’t help unless filtered :
A [l . MOST USE HASHES or PASSWORDS

- Clear-Text
- Broadcast/Multicast key rotation is OFF by Default

-« Client devices using static WEP cannot use the AP f ‘
' you enable broadcast key rotation

It’s a two-way street, what goes out can also comessin!



| . Summary of 802.11 Vulnerabilities

Type

Reconnaissanc
e

Sniffing

Masquerade

Insertion

Denial-of-
Service

Attacks

= Rogue APs
= Open/Misconfigured APs
= Ad Hoc stations

= WEP, WPA, LEAP cracking
= Dictionary attacks
= Leaky APs

= MAC spoofing
= AirSnarf/HotSpot attacks
= Evil Twin/Wi-Phishing attacks

= Multicast/Broadcast injection
= Routing cache poisoning
= Man in the Middle attack

= Disassociation
= Duration field spoofing
= RF jamming

Tools

Netstumbler,
Kismet,
Wellenrighter

AirSnort, Wepcrack,
Cowpatty,
WinSniffer, Cain,
Ettercap

AirSnarf, Hotspotter,
HostAP, SMAC

Airpwn, WepWedgie,
ChopChop, Vippr,
irpass, CDPsniffer

AirJack, void11l,
Bugtraq, IKE-crack

36



‘ Implementing a Best Practice
Approach to Wireless Security

37



%

N

¢ { Why the need for Wireless
%) Protection?

 Wireless is a dynamic environment
— Need for Rogue Detection and Mitigation
— Prevent Wireless Phishing of Corporate
Laptops
e Compliance and Reporting

— Ability to meet/exceed auditor
requirements

— PCI / SOX / HIPAA

38



# | Best Practice Approach for Wireless Security

1. Implement: 15t Line of Defense

 Breach of Policy (Full-time vs Part-time
monitoring)

2. Implement: 2" Line of Defense

 Indentify and Fix the Vulnerabilities —prior to
any loss or incident occurring

3. Implement: 3" line of Defense

e Target Aware Intrusion Detection and
Prevention

39
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Managed seric®
e N ™y W
Security & Compliance Infrastructure Management Network Assurance
= Rogue Elimination = Multi-vendor Management = Solve Issues Remotely
= Intrusion Prevention = Centralized Configuration = Level 1 Helpdesk
= Automated Defenses = Policy-based Fault Mgmt = Proactive Monitoring
= Forensic Analysis = Automated Discovery = Spectrum Analysis
« Wireless Vulnerability Assessment « Network Visualizations + Interference Detection
= Mobile Protection = Firmware Management - Coverage Visualizations
) |+ 24x7 Policy Monitoring - Remote Packet Capture
" |- custom Reporting: PCI, HIPAA, - Historical Analysis
GLBA, US DoD, SOX Reports - Mobile Laptop Analyzer




Tremendous flexibility, Great ROI : Full AP functionality with concurrent 24x7 sensor

41



Comprehensive Intrusion Detection
-VALYZE—ELIM

ats Detected

& Probing
e Attacks

PROTOCOL ANOMALOUS
ABUSE BEHAVIOR

Malicious Associations

ks; Security
s

SIGNATURE POLICY
ANALYSIS MANAGER

Ise Positives

ss Multiple Detection
s False Positives

ttack Detection

Identify Every Type of Rogue
Device Connected to the Network

Automatic Elimination
42



WIPS Appliance

Rogue AP

Wireless
Station

B Action Manager, - WIPS

cE . Edit . Capy x Delete

Association

Roguae Station

FBX

Marne Actions Scope alarms

Acridental Associati Bl Termination 43 Global J L Station Accidental Association

Rogus AP Pork Suppression 42 Global J L Rogue AP on Wired Netwark
J L Rague AP on Switch

Rogue Station AcL €2 Global J L Rogue Station

J L Rague Station on Switch

Clase

Automated Intrusion Prevention

mination

n of Wireless Connections
ed Network Traffic
plicable Laws & FCC Regulations
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{ Forensic Analysis for Security

Extensive Forensic Data

325+ Statistics per Device per
Minute ¥ Forensic Analysis - WIPS,

Fie
. .. Scope: N STATI [2,5.q] Time Range: | 125110 [ [11:03PM wlto [ tizsitn | |1103Em v
Record of Device Connectivity _

Tine Window: 1f25/10 11:03 PM ko 1/26{10 11:03 PM

Determine Exact Time & Impact ”{m ”

of Security Incidents o

>

Summary | Device Info | Threat Analysis | Association Analysis || Traffic Analysis | Signal Analysis | Location Analysis

Historical Data Storage Theset

Tx Traffic
Alarm Count: 1 Total: 6,219,620 Bytes  Ad-Hoc: 0 Bytes  Retry: 1,326% (82,480 Bytes)
Categaries Criticalities Threat Lewsl Types Destinations Top 5 Rates
AT AT | | N 54 plbps
/ \ [ \ ! / \ N
{ y [ | Signal Strength ‘." \ \ 48 Mbps
' N —— | '
I | 1 ! /1 Mbps
. /’ ‘\ ,/ ‘\ ,/ \ /’ P
Benefits N < O o
24 Mhps
* Understand Exposure From Transient e P o e rae
Association Count: 4 Authentication: Unknown Total: 33,428,222 Bytes  Ad-Hoc: 0 Bytes  Retry: 0,261% (87,267 Bytes)
Encryption: AES{CCMP), TKIP
re a ts Top 5 Associal tions IP Address: 192.165.68.102, Types Destinations Top 5 Rates

192,168.69,107 - —
B\, Office 4P [b.q] 802, 1 User Name: Uinknown: / . \ 54 Mbps
i S5ID0 AM-Wirel Mathi y b
e Reduces Need for 24/7 Staffing - I— sy | ot
) Symbol:dd: 18:30 \\ /‘/ \ /, 24 Mhps

e Simplifies Analysis of Large Volume of Data s smasue:

1 Mbps
18 Mbps

Advanced Forensics Module Add-on: ]

e Adds Trend Analysis and Graphics Forensic
e Visual Representation of Incident Timeline Summary
e Rewind & Review Detailed Wireless Activity

Comprehensive Visibility into Network Activity & Threats
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/ ( r Spectrum Analysis Module p o - |
Detect Non-802.11 Interference — ST s . Rz, ;

Microwaves, Bluetooth, Frequency
Hopping Devices, etc.

2.4 and 5 GHz Band Support

Remote Real-time Spectrograms

[ap] =

Use Existing Sensors — No Special
Hardware Needed

iacig

fap) 1=

Automated Interference Detection

e Proactive Detection of Application T g e
Impacting Interference s, et = e

e Remote Real-Time Levell Classify
Troubleshooting Interference

. Sources
e Improve Wireless Performance

Easily Identify the Source of Interference Problems
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Proactive End to End Testing

AP Connectivity Test
End-to-end Network Connectivity Testing
from a Wireless Perspective

Verify Access to Wireless Applications
Servers

Application

Server E (e £ é

Proactively Perform Network Tests

Benefits = =
Find Problems Before End Users are
Impacted Secure DHCP
Server Server

Classify Network Issues — Know the Source
of the Problem, Wired or Wireless

Verify Remediation without Local Support

Remote Testing Anywhere on the Network
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Remote Visibility with LiveView "

Real-time View of WLAN

e Turn Any Sensor into a ‘Sniffer’

* Full Layer 2 Frame Capture e

LY wres -
* Visualize Wireless Traffic Flow Sl

e 28 Different Graphical Views

Low Network Support

e n

van Y

Costs e

Wireless, X

Real-time View of Remote WLAN

Advanced Centralized
Troubleshooting

Reduced On-site Support Cost
Increased WLAN Uptime
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WLAN ANALYSIS TOOLS

Visualize Coverage with LiveRE Eﬂ]ﬁiﬂ#,ﬂm;lﬂ

e Real-time RF Visualizations

* Proactive Monitoring and Alerting o
Coverage Problems

e Application Specific Simulations —
Voice, Video, Data, Custom

e Comparative Analysis of Current
Environment to Known Healthy
Environment

Co Channel Interference vs Overlap
Enhance Network Reliability ELL FJ'—JE—T-

e View Application Specific Coverage

e Detect and Remediate Problems Before ._-__.—ﬂ]
End-user Effected T

e See the Impact of Interference Sources -+ Jﬂu

e Perform New Application Planning >
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Questions
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