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Session Abstract
The Future of the Advanced SOC: Developing a platform for more effective security management
and compliance

In today's world of advanced threats and complex compliance issues it's no longer feasible for an
organization to resist every attack or manage security based on compliance pressures. There are no
more castle walls to keep back the horde. A more realistic goal is for security operations teams to be
fluid, reacting quickly to determine how an attack happened, reduce the 'attacker free time', and put
measures in place to prevent similar future attacks. All while automating the proof of compliance
process.

In this presentation, we will discuss how organizations can manage risk more efficiently and secure
trust in IT through comprehensive visibility, actionable intelligence, and advanced security analytics
for fast detection and investigation.
Target Audience

Anyone interested in gaining a better understanding of Security Management, Security Analytics and
the notion of the Advanced Security Operations Center
COBIT Objectives
EDMO03: Ensure Risk Optimization

APO12: Manage Risk

APO13: Manage Security

DSS02: Manage Service Requests and Incidents
DSS04: Manage Continuity

DSS05: Manage Security Services
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