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GOVERNANCE, CONTROL
and AUDIT for INFORMATION
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CoBIT® Knowledge GOVERNANCE
- First exposure?
- General understanding?
- Strong knowledge of CoBIT® framework?

Current Users of CoBIT®
- Incorporated Into Audit Process?
- Adopted by IT Management for IT Governance?
- Users of a framework other than CoBiT®?
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<« QOverview of COBIT®

o
BOV.E

+ Integrating COBIT® Domains into IT Audit Planning

& Scope Development

+ Integrating COBIT® into the IT Audit Lifecycle

«» COBIT 5 Update

<+ Summary & Wrap-up

GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY

ontrol
jectives
for Information
and Related Technology
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#saca COBIT
aaaaaaaaaaaaaaaaaaa An IT Governance Framework

IT Governance Focus Areas

= Strategic Alignment
= Value Delivery
= Risk Management

= Resource Management

m Performance Measurement

More information: Board Briefing on IT Governance, 2" Edition ( www.itgi.org/)
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+:SA1:A COBIT s Scope & Objectives
"""""""""""""""" IT Governance Framework

= Business-Focused: Linkage with business requirements (bridges the
gap between control requirements, technical issues, and business
risks). Management and process owner orientation to ensure
accountability.

= Process-Oriented: Identifies the major IT resources to be leveraged
and organizes IT activities into a generally accepted process model
(in alignment with ITIL, ISO, and other relevant "good practices’
and industry standards).

= Controls-Based: Defines control objectives and associated
assurance guidelines and provides a toolkit of “best practices™ for I'T
control representing the consensus of experts.

= Measurement-Driven: Provides tools for performance
measurement and maturity assessment.

= Generic-Oriented: applicable to multiple environments.
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‘ﬂs‘qc‘q COBIT® Structure

= OQyerview

Starts from the premise that I'T needs to deliver the information
that the enterprise needs to achieve its objectives.

which responds
to

Enterprise
Information

Business

Requirements

*
.
.
.
““
.
)

to deliver

drive the
investments in

IT Resources

IT Processes

that are
used by
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#SACA

CoBIT® Structure

o INfOrmation Criteria (7)

S5

Highlights typical business requirements of enterprises by providing

seven information criteria for use in generically defining what the
business requires from IT.

Enterprise Business Enterprls
Strategy Goals for IT >> IT Goals > >A"°=‘(')trel‘.’rt"’e Scorecard
Busmess Requirements | __
= (Information Criteria)
Business Governance ¢ Effectiveness o
Requirements Requirements OEfﬁciency
- L o tion .J e +Confidentiality L
oty ¢Integrity
g | o Availability e
¢Compliance
Business Goals for IT +Reliability T
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®
%MA CoBIT” Structure

e [T Resources (4)
—I

Maps IT resources to domains and processes to highlight resource
requirements and promotes process ownership by providing RACI

charts for use in defining roles and responsibilities.

L Enterprise Busmess Enterprise

-
-
-
-

l -~

/
~

Business Roquirom?mjs , -

/
~

) <
\\“3 = RS 600:9 _______
3\ “'4. "‘ .Ov‘
3 6 deliver O,
é s S < Information .,
Domains @ Joieisielx : :
o fls2iz gl : ]
9’ B § § & IT Processes :
@| | Processes i [EgE | Applications
o EJD{J"? oy e < E n:
- — | £ / ¥ & .
o , _.“-5-* Infra /|
- oy -, Infrastructure :
= | Activities £|_°_<[L and People
? °
S Enterprise Archltecture for IT
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—usaca COBIT® Structure
= Control Objectives (>200)

-

5 oreee
NE=

Emphasizes process control by providing a high-level control

objective and a set of detailed control objectives for each process.

Domains

Processes
=
3 d g
Z.: Activities
Q:
S

: o

(@)

* Natural grouping of
processes, often matching
an organizational domain
of responsibility.

* A series of joined
activities with natural
(control) breaks.

* Actions needed to achieve

a measurable result.

Activities have a life-cycle

whereas tasks are
discreet.

4
I'T Domains

I

34
IT Processes

!

> 200
Detailed IT
Control Objectives
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%-Am CoBIT® Structure
nnnnnnnnnnnnnnnnnnn Overview of 4 Domains

The primary focus of the domains is on delivering the
technology capabilities, services, assets and other resources
that the business functions need to implement and sustain
business change.

(PO)

Plan and Organise

I (AD) I (DS)

Acquire Deliver
and @ and
Implement Support

Monitor and Evaluate
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—usaca COBIT® Structure

o Qverview of 34 IT Processes

‘| Plan & Organize (PO)

:| *PO1 — Define a Strategic Plan

:| *PO2 — Define the Information Architecture
:| *PO3 — Determine Technological Direction

:| *PO4 — Define the IT Processes, Organization
& Relationships

:| *POS — Manage the IT Investment

*PO6 — Communicate Management Aim

: & Direction

*PO7 — Manage IT Human Resources

:| *PO8 — Manage Quality

:| *PO9 — Assess and Manage IT Risks

:| *PO10 — Manage Projects

:Strategic
& Deliver & Support (DS)
;P]anning *DS1 — Define & Manage Service Levels
;F *DS2 — Manage 3"¢ Party Services
ocus *DS3 — Manage Performance & Capacity
: *DS4 — Ensure Continuous Service
Day to *DSS — Ensure Systems Security
Day ()ps *DS6 — Identify & Allocate Costs
& *DS7 — Educate & Train Users
*DS8 — Manage Service Desk & Incidents
Service,| -DS9 - Manage the Configuration
. *DS10 — Manage Problems
DEIIVEI‘y *DS11 — Manage Data
*DS12 — Manage the Physical Environment
SDLC *DS13 — Manage Operations

Acquire & Implement (Al)

*All — Identify Automated Solutions

*Al4 — Enable Operation and Use

*AI5 — Procure IT Resources
*Al6 — Manage Changes

I
I
I
I
| | *AlI2 — Acquire & Maintain Application Software

1 | *AI3 — Acquire & Maintain Technology Infrastructure
I

I

I

I

*Al7 — Install & Accredit Solutions and Changes

November 7, 2011

Monitor & Evaluate (ME)

*MEI1 — Monitor & Evaluate IT Performance

*ME2 — Monitor & Evaluate Internal Control

*ME3 — Ensure Compliance With External
Requirements

*ME4 — Provide IT Governance

Page 11



—ysaca COBIT® Structure
=== Control Objectives (Application versus General)

=l
Business’s responsibility : Business’ bil
to properly define ' : ; usiness'’s responsibility
functiona and control " 5, |AT SOROEN Gomrres h O REp o
requirements : s :
Plan and Organise
Business Functional 1 1
Requirements * Acquire Deliver
Business Control and - " A&m
usiness Con
Roquitements - Implimont Suliort
Monitor and Evaluate
IT’s responsibility to _
Business . Au(tjomatte alnd /mplemetzt business functional : Business
| I N and control requirements ' .
Controls "7 « Establish controls to maintain the integrity _H Controls
of application controls :
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+#saca CoBIT® “Waterfall” & Navigation Aids
- Linking Processes, Resources & Information Criteria

T
Organize
Acquire &

Deliver & Process
Support Domains
Monitor &
Evaluate

Information
Criteria

The control of

IT Process

that satisfies
b Business Requirements
h Process Goals
is achieved by
b Activity Goals
g @ S is measured by
b Key Metrics

by focusing on

S
9&0

RESOURCE
MANAGEMENT
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+saca Linking The Processes To Control Objectives

_. “Example IT Process (High-level Com‘rol Objective)

ENSURE SYSTEM SECURITY (DSS)

maintaining the integrity of information and processing infrastructure and
minimizing the impact of security vulnerabilities and incidents

defining IT security policies, plans and procedures, and monitoring, detecting,
reporting and resolving security vulnerabilities and incidents

» Understanding security requirements, vulnerabilities and threats
»Managing user identities and authorizations in a standardized manner
» Testing security regularly

I «Number of incidents damaging the organization’ s reputation
*Number of systems where security requirements are not met
*Number of violations in segregation of duties

November 7, 2011 S11 Page 14



ﬁmm Example
"""""""""""""""""" (Domain = Process = Control Objective)

Deliver and Support (DS)
Ensure Systems Security (DS5)

DS 5.1 Management of IT Security

DS 5.2 IT Security Plan

DS 5.3 Identity Management

DS 5.4 User Account Management

DS 5.5 Security Testing, Surveillance and Monitoring

DS 5.11 Exchange of Sensitive Data
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+:SAL'A 'Example of CoBIT® DS5 (page 1)

Ch pt

[ | Deliver and Support
Ensure Systems Security

HIGH-LEVEL CONTROL OBRJECTIVE

DS5 E Systems Security
Tbe eedl muln the meg ty o of ¥ fonn on and protect TT as sets requi

- This

hing and maintaining IT y roles and responsibilties, pdnes.undud d

ulso ncludes perfor nlgnccu ymamonng udpend testing and implement ngaorualw:unal s for identil fednecuny
weaknesses or incidents. Effective secunty management protects all IT assets to minimise the busness impaot of secunty
vulnembilities and incidents.

Control over the IT process of

Ensure systems security
that satisfles the business requirement for IT of

maintaining the i rity of information and processing infmstrocture and minimizang the impact of
security ¥ lenbll ities and incients

by focusing on

defining IT seouril y lici di and dard
and resolving vulnerabilities and incid,

and monitonng, detecting, reporting

Is achleved by

* Undertanding securnity requi rem nts, Iu.-r-b-lm and threats
* Managing user id and a a gandardsed manner
« Testing security regulal Iy

and Is measured by

fumber of incid damaging repatation with the public
« Number of systems where security requirements are not met
* Number of violations in segregation of duties

v v v v

Process
Description

IT Domains &
Information Indicators

<@ Key Practices/Activities

<@ Key Metrics

-II IT Governance &
IT Resource Indicators
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TiSACA Example of CoBIT® DS5 (page 2)

San Francisco Chapter
Deliver and Support
Ensuwre Systems Secuslly

DETAILED CONTROL OBJECTIVES

DSS2 1T Security Plan

DS5 Ensure Systems Security D ° 1 d
DSS1 Moanagement of IT Securicy etal e
Translate business Information reg IT conrig infc risk action plans and infor securnty into an

overall [T sacurity plan The plan is implemeanied in securky policiss and p e wih app n

Marege [T securky at the highest appropeiale oranisational ke, 50 the management of security acticas & in Ins aith
busness reQUIRnEILs. I I C t 1

sarvices, personnad, sotwars and hardware. Sacurity policke: and p e c w > -u«;:;::l users. Ob ° °

DSSA Identicy Masagemeont J e Ctlve S
All users {Internal, exizmal and emporary) and (her acthity oa IT sy ( PP 0, 2y sem op a, develop
nd mainienones) shoukd be miqualy Identlable. User ac0sss rights to sysisme and dafa shouM be N line wih 3=fin=d and

documented bushess needs and job requirsments. User acoess righls ars reg by user Approved by sysem oaner
and mmplamenizd by the securky-regp p User and access nghts are maintanad in a central reposkory

DS5.3 Identity Management

Ensure that all users (internal, external and temporary) and their activity on IT systems (business application, IT environment,
system operations, development and maintenance) are uniquely identifiable. Enable user identities via authentication mechanisms.
Confirm that user access rights to systems and data are in line with defined and documented business needs and that job
requirements are attached to user identities. Ensure that user access rights are requested by user management, approved by system
owners and implemented by the security-responsible person. Maintain user identities and access rights in a central repository.
Deploy cost-effective technical and procedural measures, and keep them current to establish user identification, implement
authentication and enforce access rights.

DS5.4 User Account Management

Address requesting, establishing, issuing, suspending, modifying and closing user accounts and related user privileges with a set of
user account management procedures. Include an approval procedure outlining the data or system owner granting the access
privileges. These procedures should apply for all users, including administrators (privileged users) and internal and external users,
for normal and emergency cases. Rights and obligations relative to access to enterprise systems and information should be
contractually arranged for all types of users. Perform regular management review of all accounts and related privileges.
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#SACA  CoBIT® Management Guidelines

an Francisco Chapter

CoBIT 3! Edition introduced the Management and
Governance layer, providing management tools...
Maturity Models RACI Charts Process 1/Os

Metrics Goals

Management’s Questions

How do responsible managers “keep the ship on course™? DASHBOARDS » Indicators?

How to achieve results that are satisfactory for the M o
largest possible segment of our stakeholders? SCORECARDS easures :
How to timely a_ldapt the orng\m?atlon 'to trends and BENCHMARKING » Scales?
developments in the enterprise’s environment?

Monitor & Measure To Achieve Business Objectives

November 7, 2011 S11 Page 18




HsAcA CoBIT® Maturity Models

San Francisco Chapter

Maturity Model: Method of scoring the maturity of IT processes...

Initialy  Repeatable Defined Managed and
Non-existent Ad Hoc but Intuitive  Process Measurable Optimised

G%nalysis
I N R R
LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
Enterprise current status 0—Management processes are not applied at all.
. Indust 1—Processes are ad hoc and disorganised.
HatsHy avelage 2—Processes follow a regular pattern.
Enterprise target 3—Processes are documented and communicated.

4—Processes are monitored and measured.
5—Good practices are followed and automated.
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#am Metrics

- Performance Indicators & Outcome Measures

IT Resources

+*Performance Indicators

(formerly Key Performance Indicators - KPI)

Measure how well a process 1s

performing. Goo ‘ balE ’Enabler
it 7 | — CSF

==glll

Measure whether a process
achieved its business
requirements.

<*Outcome Measures v v
(formerly Key Goal Indicators - KGI)
KGl

=
—
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ﬂmm Measuring Success

Trustin, and value from, information system

" Metric & Goal Relationships
== =

Define goals.

- - - ———————— - - - ———————— - - - —————

Business Activity

Goal | Goal :

WETTE Ensure that IT Understand E

enterprise 5 services can security

reputation and resist and requirements, :

leadership. ; recover from vulnerabilities

: attacks. and threats. :
i - =
- i i (1)
— : ' -0
= is measured by i is measured by is measured by is measured by : 2
s Number of Number of Frequency of § o
— Incidents actual IT review of the § 1)
= causing public Incidents with type of security : g.
= i —
© embarrassment business Impact events to be ; @
L) monitored : =
= ; 1)
(=) ' =
E H ')
= - S— g ————— =
= ~

Outcome Performance
Measure Process Metric Indicator

Indicate performance.
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—SACA

San Franclscu Chapter

= I

DS5 Ensure Systems Security

MANAGEMENT GUIDELINES

Dellver and Support
Ensure Systems Security

RACI Chart

Activities

Functions

Define and maimiain 2n IT securty plan.

Define, 2s2bizh 33d cparate 33

I3ty (2 c00umt] mansgament prRoez.

©
-l

Nonitor potentisl 23d actuzl seoxity nokdests

Pariodicaly redew and valldate a3 access 1ghis and prdlages.

Estshisb and maintain pes cadures for

Trplament sad maitain todwicd sad
neivorks.

flows aoes

n o o 6o

Conduct madar winessbity aszemmeas

ARRCH wwols

Goals and Metrics

“
R

* Definng securily Incidents
= * Testing secarky rgularly

* Number of ncidenis wih tusness
= Number of systems where security
are notmet
* Tam= (o grant, chang= and remove 300ess
Pervlleges

* Number and type of suspectad and artual
accews viclatioas
= Number of violatioas in segregation of
duttes
* Peroent of ussrs who G not comply with
standards

ode

= Erequency mmlsvoﬂnelypee(
be moaiioned

password
= Number and type of
preveniad

© 2007 IT Governance Instiule. All TIghls reserved. wene. (9. ovg

Example of CoBIT® DS5 (page 3)

Management Guidelines

Process
Relationships

RACI Chart

|| (Major activities and
associated responsibilities)

-II IT Goals
-II Performance Metrics

November 7, 2011

Page 22



—SACA

Trustin, and value from, information systems

San Francisco Chapter

-

Example of CoBIT® DS5 (page 4)

Deliver and Support
Ensure Systems Security

MATURITY MODEL
DS5 Ensure Systems Security

Management of the process of Ensure systems security that satisfies the business requirements for I'T of maintaining the
integrity of information and processing infrastracture and minimising the impact of security valnerabiliies and incidents is:

0 Nonexistent when

The organisation does notrecognise the need for IT sacurity. Resporsibilities and accountabilities are not assignad for ensuring
sacurity. Measures supporting the management of IT security are not implementad. There is no IT security reporting and no
response process for IT security breaches. There is a complete lack ofa recognisable system security administration process,

1 Initial /Ad Hoc when

The organisation recognises the need for IT security. Awareness of the nead for security depends primarily on the individual. IT
security is addressed on a reactive basis. IT security is not measured. Detected IT security breaches invoke finger-pointing
responses. bacause responsibilities are unclear. Responses to IT security breaches are unpradictable.

2 Repeatable but Intuitive when

Responsibilities and accountabilities for IT sacurity are assigned to an IT security co-ordinator, although the maragement authority
of the co-ordinator is limited. Awareness of the nead for security is fragmentad and limited. Although security-relevant information
is producad by systems, it is not analysad. Services from third parties may not address the specific sacurity needs of the
organisation. Security policies are being developed but skilks and tooks are inadequate. IT security repocting is incomplete,
misleading or not pertinent. Security training is available but is undertaken peimarily at the initiative of the individual. IT security is
=sean primarily as the responsibility and domain of IT and the business does not see that I'T saecurity is within its domain.

3 Defined Process when

Security awarensss exists and is promoted by management. 1T sacurity procadures are defined and aligned with IT security policy.
Responsibilities for IT security are assignad and understood, but not consistently enforcad. An IT security plan and security
solutions exist as driven by risk amalysis. Reporting on security does not contain a clear business focus. Ad koo security testing (e.g..
intrusion testing) is performed. Security training is availalle for IT and the business but is only informally schaduled and managed.

4 Managed and Measurable when

Responsibilites for IT security are clearly assignad, managed and enforced. IT security risk and impact analysis is consistently
performed. Security policies and practices are comp lketed with specific security baselines. Exposure to methads for promoting
security awareness is mandatory. User dentification. authenticaion and authorisation are standardisad. Seaurity certification is
pursued for staff who are responsible for the andit and management of sacurity. Security testing is done using standard and
formalisad processes leading to improvements of security levels. IT security processes are co-ordinated with an overall organisation
sacurity function. IT security reporting is linked to business objectives. IT security training is conductad in both the business and IT.
IT security training is planned and marmaged in a manner that responds to business needs and defined security risk profiles. KGIs
and KPIs for security maragement have been definad but are not yet measured.

5 Optimised when

IT sacurity is a joint responsibility of business and I'T management and is integrated with corporate security business objectives. IT
sacurity requirements are clearly defined, optimisad and included in an approved saecurity plan. Users and customers are incareasingly
accountable for defining security requirements, and security functions are integrated with applications at the design stage. Security
incidents are promptly addressed with formalisad incident response procadures supported by automated tools. Periedic security
assessments are conducted to evaluate the effectiveness of implementation of the sacurity plan. Information on threats and
vulnerabilities is systernatically collectad and analysad. Adaquate controls to mitigate risks are promptly communicated and
implemented. Security testing, root cause analysis of security incidents and proactive identification of risk are used for continuous
process improvements. Secunty processes and technologies are integrated organisationwide. KGls and KPIs for security
maragement are collected and communicated. Management uses KGIs and KPIs to adjust the security plan in a continuous
improvement prooess.

Process
Specific
Maturity
Model

November 7, 2011
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Trustin, and value from, information systems

San Francisco Chapter

COBIT® 4.1 Additions

= COBIT?®IT Control Practices

O O O O O O

O

Non-prescriptive control designs for achieving the control objectives
Describing the necessary and sufficient steps to achieve control objectives
Action-oriented, enabling timely execution

Measurable and relevant to the purpose of each control objective

Cover all inputs, activities, and outputs of the processes

Support clear roles and responsibilities (including segregation of duties)
Generic and specific practices

m IT Assurance Guide Using COBIT®

O

O

O

Testing of control approaches covering 4 assurance objectives

= 1) Existence, 2) Design Effectiveness, 3) Operating Effectiveness, 4) Design & Operating
Efficiency

Provide 3 types of assurance guidance

= 1) Testing suggested control design, 2)Testing control objective achievement, 3)
Documenting impact of control weakness

Tests based on a documented taxonomy of relevant assurance methods

= Inquire and confirm, inspect, observe, re-perform or re-calculate, automated evidence
collection and analysis

November 7, 2011
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Browsing Benchmarking Con

|
#5464 COBIT® Online
‘ MNew Filter / MyCobit

W ’@CobitOnline {7 PDF Downloads

m CobIT Summary Table
0)3:

Home Browsing Benchmarking Community Sign Out Linking IT Goals to IT Proce

Browsing > Browse All Contents

Linking Business Goals to I

Process Controls

Process Controls

Plan and Organise

Deliver and Support

. Process Importance H
Ensure Systems Security

Define a Strategic IT Plan The need to maintain the integrity of information and protect IT assets requires a security Information Criteria
Define the Information Architecture management process. This process includes establishing and maintaining IT security roles and -

- - - - responsibilties, policies, standards, and procedures. Security management also includes .lEffECt'VEHESS
Detgrmlne Technological Direction performing security monitoring and periodic testing and implementing corrective actions for -lEfﬁciency
Define the IT Processes, identified security weaknesses or incidents. Effective security management protects all IT

Organisation and Relationships assets to minimise the business impact of security vulnerabilities and incidents. Il (Confidentiality
Manage the IT Investment Bl [integrity
Communicate Management Aims Control over the IT Process of EIAvaiIability

and Direction -
Manage IT Human Resources Ensure Systems Security B|Compllance
Bl Reliability

Manage Quality
Assess and Manage IT Risks
Manage Projects

that satisfies the business requirement for IT of

maintaining the integrity of information and processing infrastructure and minimising the Used Resources
Acquire and Implement impact of security vulnerabilities and incidents —
-IAppllcatlons

Identify Automated Solutions -Ilnformation
Acquire and Maintain Application by focusing on
Software .Ilnfrastructure
Acquire and Maintain Technology defining IT security .policies, pla.nvs_and prqce.dures, and monitoring, detecting, reporting -IPeopIe

Infrastructure and resolving security vulnerabilities and incidents
Enable Operation and Use

Procure IT Resources is achieved by IT Governance
Manage Changes

Install and Accredit Solutions and ¢ Understanding security requirements, vulnerabilities and threats -IStrateglc Alignment

B T T P Y S S DU S FRE U [ | - 1 1

v

Done € Internet F100% v
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®
SACA ® -
San Francisco Chapter

W R ‘ @ Cobit Online [ ] - d v b Page v () Tooks
~
: : : i N: B WM 7
Home Browsing Benchmarking Community Sign Out ; =
Browsing > Browse All Contents )| Feedback &A| print Friendly m Legend
C.P.
Process Controls Deliver and Support - : . ~
rocess 1importance
Frocess Controks Ensure Systems Security
Plan and Organise
Define a Strategic IT Plan 5.1 Management of IT Security
Define the Information Architecture . . . . . . L .
- - - - Manage IT security at the highest appropriate organisational level, so the management of security actions is in line with
Determine Technological Direction business requirements.
Define the IT Processes,
Organisation and Relationships 3
Manage the IT Investment Effectiveness: @) I
Communiqate Management Aims Expedience: 0 L Contribution: 0 Effort: @
and Direction - |
Manage IT Human Resources Sustainability: ()
Manage Quality
Assess and Manage IT Risks 53 IS ity Pl
- . ecur an
Manage Projects ity
Acquire and Implement Translate business, risk and compliance requirements into an overall IT security plan, taking into consideration the IT
S : infrastructure and the security culture. Ensure that the plan is implemented in security policies and procedures together
Identify Automated Solutions with appropriate investments in services, personnel, software and hardware. Communicate security policies and
Acquire and Maintain Application procedures to stakeholders and users.
Software
Acquire and Maintain Technology o 0
Infrastructure Effectiveness: —l
Enable Operation and Use Expedience: () | Contribution: & Effort: &
Procure IT Resources Sustainability: 0 |
Manage Changes
Install and Accredit Solutions and v

€D Internet F100% v
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|
—+SACA ® :
San Francisco Chapter

W ‘@CobitOnline ’ ‘ - E) - = v [hpage + ¥ Tooks -

Process Controls

Deliver and Support

Process Controls Process Importance H

Ensure Systems Security

Plan and Organise

Define a Strategic IT Plan
Define the Information Architecture

Determine Technological Directon | | - [P yoTSeeTYS

Define the IT Processes, . . . . .
Organisation and Relationships Manage IT security at the highest appropriate * Critical IT assets * Lack of IT security

organisational level, so the management of security protected governance

¥ 5.1 Management of IT Security

Manage the IT Investment

- - actions is in line with business requirements. * IT security strategy * Misaligned IT and
Communicate Management Aims supporting business needs business objectives
and Direction « IT security strategy ¢ Unprotected data and
Manage IT Human Resources aligned with the overall information assets

Manage Quality business plan
- * Appropriately

Assess and Manage IT Risks implemented and

Manage Projects maintained security

i practices consistent with

Acquire and Implement applicable laws and

Identify Automated Solutions regulations

Acquire and Maintain Application .
Software Control Practices

Acquire and Maintain Technology 1. Define a charter for IT security, defining for the security management function:
Infrastructure » Scope and objectives for the security management function
Enable Operation and Use * Responsibilities

* Drivers (e.g., compliance, risk, performance)

2. Confirm that the board, executive management and line management direct the policy development process to
Manage Changes ensure that the IT security policy reflects the requirements of the business.

Install and Accredit Solutions and 3. Set up an adequate organisational structure and reporting line for information security, ensuring that the security
Changes management and administration functions have sufficient authority. Define the interaction with enterprise functions,
particularly the control functions such as risk management, compliance and audit.

4. Implement an IT security management reporting mechanism, regularly informing the board and business and IT
management of the status of IT security so that appropriate management actions can be taken.

Procure IT Resources

Deliver and Support

Define and Manage Service Levels
Manage Third-party Services

Manage Performance and Capacity

. : 1. Approach
E Conti Serv . . . .. . . . .
fISUre “ONHnuous Service Design the control approach for achieving this control objective and define and maintain the set of control practices

Ensure Svstems Securitvy | e e dis diehe v
€ Internet H100% ~
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San Francisco Chapter

W ke ’ (& Cobit Online [ I - deh v | Page v (CF Tools ~
~
Process Controls Deliver and Support
Process Controls z e
Ensure Systems Securlty
Plan and Organise
Defi Strateqgic IT PI 2 2
STNE 8 strategie 21 7an | * Testing The Control Design |
Define the Information Architecture
Determine Technological Direction - ]
: = 5.1 Management of IT Securi
Define the IT Processes, 9 ty
Organisation and Relationships T I . = Ld
Manage the IT Investment Control Objective
Communicate Management Aims Manage IT security at the highest appropriate e Critical IT assets ¢ Lack of IT security
and Direction organisational level, so the management of security protected governance
Manage IT Human Resources actions is in line with business requirements. ¢ IT security strategy * Misaligned IT and
- supporting business business objectives
Manage Quality needs * Unprotected data and
Assess and Manage IT Risks o IT security strategy information assets
roi aligned with the overall
Manage Projects business plan
Acquire and Implement * Appropriately
implemented and
Identify Automated Solutions maintained security
Acquire and Maintain Application prac.tices consistent with
Software appllca!:)le laws and
Acquire and Maintain Technology regulations
Infrastructure
Enable Operation and Use Testing the Control Design
Procure IT Resources * Determine if a security steering committee exists, with representation from key functional areas, including
Manage Changes internal audit, HR, operations, IT security and legal.
Install and Accredit Soluti p * Determine if a process exists to prioritise proposed security initiatives, including required levels of policies,
nstall and Accredit solutions an standards and procedures.
* Enquire whether and confirm that an information security charter exists.
Deliver and Support * Review and analyse the charter to verify that it refers to the organisational risk appetite relative to information
" " security and that the charter clearly includes:
Define and Manage Service Levels - Scope and objectives of the security management function
Manage Third-party Services - Responsibilities of the security management function
. - Compliance and risk drivers
Hanage Perf.ormance an'd Capacity * Enquire whether and confirm that the information security policy covers the responsibilities of board, executive
Ensure Continuous Service management, line management, staff members and all users of the enterprise IT infrastructure and that it refers
Ensure Sustems Securitvy. | to detailed security standards and procedures. b

€ Internet #100% v
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HsACA COBIT® Online
= I

W [gCobiT Online 4.1 ]_l - feh v ;- Page v () Tools ~

»» Dowload Maturity Scores

Plan and Organise

Deliver and Support

Define a Strategic IT Plan
Define the Information Architecture

Ensure Systems Security

Determine Technological Direction
Define the IT Processes, Overall Vl [JPercentages
Organisation and Relationships
Manage the IT Investment 180.00

Communiqate Management Aims
and Direction 160.00 4

Manage IT Human Rescurces
Manage Quality

: 140.00 -
Assess and Manage IT Risks
Manage Projects 120.00 4 )
Acquire and Implement (32,00 @D Non existent
Identify Automated Solutions 100.00 61.00 @B InkialAd Hoc
- — — 156.00 @ Repeatable but Intuitive
Acquire and Maintain Application
Software 105.00 @ Defined Process
Acquire and Maintain Technology 80.00 1 29.00 €& Managed and Measurable
Infrastructure 7.00 Oplimised |

Enable Operation and Use 60,00 -
Procure IT Resources

Manage Changes 40,00 -
Install and Accredit Solutions and

20,00 1
Deliver and Support

Define and Manage Service Levels
Manage Third-party Services
Manage Performance and Capacity

0.00

Ensure Continuous Service D§1
DS13, 50  ,ps2
Identify and Allocate Costs :bs
Educate and Train Users 3.5 b
Done € Internet *100% -
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|
®
SACA ® -
San Francisco Chapter

-

Wk ’ @ CobiT Online 4.1

Changes
Deliver and Support
Define and Manage Service Levels
Manage Third-party Services
Manage Performance and Capacity
Ensure Continuous Service

Identify and Allocate Costs
Educate and Train Users
Manage Service Desk and Incidents
Manage the Configuration
Manage Problems

Manage Data

Manage the Physical Environment
Manage Operations

Monitor and Evaluate

Monitor and Evaluate IT
Performance
Monitor and Evaluate Internal
Control

Ensure Compliance With External
Requirements

Provide IT Governance

[

@2 B8 g v ;b Page v () Tools ~

20.00

0.00

DS1
DS13, 50 ,ps2
45
4.0
3.5
DS12 . 30 .DS3
o |25
SR
.0 N
DS11 - 05 ‘l\ - DS4

DS10 © “fl/ “DS5

.

DS9 ' DS6

Ds8’ DS7

”~@ Overall Average Score

—— Industry Average Score
=~ Size Average Score
—{*= Geography Average Score

Score:
* 0 = Non existent
¢ 1 = Initial/Ad Hoc
* 2 = Repeatable but Intuitive
¢ 3 = Defined Process
e 4 = Managed and Measurable
* 5 = Optimised

Legend:
* Your size: >$5,000M turnover or =15,000 staff
* Your industry: Public Sector
* Your geography: North America

[>

=]

Done

Q Internet

* 100%

v
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Summary

ﬁSACA
aaaaaaaaaaaaaaaaa "COBIT s® Value As A meework
—-
¢ Enables the to review specific IT processes against COBIT s

Control Objectives to determine where controls are sufficient or
advise management where controls over processes need to be
improved.

4

s+ Helps answer questions - “Is what I’ m doing
adequate and in line with good practices? If not, what should I be
doing and where should I focus my efforts?”

*

4

*»* COBIT® is a framework and is NOT exhaustive or definitive. The
scope and breadth of a COBIT® implementation varies from
organization to organization.

*

&

s COBIT® prescribes “what” processes and controls should be in
place. An effective implementation requires that COBIT® be
supplemented with other sources of industry standards and “good
practice” that prescribe the “how’ for controlled process execution.
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— WIS TRAINING NSTITOTE'S
~SACA ITAUDIT & CONTROLS
" San Fraclsto Chaper AGE NDA 28TH ANNUAL CONFERENCE
=B

< Overview of COBIT®

< Integrating CoBIT® Domains into IT Audit
Planning & Scope Development

+ Integrating COBIT® into the IT Audit Lifecycle
«+ COBIT 5 Update

<+ Summary & Wrap-up
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ASACA Tntegration Overview

an Francisco Chapter

=

114l

Map COBIT to the Technology Audit Universe

Ensure Consistent Audit Coverage By Establishing IT
Audit Focal Points

Map COBIT to Relevant Regulatory, Industry, and
Technology Specific Standards / Guidelines /Best Practice

and the Organization’s IT Policies, Standards, Guidelines,
and Procedures

Integrate COBIT Into the IT Audit Lifecycle

3% Map COBIT to the Annual and Rotational Audit Plans

. Develop Work Programs (Supplement Existing Work
Programs With COBIT Audit Guidelines)

3¢ Joint Risk Self-Assessments
3% Analyze, Document, Validate Results
3% Report To Management

November 7, 2011
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—SACA

Trust in, and value from, information systems
San Francisco Chapter

' Mapping COBIT® to the
Technology Audit Universe

Back to Business



aaaaaaaa

co Chapter

#SACA Unraveling the Technology Audit Universe

Understand / Asses Risk

STEPS
1 Identify
. mission critical

Division /
Business

. business cycles.
2. Identify
applications
supporting
those cycles.

3. Identify
technology and
infrastructure
components.
4. Identify IT

: process

| Infrastructure i universe.

L & Processes 5. Identify and
e el A9S€SS TISK.

Business

IT
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#iSACA Understanding the Technology Infrastructure

‘ N
External Risks Internal Risks (Enterprise Network)
Vulnerability to Outsiders Unauthorized Access by Internal Users (employees or contractors)
[ o, 1
I Centralized Systems I
: ggk :  Distributed Systems |

COURTS ‘g@%

I

il | - .
Remote Access & ) ;'/g .8

[
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+isAcA Understand Relevant Technology “Layers”

San Francisco Chapter

-

INFORMATION TECHNOLOGY POLICIES & STANDARDS

Other Network Components

I I I r
| IT Procedures ( ment h implemen ri ndards / requirements) ] Administration
/I\ | Administration Tools || & Management
1
S~
|
S | e
< Distributed Applications Mainframe Applications I Application
o | Controls
O |
Y ] |
o
I | Distributed Databases | | Mainframe Databases | :
(Q I | Database
Qg\ I Oracle DB2 Sybase | |SQL/Server DB2 Datacom | Controls
fU_ I 4 A |
o ! |
Q. | Distributed Servers | | Mainframes ] | Platform
)
4\5 I Windows NT /2000 / XP UNIX MYVS (0S/390), TopSecret, RACF | Controls
= |
L l
! |
\/ : Firewall Components (Routers, Bastion Hosts & Firewall Applications) | Network
I I Controls
I |

Monitoring & Incident Response ' — — — — — = = = = = = =
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TSACA Understanding the Process Universe

rustin, and value from, information sys
$San Francisco Chapter

Relationship Management

>——F—_

v v
Acquire & Implement | Maintain

IT GOVERNANCE

Portfolio/Project
Management

Monitor & Evaluate

Deliver & Support

Technology Organization, Strategy, Architecture & Planning
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Trustin, and value from, information systems

#5464 Understanding the IT Governance Structure

San Francisco Chapter

-

Set, Approve & Align IT Policy with Business Strategy

Budget &
Financial

Business
Services &
Admin

Resident

9 members — charter of this body to be defined through working sessions
These areas represent the “lines of business”™ within the City.

IT Governance Board

Determine City Operational Model, Approve Technology Strategy and Principles — Review IT Policy &
Recommend Business IT Policy

Budget &
Financial

Public
Transport

Public

9 — 11 members. These areas represent the “lines of business™ within the City.

- IT Governance Operational Committee

Large-Project
Oversite

PM Methodology

Enterprise IT Project
Management Office

Define Technology Strategy. Principles, and Standards — Recommend IT Policy & Govern Standards
Compliance

End-User Back-end Applications| Security Business Data, Voice,
Continuity and Video
& Recovery | Infrastructure

These are the architecture disciplines. Within each discipline there is a working group,
chaired by the IT Architect of that discipline, whose goal is to ensure that the standards
developed within the discipline are as comprehensive as possible

Enterprise IT Architecture

Enterprise
Initiatives

Large IT Projects

Enterprise IT Planning
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TiSACA Defining the Technology Audit Universe

Data Center Operations IT Governance
Information Security
I *Distributed Servers *Network & Perimeter I
*Mainframe *Remote Access >
Distributed & Mainframe Databases Security Engineering / P er, f ormance & Cap acth)
Information Privacy *Security Management
I *Monitoring & Intrusion Detection *Virus Prevention I
*Physical Security *Applications
L I I I I I I -~ °
/ > Architecture
Telecommunications

Network Management / \\A‘ Hardware Management

Problem Management Software Management

Change Management Database Management

User Support
System Development
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—SACA

Trustin, and value from, information systems

San Francisco Chapter

-

Security Audit Universe

Mainframe Security

*0/S (0S/390)

eSecurity Systems (Top Secret / RACF)
*Sub-systems (CICS, TSO, IMS DC, MQ)
Mainframe Databases (DB2, Datacom)

\

Information Security

Distributed Server Security
*UNIX (Solaris, AIX, HP-UX)

*Windows NT / 2000 / XP

eNetware

—

Distributed Database Security

:g?azclseooo I °Dis.tributed Servers *Network & Perimeter
*SQL/Server 'Malnframe . -Remo-te Acce.ss 4
eSybase 'Dlstrlbut§d & Mamframe Databases -Secuqty Engineering
eInformation Privacy *Security Management
I *Monitoring & Intrusion Detection *Virus Prevention
*Applications

*Physical Security

||

Network & Perimeter Security

*Firewalls
*Subsidiary Connectivity
*3rd Party Connectivity

/

|
|—>

Remote Access Security
*VPNs

*Modem Usage

«Other Remote Access Facilities
*Vendor Access

Monitoring & Incident Response
«System Logging & Reporting

esAutomated Intrusion Detection Systems (IDS)
sVulnerability Assessment Process

eIncident Response Program

L——————A

«—

Information Privacy
sPrivacy Office Compliance Program

Virus Prevention
eAnti-Virus Program

Security Management
*Policy, Standards, & Procedures Maintenance Process

eSecurity Awareness Program
*Security Metrics & Performance Reporting

Security Engineh

*Research & Development
sSecurity Self-Assessments

Application Security
*ETS Audit Coverage
«System Development Projects

Physical Security
&
Environmental

November 7, 2011 S11
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BN

Map Audit Universe To CoBIT®

3]
iruciure t Universe curi t Universe
Infras Audit Uni Security Audit Unt
&
bl = :
B = E & g &
COBIT Domdins 2 BT B 2 o EIEEEER HPEEE g : § g !
Ret ¢ R R HE B B B R
Process High-Level Conirol Ohjectives E g- AR FEHE HEERE g SEEHE £
(e.g. PO2)
PLANNING & ORGANIZATION
P01 |Define a Strategic IT Plan X b b
P02 |Defme the Rdonmation Architechure X X| X
\ ) P03 |Detenmine the Techmologjcal Direction X XX
P04 |Define the IT Organization and Relationdhips X
POS T the Rdonmation Tecdhmology Femestnet b
P06 [Commramicate Managzemert Adre and Direction X X X
P07 [Manage Honan Resources X X
FO8 Enaure Conplisnce wih Extemal Requiramerds 2 pY | X
PO |Assess Ricks X X XX
POI0 | Projects X
POII [Manage Quality X X b X b b XX
ACQUISITION & IMPLEMENTATION
A7 |ldertify Aatormated Sobations X X X x| x b X
A2 |Acquire and Mairtain Application Softvrare b X
A8 |Acquire nd Mairtain Techmology frastructire X X X X X
A¥ _ |Develop and Mairtain Procechres x| X X X X x| x b X
A5 |stall and Accredit Systems b X X
AR5 < X X X X X X X X
DELIVERY & SUPPORT
D51 |Define and Manage Service Levels b X X X X x| X bl X
D52 |Manage Third-Party Services X X b X X b X
D53 Mlmage Pefonmance & Capacity 2 2 2 2
DA Exsure Cortirorous Service X X X X X X X X X
D55 [Bnoure System Seaity X | x| x X[ X [X B
D55 |Idertify & Allocate Costs b b b X
0“\\‘] Applicable
&.\0“ Processes
“\\)S“ Noted
xr7
With X
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ﬁSAm Map Audit Universe To COBIT®

Trust in, and value frol tems
San Franclscu Chapler

Mapping Database
= pping

Domain  [Deliver/Support Control Objective

Security Testing, Surveillance and

IS0 17739:2005 (2):
IS0 17793:2005 (3): [

[10.10.2 - Monitaring system use ]
| ITD Policy (3)

[1.84 - Information Technology Security _~ |

|

=l

Ref. |DS5.5 Monitoring
e e e e e e e e e e e g
I » Audit Universe Element (1) [Monitoring & 1DS ~ ;II AR.(1)
Audit Universe Element (2] | - I &R.(2)
I Audit Universe Element [3) | AR.(3)
i TTs0T77ad2005 (T = [10.10.1 - Audt logaing -

|s1.5 - Intemal Network Access Restricti_~ |

|nt1.6 - Enterprise Netwaork Connectivity _~ |

=l

Focal Point (1) |M0nitoring Security Events - S|

Focal Paint [2) [Intrusion Detection System A . .

Focal Point (3) ||ncident Reponse A udlt Un erse E lem en ts
T I associated with

ITIL (2} | COoOBIT Detailed

MG ! Control Objective

Other |F'CI Standard - Requirement 10 NG j

'I
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—+SACA

Trust in, and value from, information systems

San Francisco Chapter

- Ensuring Consistent Coverage
IT Audit Focal Points

Back to Business



ﬂs‘f‘“ Audit Focal Points

$San Francisco Chapter

......................................................................................

Infrastructure - Information Security

* Access Control

» System Security Configuration

* Monitoring, Vulnerability Assessment,
& Response -

e Security Management &

Administration HD B 5 1>
xample

*Strategy & Structure
*Methodologies & Procedures

*Measurement & Reporting
*Tools & Technology
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HSACA Security

Trustin, and value from, information systems

San Francisco Chapter

Audit Focal Points / Areas of Emphasis

Access Control

System Security

Configuration

Assessment & Response

Monitoring, Vulnerability |

Security Management
& Administration

Standards & Procedures
Standards and procedures for access control are
documented, approved, and communicated.

Account Management
Account management procedures exists and are
effective.

Password Management
Password management mechanisms are in place to

ensure that user passwords comply with Schwab
password syntax and management criteria.

User Profile Configurations

User profile configurations are defined based on job
responsibilities.

Group Profile Configurations

Group profile configurations are defined to ensure
consistent access by users performing similar job
responsibilities.

Privileged & Special User Accounts
Privileged and Special User accounts are authorized and
restricted.

Generic & Shared Accounts
Generic & Shared accounts are not used as per Schwab
standards.

Logon / Logoff Processes
ystems should be configured to lock after consecutive
invalid attempts.

System Boot Process
System boot process is configured to ensure that only
authorized security settings and system services are
initiated during the system boot / IPL process.

Remote Access

Appropriate mechanisms are in place to control and
monitor remote user access to Schwab's internal
network.

Resource Safeguards (File/Dataset &
Directory/Volume Protection)
System level security has been configured to

appropriately protect critical system resources (files/
atasets, directories/volumes, applications, etc.).

Standards
Standards for secure platform

configuration are documented, approved,
and communicated.

Configuration Management
Procedures are in place to facilitate an
effective configuration management
process for standard images, patches and
other updates. Procedures are in place
for handling exceptions for non-standard
configurations.

Procedures
Defined procedures exist to ensure that
systems are configured in compliance
with Schwab security standards. The
procedures are tested, documented and
approved by management.

System Security Parameters
Systems are configured with security
parameters consistent with corporate
standards.

System Utilities

System utilities are managed effectively.

Standards & Procedures
Formal standards and procedures for
monitoring and incident response are
documented, approved an
communicated.

Loggin
ritical system and security events are
logged according to logging standards.

Reporting & Review
eports are produced and reviewed by
management periodically.

Incident Response
Security incident response procedures
exist and are applied consistently in an
event of a security breach. Escalation
protocols have been defined.

D

(D

Security Audit Focal Points
ensure consistent coverage across audits

and allow for trending
the “state of security” over time.

Security Program Strategy
Overall security strategy and direction has
been established and communicated.

Security Policy & Standards
Opverall security policy and standards are
documented, approved and communicated.

Procedures
Daily operational procedures have been
defined, documented and communicated to
ensure that individuals with administrative
responsibilities are able to effectively
execute standard administration
procedures.

Roles, Responsibilities, & Staffing
Roles and responsibilities have been
defined, documented and communicated to
ensure that individuals are informed of

their responsibilities.

User Education & Awareness
Awareness and education programs have
been established to ensure that users are
aware of appropriate corporate security

policy and standards.

Security Advisories & Alerts
Industry security advisories and alerts
should be closely monitored to ensure that
appropriate mitigating controls are in place

for identified vulnerabilities / exposures.

Security Administration
Responsibility for security administration
is appropriately assigned and
accountability has been established.

Environment Understanding
Gain a comprehensive understanding of

the computer-processing environment and
the relevant controls in place.
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—Hsaca Map Focal Points / Areas of Emphasis to COBIT®

Trustin, and value from, on systems

San Francisco Chapter (Example)

Access Control

Standards & Procedures
Standards and procedures for access control are
documented, approved, and communicated.

Account Management
Account management procedures exists and are
effective.

Password Management
Password management mechanisms are in place to
ensure that user passwords comply with Schwab
password syntax and management criteria.

User Profile Configurations

User profile configurations are defined based on job
responsibilities.

Group Profile Configurations

Group profile configurations are defined to ensure
consistent access by users performing similar job
responsibilities.

Privileged & Special User Accounts
Privileged and Special User accounts are authorized and
restricted.

Generic & Shared Accounts
Generic & Shared accounts are not used as per Schwab
standards.

Logon / Logoff Processes
ystems should be configured to lock after consecutive
invalid attempts.

System Boot Process
System boot process is configured to ensure that only
authorized security settings and system services are
initiated during the system boot / IPL process.

Remote Access

Appropriate mechanisms are in place to control and
monitor remote user access to Schwab's internal
network.

Resource Safeguards (File/Dataset &
Directory/Volume Protection)
System level security has been configured to

appropriately protect critical system resources (files/
atasets, directories/volumes, applications, etc.).

o
BOV.E

GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY

Detailed
Control
bjectives

Record Applicable
Focal Points &
Areas of Emphasis

Ref.

COBIT Domains & Control Objectives

PLANNING & ORGANIZATION

COBIT Control

Define a Strategic IT Flan

IT as Part of the Organization's Long- and Short-Range Plan

1T Long-Range Plan

1T Long-Range Planning, Approach & Structure

IT Long-Range Plan Changes

Short-Range Planning for the IT Function

Communication of IT Plans

Monitoring & Evaluating of IT Plans

Assessment of Existing Systems

Define the Information Architecture

Information Architecture Model

Cotporate Data Dictionary & Data Syntax Rules

Data Classification Scheme

Security Levels

\
>\

Determine Technological Direction

Technological Infrastructure Planning

Monitor Future Trends & Regulations

Technological Infrastructure Contingency

Hardware and Software Acquisition Plans

Technology Standards

Define the IT Organization and Relationship

IT Planning or Steering Committee

Organizational Placement of the IT Function

Review of Organizational Achievements

Roles & Responsibilities
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ﬁSAm Map Audit Focal Points To CoBIT®

Trustin, and value frof

"2 Mapping Database

Domain  [Deliver/Support Control Objective [Security Testing, Surveillance and —
Ref. |DS5.5 Monitoring
» Audit Universe Element (1) [Monitoring & 1DS ~|  ARM [1.84 - Information Technology Security _~ | .

Audit Universe Element (2) | =] ARQ@ | =] Focal Points
Audit Universe Element (3). [ ~] AR | =1 associated with
IS0 17733:2005 (1 [10.10.1 - Audit logging ~1  ITD Palicy (1) [<1°6 - Intenal Network Access Resticti_v | CoOBIT Detailed
IS0 17799:2005 (2): [10.10.2 - Monitaring system use ~| ITD Policy (2) |nt1.6 - Enterprise Netwaork Connectivity _~ | o o
[ = Control Ob]ectlveJ
Focal Point (1) |M0nitoring Security Events ] I

I Focal Paint [2) [Intrusion Detection System | I

I Focal Paint (3) [Incident Reponse | I

772 Y
ITIL (2): I |
ITIL (3): I |
Other |F'CI Standard - Requirement 10 b

'I
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+:$Ac/| Map Focal Points / Areas of Emphasis To Individual Audit

o Ppoject Tracking / Measurement Database

o
‘ - N

Number |10701 05 Name |Securily - Monitoring & Intrusion Detection =
Quarter: | b [ Commit Hours | ]
Comments Overall Maturity Ranking
I =] Areas of Emphasis
I Maturity Ranking Details . e . .
Focal Point_Maturity Ranking Area of Emphasis and Maturity Ranking lnleldual audlts
I [Monitarin i ici /
g Security Events ] |Palicies & Procedures y/ =
I 2 -Repeatable ~ |Logging Security Events v |2 - Repeatable |
|
I [Reporting & Review | |2-Repeatable ]|
I =1 | JE2
[Intrusion Detection System | |Palicies & | |3-Defined -] I
I [3-Defined | [IDS Infrastructure | |3-Defined ~ I
IDS Alerts, Logs, & Reporting - Defined =
| ! |
I | |
I [Incident Reponse | [Incident Identification & Defintion | [2- Repeatable | . .
[3-Defined -] [Incident Escalation | |3-Defined -] I Maturlty Ratln g A
| [Incident Tracking, Remediation, C_~|  [3-Defined -] | aSSigned during
I | = | = the audit
| Focal Points || =177 =]
[ . . | =1 =l
associated with
.. |l I |
individual audits|; = | = —
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—+SACA

Trust in, and value from, information systems

San Francisco Chapter

Mapping COBIT® to Relevant
Industry Standards, Guidelines &
Best Practices

® N

mL ==
IT Service Management Vendor-Specific o rr
Guidance m 44 IE -~

GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY

Back to Business




ﬂsam Classification of Industry Standards
°°°°°°°°°°°°° ~ “What” versus “How”

N |
GOVERN )
W S trategic GOVERNANCE, CONTROL
H P i LG A
A \ N S~ ®
T Process civiMmi
— S0 g
MANAGE =
. y r
H Tactical > U VW Ia,
(Process Instruction) J
O ®
W Process I I IL Vendor-Specific
Execution / IT Service Management Guidance
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THSACA. A yailable COBIT® Mappings

Currently available at ISACA.ORG or ITGI.ORG

= Go to CoBIT link JTIL V3 (IT Infrastructure Library)
ISO IS027002(17799:2005)

(Security Code of Practice)

NIST SP800-53 Rev 1 (Security — Federal IS)

eCMMI for Development V1.2
(Capability Maturity Model Integration)

vt | *SEI’'s CMM for Software

With CoBIT" 4.1 (Capability Maturity Model For Software — retired)

*TOGAF 8.1

(Open Group Architecture Framework)
PMBOK (Project Management BOK — ANSI Standard)

H.m *PRINCE2 (Projects in Controlled Environments)
*Others under development
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wsaca TR

IT Service Management

San Franclscu Chaptev

-

recevead

Mapping
Detailed: By Control Objective

DS8

Manage service desk
and incidents

SO 4.1 Event management
S0 4.2 Incident management

DS8.1

Service desk

SO 4.1 Event management
SO 4.2 Incident management
S0 6.2 Service desk

DS8.2

Registration of customer
queries

SO 4.1.5.3 Event detection

SO 4.1.5.4 Event filtering

S0 4.1.5.5 Significance of events
S0 4.1.5.6 Event correlation

S0 4.1.5.7 Trigger

SO 4.2.5.1 Incident identification
S0 4.2.5.2 Incident logging

S0 4.2.5.3 Incident catenarisatinn

S0 4.2.5.4 Ing
S0 4.2.5.5 Inif
S0 4.3.5.1 Mg

DS8.3

Incident escalation

S0 4.1.5.8 Re)
S0 4.2.5.6 Ing
S0 4.2.5.7 Inv
S0 4.2.5.8 Re
S0 5.9 Deskid

DS8.4

Incident closure

S0 4.1.5.10 G
S0 4.2.5.9 Ing

DS8.5

Reporting and trend analysis

S04.1.59Re

CSl 4.3 Servic

DS9

Manage the configuration

ITIL V3 Coverage of COBIT CO
E = Exceeded (ITIL exceeds COBIT)
C = Complete

A+ = Many

A = Some

A- = Few

N/A = Not addressed

SS 3.2 Service assets
ST4.3 Servloeasetandcmﬁguratlon management
ST 4.3.4.1 Service asse :

Source: IT Governance Institute - COBIT® Mapping: Mapping of ITIL V3 with COBIT®4.1
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4,5,,,;,, Map Relevant Standards To CoBIT®

Trustin, and value from, information systems

"2 Mapping Database

. " -~
Domain [Deliver/Support Control Objective [Security Testing, Surveillance and I
Ref. |D85.5 Monitoring

» Audit Universe Element (1) [Monitoring & IDS ~| AR [1.84 - Information Technal
Audit Universe Element (2) | ~| AR [ -
Audit Universe Element (3) | ~| AR@3 =

— | ] | ] | ] | ] | ] |
IS0 17799:2005 (1); [10.10.1 - Audit logging | D Policy (1) [s1.6 - Internal Network Access Restricti_~ |
IS0 17799:2005 (2): |1 0.10.2 - Monitoring system use ;I I ITD Policy [2) |nl1 .6 - Enterprise Network Connectivity ;l
IS0 17799:2005 (3} | =1 | 7D Poiicy (3 | =]

] | ] | ] — | | — | | — | | —
Focal Point (1) |Monitoring Security Events -
Focal Paint (2) [Intrusion Detection System |
ITIL (1): II ;I I
I | e | | | ®
F | ] | | —_— — —_— — —_— — —_— — —_— — —_— — —_— — —_— — —_— —
Other PCI Standard - Requirement 10 I
| — ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ]
IT Service Management
S»{urrtv
Standards Councul

'I
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Trust in, and value from, information systems

San Francisco Chapter

Mapping COBIT® to Organizational
IT Policies, Standards, Guidelines &

- Procedures

Back to Business



ﬁs’""" Policies, Standards, Guidelines & Procedures

a IT Policies Policies:

High-level statements. When there 1s no specific
standard to follow, policies provide general
guidance.

IT Standards Standards:
Standards establish a point of reference, providing
criteria that may be used to measure the accuracy
and effectiveness of procedures / mechanisms that
\_ are 1n place.

— > = =
N

" IT Guidelines Guidelines:
Guidelines provide specific and detailed
requirements relative to implementing specific IT
H standards (i.e., platform specific; function specific;
0 < component specific, etc.).
W

IT Procedures Procedures: . ,
Procedures provide step-by-step instructions for

end-users and technical staff for the execution of
\_ specific IT processes.
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—usaca  Map IT Policies / Standards To CoOBIT®

Trustin, and value from, information systems

San Francisco Chapter M a l n D at a b ase
pping

Domain  [Deliver/Support Control Objective [Security Testing, Surveillance and
Ref.  [DSEE Monitoring
L ) ) ) ) ) L . L ) . L]
» Audit Universe Element (1) [Monitoring & IDS | I AR.(1) |1.84 - Information Technalogy Security _ |
Audit Universe Element (2) I - I &R.(2) |
&udit Universe Element (3) | ~| AR@Q | | I
1S0 17799:2005 (1); [10.10.1 - Audit logging | I ITD Policy (1) [$1.6 - Intemal Network Access Restricti_v | I
1S0 17799:2005 [2): |1 0.10.2 - Monitoring system use ] I ITD Policy (2) |nt1 .6 - Enterprise Network Connectivily
50177332005 (3 | =1| 17D Policy (3) |
— e e e o o e e o o
Focal Point (1) [Monitoring Security Events ]
Focal Point (2) |Intrusion Detection System |
Focal Point (3) [Incident Reponse |
ITIL (1) M [~ |
ITIL (2): I |
ITIL (3): I |
Other |PCI Standard - Requirement 10 .
=
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|
San Francisco Chapter

< Overview of COBIT®

<+ Integrating COBIT® Domains into IT Audit Planning
& Scope Development

+ Integrating CoBIT® into the IT Audit
Lifecycle

+» COBIT 5

< Summary & Wrap-up
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+#sAcA 1T Audit Approach Overview

San Francisco Chapter

- e

COBIT CoBIT Risk & Control
Manuals & Assessment Questionnaire
Other Best :

{ﬁ / Practice Material L | s T ——

Audit Planning Session

CoBIT To Audit
Mapping Template

{E}Engagement
Scope

"Applicable COBIT Contr
Ref. COBIT Domains & Control Objectives joctives

Kick-Off =
Meeting

\ 4
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Trustin, and value from

San Francis

P!

Process
(e.g. POI)

fDetailed
Control
Objective

\(e. g 2.1 )

o,

#sAca Map Audit Scope To CoBIT®

Ref.

Applicable COBIT Control

COBIT Domains & Control Objectives Objectives
(mark with 'X")
PLANNING & ORGANIZATION ;
>> PO1 |Define a Strategic IT Plan \
1.1l IT as Part of the Organization's Long- and Short-Range Plan \
1.2| IT Long-Range Plan \
1.3 IT Long-Range Planning, Approach & Structure \
1.4| IT Long-Range Plan Changes \
1.5 Short-Range Planning for the IT Function \
1.6| Communication of IT Plans \
L7| Monitoring & Evaluating of IT Plans \
1.8|  Assessment of Existing Systems \
PO2 |Define the Information Architecture \
2.1| Information Architecture Model \
L/ / 2.2| Cotporate Data Dictionary & Data Syntax Rules ‘ Y I
2.3| Data Classification Scheme .
2.4]  Security Levels Appllcable :
PQO3 |Determine Technological Direction
3.1 Technological Infrastructure Planning P rocesses |
3.2| Monitor Future Trends & Regulations an d :
3.3| Technological Infrastructure Contingency L
3.4| Hardware and Software Acquisition Plans Q Q
3.5 Technology Standards Ob-] eCtlves |
PO4 |Define the IT Organization and Relationships Il

4.1 IT Planning or Steering Committee

4.2| Organizational Placement of the IT Function
4.3| Rewiew of Organizational Achievements

4.4| Roles & Responsibilities

Noted In ||
This i

Column ||

November 7, 2011
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ﬁSAm Map Audit Scope To COBIT®

Trustin, and value from, information systems

"2 Mapping Database

Number [1070061 Name [City Network Security & Control r
.ﬁ )
Deliver and Support
Ref. COBIT Domains and Control Objectives Applicable COBIT Control Comments M aturity R ating
D51 Define and Manage Service Levels
1.1 Service Level Management Framework r | | ;|
1.2 Definition Services r [ | | ]
1.3 Service Level Agreements v I LI
1.4 Operating Level Agreements r [ _? EEE;T”iStenl
15 Monitoring and Reporting of Service Level Agreements v I— - Heeatable
1.6 Review of Service Level Agreements and Contracts r I— d
5 - Optimized
Ds2 Manage Third-party Services
2.1 Identification of All Supplier Relationships r [ | -]
2.2 Supplier Relationship Management v [ | |
23 Supplier Risk Management r [ | LI
2.4 Supplier Performance Monitoring r [ | |
DS3 Manage Performance and Capacity
31 Performance and Capacity Planning v | | L]
32 Current Capacity and Performance r | | ;]
33 Future Capacity and Performance r | | ;]
34 IT Resources Availability v [ | |
35 Monitoring and Reporting r | | ;'
DS4 Ensure Continuous Service
4.1 IT Continuity Framework v [ | -]
42 IT Centinibn Plane r [ [ — | v
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HSACA Using CoBIT® Framework To Tie It All Together...

$San Francisco Chapter

r—

Audit Scope Memo Defined CoBIT Risk & Control Work
Assessment Questionnaire  Program

TO: Sendor Cliat Manager .
: . PR — Conlt Objcti:
TROM: Lend High-fevel Cantrol Objective: <+igh-fevel Cbjective 1 (falow GabiT crcer: PO frst, then Al, OS, M)> | Overall Maturity Rating. <Jnsert Rating Here>
DATE: Febnaary 4,2008 o] - ey
SUBJECT: 023k i L Audit e | @Eﬁ;ﬁ;
A — e
e o [ ———
The temal foadt Departmert (LAD ) and Eformation Security Services (1SS )will participate na joirt assessment of s Bt
sequrky practices huplace toproted X¥Z Comparey s network irfrastructiure from extemal threats assocized with Ftemet. e e e
and 3™ party netwrork camedivity. This revien will begin on Feboary 18, 2003, and will cortine thaough hme 2003, At T
il i e
‘The primary purpose ofthis is o obtam an ire of the policies, procedures, wd tools assodatedwrith M:‘::‘f:'m“w S
sequring the nawor i The overall objective ofthe rewienr & to idertify major risks ad evabate whather Pictie et X7 oy Teey s iRl >
sufficiert mechanisms and tasks are 2uplace to mitigate those risks . LAD and ISS wrll assess the netwrork securty Fi‘»:,“::‘;';;‘:nw R
nfrastracture by folloaing guideline and principles that are set forth inthe CoanT {Cordrol Chjedives for < s
and Related Teckmology ) framenror. & detailed reviewr of CoenTwill be provided nthe Kide- Of Meeting =

el of February 17,2003,

The COBIT Cordrol Objectives applicable to fhis rewiemr duchide:
= DES5 Exsure Systems Security
DS5.1 Maage Seaurity Measurs
DS5 2 Idertification, Anthertiction amd Access
D85 4 User Aconnt.

IMwagemerd
D85 5 Mwwgemert Reviewr of User Accowts
D557 Seamrty Surveillmce
DS5.10 Violation ard Security Activity Reports

DS5.11 lddert Hmdling
DS5.12 Reaccredidation
D855 20 Fireaall Architecturs and Corectiors with Public Netwods
= D59 Maage the Cafigurtion

¥ D89.1 Corfigurtion Recording

¥ D392 Corfigurtion Baselne
v .

Audit Report

AN N SN NN N

Joint Risk Assessment

<Insert Assessment Name Here>

Report to Management

ool Comacts Xtz Company
pet vy < Pl k- bl Doy
et el “ima: Flen ik 12 e Lance
fer=my e Fhe ok o, 22555

0% Compary
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—HSACA

San Franclscn Chapler

One Table For Each
Audit Focal Point
Included In Audit Scope

-

examination, testing).

Audit Scope & Planning Repository
(i.e., Detailed Audit Scope & Work Program)

Audit Repository is used to document key questions to be answered
throughout the audit as well as planned audit validation steps (observation,
The Repository is used to facilitate planning
discussions with the audit team and management.

N
Focal Point: infrusion Detection System
+
0 R Conirol Ohjectives & Associated Standards / Guidelines Questions To Be Answered Validation (Observation, Examination, Tesiing)
ne ow Arvea of hasis: Policies and Procedures 1. What group(s) perfonns sequrity montoring fimctions throigh m 1. Detenmine what group(s) is responsible for sequrity monitoring md
F E h ] B ] ] . o Rdrasion Detection Systan (IDS) obtain doomnerded policies and procedures.
or cac e B D e e Somd i | 2. Dotsthe g e ot d ol o Gt Qe
Area of mm@sMa&wﬁcMMmWsemﬁwwmmﬂ@m the security montoring fimction
toinddets. 3. Corfion thatno Ciy IT Qandard exdsts that addresses sequrity .
p L D.Sinmmgmae!ofﬂ‘mm Tixwge IT seaxiy 2 the highest. 4. Is any third party sequrity moritoring sofbarare nraving anthe netarork .
e orgwiztonal lavel, so fhe maragemert of seamriy adians is inline componerds Servers TeStlng
bsiriss TequiTmerds . . . s .
. . : . 5. Are sppropriste systams Qurity admindstration 1inthe
E' Mz””””“‘ﬁmh@ﬁwmwﬂ perfonning sequrity ¥ mmdmdzﬁnmgpcat;m e
mmmﬁ?‘pﬁms rfomation oty azbre policies nd standirds to the spplicabiliy of the policies and
implemerted mseamdy policks " N Py
o hdpmcedmes together with PLIprits dUedmerts Mservices, pesanel, standards throughout the proc ewirorenent?
Appllcable COBIT pliware, avd hamdware . Searrtypolicies avdprocedures are commamicated o | 6. Is 5 process i place to ensure systems and security admingstration
ﬂzeholdersmdums X o . persormel are rdonmed of all re City sequrity policies and standards
Con trol PS5 5 Sequrity Testing. SwvdBoxce, axd Mmitoving —Erame fhat IT seaumity (4.R. 184 and the CERT group
pplemertation ¥ tested 3d mordoredpmactirely. B sequrity sould be
. . acqediedperidicallyto ansurethe pproved seomiy lavelis makdaied. A
Ob]ectlves keshg md fimction awbles fhe early dtedion ofwusal or
prommal adirdies that may need to be addressed. Accesstothe loggng
rdormation ¥ i lirne v busivess reguiremerds i terms of access oghts ad
Tetadion Tequiremerds .
icale COF AR (5) & ITD Standardg):
1. Are there one ornmltiple DS Preplanned 1. Bterviewr IDS tech
2. What kind of attacks can the 2. Reviewr system paraneter and settings.
3. What application(s) is used? Assessment |, | 3. review dunge 1og
pattemamatching, etc )7 . 4. Reviewr access cordrol list and accourdt settings.
4. Whre isthe IDS positioned Questlons by
of netarork diagran)?
. d. ay *
Other Applicable  |erissiansynay] . proemat
Applicable
Standards / Best c . .
. o Organization-Specific
Practices / Guidelines . .
IT Policies & Standards
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ﬁsAcA CoBIT® Control Assessment Questionnaire

San Francisco Chapter

One Table For Each
High-Level CoBiT
Objective Included In Scope

S
S

Overall Maturity Rating for each

Questionnaire is used during work sessions High-Level Control Objective
held with clients to complete a maturity assigned based on results of
assessment of the area under review.

joint assessments of each

Detailed Control Objective.

N/

Wed By COBIT Objective:

High-level Controf Objective: <High-level Objective 7 (follow CobiT arder: PO first, then Al, DS, M)> | Overall Maturity Rating: <Znsezz %ﬁngﬁ'cnﬁ

Defratiaee < COBIT Maagemert Defirdion of High Lavel Objedive taben from the page inthe Marwagemert Guidelines bodila withthe rmtivg defiitions - begis with " Cortrol averthe ITpmocess .. wifhufhe basiess goal of ...»

XYZ Company
Specific Control
Objectives

Detailed Conirol Objectives Maturity Assessment Questions Chent Responses &
Raiing Assessment Resulis
EXANMPLE: <Ratig Here» 1. aPrleds:t:rbe uis:two}xogss Tequirements, detailivg idadification, escort
itor Escord matorkg of sitewidtors.

Ohjectives Spedficio XYT Comgary Tedomology Area Under Review:

Vistorsto aitical areas of the ske (fhose ares that hoase aitical

|- Visiors should be property idertified priar to beivg acoorded acces to
thesie.

softrare caube cortmlled, ;d av imrmertal cadml u*dmmmng
areas jshould be escorted avd movdtored by an ppropriate IT
Tepresettire.

Logs shoald be keptto record actiriy.

Seamty gards mdgaenl saff shouldurderstad the requremerds
relatedto admitt g idtorstothe site.

Wiskor access procedures shonld detail requiremerts for adhariztion
exdry mdapemriin.

pmcedumes aretobe i place maming that indimidoals who
are not members of the ITfimctiords operatiores Zoup are sscorted by a

member of that gmup wiuan they mast ader the computer facilies. &
viior's bgshoald beleept ad rer ke rezulary.

of

2. ILalbghepttorecordthe ertry ad exdt of each visitor to fhe ste?

3. Arevistors provided with electmordc access badges? Kso, plexse
desabe arty cortrok relarat to restrid ¥ access to Pppmprite
areas of the faciliy, ard termiativg access.

computer wrdrnetror hardrare, madtonng arexs where hamware and 4. Arevistor access polides ad pmcedures doomerded?

/ <Name of COBIT Dehiled Ohjectives | B [ 1 AsemetqutimsHr |\ ] \
i vz Gy e | CoBIT Maturity Preplanned Client’s Response
CosiT \»ﬂ;:m%: e{g ﬁ%ﬁgﬁm{gm - I.Qatin g (0-5) Assess1.nent &
Control Objectives assigned based on Questions Assessment Results | |
| = Joint Assessment
S11 Page 64
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Trustin, and value from, information systems

+saca Periodic Management Reports

San Francisco Chapter

-

XYZ Company
Internal Audit Department (I4D)

Report to IT Management

Audit Results
&
Analysis of Key Technology Metrics

For the Quarter Ended
March 31, 2006

R

Audit Results Metrics

Overall Audit Results

| IAD Focal Point Methodology Scorecard

Crates Schwah & O, Tnc 3

Analysis of
Key Technology Metrics

L Example of Metric Analysis To Include In QAR
(Illustration Only)

-

Although target rates have not been achieved, change management
processes are successful on average 75% of the time. Less then 1% of
appropriately recorded changes resulted in problems or outages...

100.00% (]

Target Rate
97%

= Unstatused

_maoe © Failed & Backed Out

%y 2000 0 Caused Problem

15.00%
B Cancelled
= Unstatused

. . @@ e
Internal Audit Observations: w02 o0 w02
> Change management processes appear to be consistently applied with only minor variances in volume.

> Large percentage (~20%) of “unstatused " tickets indicates process adherence issues. True results cannot accurately
be determined; therefore, additional management scrutiny is appropriate for the “unstatused” items.

> Trend for tickets with implementation problems is increasing - additional analysis to ascertain root cause of the
increase in this activity would be appropriate. Root cause may rest with testing and validation processes.

May 20,2003 2003 North America CACS Conference Slide 77
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HSACA Example of Audit Result Metrics

Trust in, and value from, information systems

San Francisco Chapter ( Tllustration On ly )

—l —————————— . e e mmmma— o

Infrastructure Audits Security Audits
100%
90%
80%
70%
60%
50%
40%
30%
|
20% |
10% L
|
0% i
0l Q2 Q03 04 YTD  Prior Q1 Q2 Q03 04 YTD  Prior QI Q2 Q3 Q4 YTD Prior
2002 Year 2002 Year I 2002 Year I
Legend: O e e

O  5- Optimized

E  4-Managed

O  3-Defined

o 2 -Repeatable

O 1-Initial

B 0 - Non-Existent
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usaca Information Security:

e Measuring Performance (ittustration only)
= g Lerf
The Security Officer consistently performs both internal and external
vulnerability scans on a monthly basis. The majority of vulnerabilities
identified are low risk...

Internal Vulnerability Scans External Vulnerability Scans
1000 3000-
900+
800. 2500-\
700+ O Low Risk 2000 1] @ Low Risk
6001 Vulnerabilities Vulnerabilities
500 O Medium Risk 1500+ O Medium Risk
400! Vulnerabilities Vulnerabilities
3001 m High Risk 1000 B High Risk
200- Vulnerabilities Vulnerabilities
........... 500
100 -
0+=", x 0-
Q12002 Q2,2002.-%, YTD Q1, 2002 Q2, 2002 YD
“Slight increase in high risk vulnerabilities
Observations:

> .An increase in internal vulnerabilities occurred from Q1 to Q2. The increase is explained due to new system
patches checked for by the vulnerability scanner that have not been applied to the XYZ company servers.
Technology management appropriately applies patches only after the patches have been tested and certified.

> .A decrease in external vulnerabilities was noted from Q1 to Q2. These results demonstrate that a significant
number of Q1 vulnerabilities have been resolved.
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+saca Change Management:
e VMeasuring Performance (itustration only)

Although target rates have not been achieved, change management
processes are successful on average 75% of the time. Less then 1% of
appropriately recorded changes resulted in problems or outages...

Target Rate --- 100.00% B Successful
97% 90.00%01 O Failed & Backed Out
(Source: 80.00%1 O Caused Problem
Technology 70.00%0 @ Caused Outage
Management 60.00%: O Cancelled
Balanced
Scorecard) 50.00%1 @ Unstatused
40.00%1
30.00%
25.00% -
20.00% . O Failed & Backed Out
10.00% \\' 20.00% O Caused Problem
+0.00% /" 15.00% 4 E Caused Outage
So Q1, 2002 Q2, 2002 Q3, 2002 YTD _ e U 9
R ~ ‘\\\ 10.00% O Cancelled
------------------------ - @ Unstatused
5.00%
0.00%
1 : . QL Q2, Q3, YTD
Internal Audit Observations: 2002 2002 2002

»  Trend for tickets with implementation problems is increasing - additional analysis to ascertain root cause of the
increase in this activity would be appropriate. Root cause may rest with testing and validation processes.
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—SACA o
mrEE  Benefits Realize
San Francisco Chapter [ 2N I J

» IT management partners with Internal Audit throughout the audit life cycle,
including input into the audit schedule and scope.

» IT management becomes conversant in risk, control, and audit concepts.

» Relationships transformed into partnerships by jointly assessing control
procedures.

» Audit Report streamlined...concise report supported by detailed
questionnaire.

» Audit approach is methodical and is consistent with industry standards / best
practices as well as IT Governance practices implemented throughout the
company_ s technology organization.

» Meaningful reporting for senior IT management.
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< Overview of COBIT®

<+ Integrating COBIT® Domains into IT Audit Planning
& Scope Development

+ Integrating COBIT® into the IT Audit Lifecycle
« COBIT 5 Update

+Summary & Wrap-up

November 7, 2011 S11 Page 70



1 i sAcA ®
Trust in, and value from, information systems

San Francisco Chapter

COBIT 5 Update

Back to Business



+sacA COBIT 5 Initiative

aaaaaaaaaaaaaaaaaaa

-
s

= The mitiative charge from the Board of Directors 1s to
“tie together and reinforce all ISACA knowledge assets
with COBIT.”

m The COBIT 5 Task Force:

o Includes experts from across the ISACA constituency groups

o Is co-chaired by John Lainhart (Past International President)
and Derek Oliver (Past Chairman of the BMIS Development
Committee)

o Reports to the Framework Committee and then the Knowledge
Board
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ccccccccc

COBIT 5 will:

Provide a renewed and authoritative governance and
management framework for enterprise information and related
technology, building on the current widely recognized and
accepted COBIT framework, linking together and reinforcing all
other major ISACA frameworks and guidance such as:

ValIT Risk IT
BMIS ITAF

Board Briefing Taking Governance Forward

Connect to other major frameworks and standards in the
marketplace (ITIL, ISO standards, etc.)
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HSACA \What Will Be Delivered?

aaaaaaaaaaaaaaaaa

= An enterprise-wide, “end-to-end” framework addressing
governance and management of information and related
technology

= The framework structure will include familiar components such
as a domain/process model and other components such as
governance/management practices, RACI charts and inputs/
outputs.

= An initial COBIT 5 product architecture, identifying the types
of products and other guidance that could be developed for
specific IT professional audiences (e.g., assurance, security,
risk) in support of enterprise business needs
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+SACA The COBIT 5 Framework

aaaaaaaaaaaaaaaaa

= An initial publication introduces, defines and

describes the components that make up the
COBIT Framework

O

O
O
O

Principles
Architecture
Enablers

Introduction to implementation guidance and the
COBIT process assessment approach

November 7, 2011
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+isaca COBIT 5 Principles

$San Francisco Chapter

5. Governance
and

Management
Structured

‘ COBIT 5

4. Enabler Principles
Based

1. Integrator
Framework

2. Stakeholder
Value Driven

3. Business and
Context
Focussed

November 7, 2011
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+SAcA COBIT 5 Architecture

San Francisco Chapter

-

Governance Existing ISACA Other
el

# Value (COBIT, Val IT, and
(Benefits, Risk, Resource) Risk IT, BMIS, ...) Frameworks

Stakeholder
Needs

(¢ N
COBIT 5
Enablers
Processes
Service Culture,
Capabilities Ethics,
Behaviour
Skills and
‘Competencies Organisational
Structures
- J

=

COBIT 5 Knowledge Base

& Current guidance and contents
@ Structure for future contents

COBIT 5 Product Family

COBIT 5: The Framework

COBIT 5 Online Collaborative Environment

November 7, 2011 S11 - © 2010 ISACA (All rights reserved)
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#SACA Governance Objective

San Francisco Chapter

-

Value Creation

Benefits Resource Risk
Realisation Optimisation Optimisation

Stakeholder

Needs

Benefits
= Enterprise-wide benefits:

o Increased value creation through effective governance and management
of enterprise information and technology assets

o Increased business user satisfaction with IT engagement and services—
IT seen as a key enabler.

o Increased compliance with relevant laws, regulations and policies
= IT function becomes more business focused
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Trust in, and value from, information systems I / I l ab 1 ‘ I -b a S e d
San Francisco Chapter
‘ e

COBIT 5 Enablers—Systemic Model With
Interacting Enablers

Processes

Culture,

Service Ethics,
Capabilities Behaviour

Skills & Organisational
Competencies Structures

Principles &
Policies
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HSACA Process Enabler Model

an Francisco Chapter

_

Process

Goals & Good

Stakeholders Metrics Lifecycle Practices

Attributes

Process Reference Guide

= A separate publication that expands on the process-enabler model

= Contains full details of the COBIT processes 1n a similar way to the
process documentation in COBIT 4.1
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TSACA Governance and Management Processes

information sy
San Francisco Chapter

=

Governance Management
Processes Processes
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e Process Reference Model

Trust in, and value from, information systems
San Francisco Chapter ]/‘0 CeSS eS

Evalute, Direct & Monitor Processes for Governance of Enterprise IT

EDM1 — Set and Maimain EDMS3 — Ensure EDMZ - Ensure
the Governance Risk Resource
Framework Optimisation Optimisation

Monitor,
Evaluate &
Assess...

Deliver, Service & Support...

DSS1 - Manage
Operations

—Manage Business
Process Controls

Processes for Management of Enterprise IT

November 7, 2011 S11 - © 2010 ISACA (All rights reserved)
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#sacd Implementation Guidance

ustin, and value from, informatior
San Francisco Chapter

* A separate
publication

* Based on the

current

implementation

ldentify ro\e . gUIC ANce
publication

players

6

A1
4 What needs to be 00M€°

® Programme management @ Change enablement @® Continual improvement life cycle
(outer ring) (middle ring) (inner ring)
S11 - © 2010 ISACA (All rights reserved) Page 83
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an Francisco Chapter

HSACA On COBIT Process Capability Assessment

BreT

m  The process maturity model of COBIT 4.1 has been replaced with a capability
model based on ISO/IEC 15504 to align with and support a separate ISACA
initiative, the COBIT Assessment Program (CAP).

=  There are a number of benefits in doing so:

©)

Focus first on confirming that a process is achieving its intended purpose and
delivering its required outcomes as expected.

Simplification of the content supporting process assessment.

Improved reliability and repeatability of process capability assessment
activities and evaluations, reduced debates and disagreements between
stakeholders on assessment results. Increased usability of process capability
assessment results, as the new approach establishes a basis for more formal,
rigorous assessments to be performed, for both internal and potential external
purposes.

Compliance with a generally accepted process assessment standard and
therefore strong support for process assessment approach in the market.

November 7, 2011
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#SACA Process Capability Model Comparison

San Francisco Chapter

COBIT 4.1 Maturity
Model Levels

COBIT 5 ISO/IEC 15504
Based Capability Levels

Meaning of the COBIT 5 ISO/IEC 15504 Based Capability Levels

Context

Continuously improved to meet relevant current and projected enterprise

2. Repeatable
1. Ad Hoc

0. Non-existent

0. Incomplete

Not implemented or little or no evidence of any systematic achievement of
the process purpose.

5. Optimised 5. Optimised

goals.
4. M dand . s . - . . Ent i i

anagedan 4. Predictable Operates within defined limits to achieve its process outcomes. nterprise view/

Measurable corporate knowledge
3. Defined 3. Established Implemented using a defined process that is capable of achieving its process

outcomes.
N/A 2 M d Implemented in a managed fashion (planned, monitored and adjusted) and

- Vianage its work products are appropriately established, controlled and maintained.
Instance view/ individual
knowledge

N/A 1. Performed Process achieves its process purpose.
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= COBIT 5 1s a major, high-profile, strategic mitiative
for ISACA. Market validation of the development
work (1.e., the public exposure of the Framework and
Process Reference Guide products) 1s planned for 27
June and to run throughout July to ensure that
ISACA remains on the right track to satisfy market
needs.

= SME exposure of the implementation guidance will
follow later in 2011.

= Delivery of all three products to the market 1s
planned for early 2012.

= More information 1s on the ISACA web site,
www.isaca.ore/COBITS
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TSAEA (yuestions / Thank You!

Lance M. Turcato, CGEIT, CRISC, CISA, CISM, CPA, CITP
VP, Information Systems Audit

FHLBank San Francisco
Email: turcatol@thlbsf.com
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