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IT Risks – Pick Your Poison?



Attack Vector Evolution

Source:  Trustwave



What MY CISO Friends Worry About

• Data loss/breach (IP and/or PII) breach

• Insider threat – malicious or unintentional 

• Social engineering (and social networking) 

• APTs (Advanced Persistent Threats) and other 0-
day malware day malware 

• Mobile devices

• Buggy code discovered by 3rd party (reputation 
damage)

• “The Cloud”



IT Vulnerabilities – The Big 6

Source:  Open Source Vulnerability Database



Protecting the Family Jewels

Source:  Ocean Tomo



Data Breaches

Largest Incidents Latest Incidents

2011 YTD Data Loss Incidents by Business Type and Data Type
Total Incidents: 369 | Total Records Affected: 126,749,634

Source:  Open Security Foundation Data Loss DB 

Largest Incidents Latest Incidents



The Price of Protection?

Cost per Record of Data Breaches by Industry Classification 
Avg per Record: $214 | Avg Organizational Cost per Breach: $7,241,899

Source:  Ponemon Institute 



An Ounce of Prevention …

Preventative Measures Implemented as a Result of a Data Breach

Source:  Ponemon Institute



The Convergence Challenge?

How do we protect information in a universe 

increasingly dominated by services (Facebook, 

Google+, Twitter, LinkedIn, etc.) and devices 

(smartphones, iPads, etc.) designed to make 

information transparent and portable?information transparent and portable?
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SOCIAL MOBILE



Exposing the Family Secrets

Social network spam,

phishing, and malware reports up

Do you think your employees’ behavior on

social networking sites could endanger security?

Source:  Sophos



Mobile Divisives?

• ~5.3B cell phones worldwide – 8 out of every 10 
men, women and children

• 70M cell phones lost each year

• 40% U.S. cell phone users (19% worldwide) have 
smartphones

• Mobile Web access projected to exceed desktop • Mobile Web access projected to exceed desktop 
Web access by 2015

• Social networking apps are 3rd most popular for 
smartphones

• Only 4% of smartphones have security software 
installed



A Sobering Thought Re: Mobile

Teens Use of Technology
Weekly Activities of 10- to 18-Year-Olds

n=4441 (random sample from large school district in southern U.S.) 

Source:  Cyberbullying Research Center 



What Next?

• Augmented reality – combining location (GPS) 

information with social media “friends”

• Digital wallet – very convenient … for users 

and hackers

• NFC (Near Field Contact) – swipe device to • NFC (Near Field Contact) – swipe device to 

exchange info, transfer $$ … swap identities?

• Facial recognition – Facebook image tagging 

already being exploited
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Social + Mobile = Creepy



A “Creepy” App



This Might Be the Only Secure Place To Be
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About Me

What now?

• William.Ender@EMC.com

• twitter.com/GRCevangelist

• Read Yo Delmar! – yogrc.typepad.com (GRC and Beyond blog)

What now?



Final Thought

“If you want total security, go to prison … The 

only thing lacking is freedom.”

Dwight D. Eisenhower– Dwight D. Eisenhower


