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Discussion topics

0 Why change management and its significance
O Types of changes in production environment
0 Change management controls

O Impact of weak change management control
O Integrity management

0 Change management leading practices

O Software Development Life Cycle (SDLC)
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Why change management
and its significance?

Why change . .
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Why Change Management
and its significance?
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Types of changes
Changes in production environment
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Change management controls
Planned/routine maintenance changes procedure and controls
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Change management controls
Emergency/System Recovery change procedure and controls

Why change
1 management
and its
significance?
Types of
2 changes in
production EMERGENCY Approved by Notify al the
envi ronment The change requestor | manaf?ement or =37t Test constituents before Implement change
"1 solicits management Stz Tlanagln? the? required? production into production
I (verbal is production systems? implementation
Change e
ptable)
managem ent
controls No
CHANGE RE U(ESTOR ¢ i The changes and the
Request a change (complete back out plans
ImpaCt Of an Emergency Change The staff managing the Perform testing d shouldé)e h
Request Form) production systems perform : ocumented in the
4 weak Change L | professional judjment and make (test environment) ChangefRequest
a decision whether to proceed or Form for later
Contr0| cancel the emergency change I management review
Integrity N
S management SYSTEM RECOVERY
The production support staff
"] immediately respond and
Change start resolving the issue
Perform post
6 management implementation
|eading monitoring
practices
Software
"/ | Development
Life Cycle

—ISACA

e seie-ci-ll DBack to Business

San Francisco Chapter




Impact of weak change controls
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Integrity management
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Integrity management

Why change o
1 management O DEteCtlon
and its
significafnce? — Monitor metadata and look for changes
Types o
2 chagget_sin e Create, store and monitor baseline metadata values
production
euironment  Metadata values: modification time, file size and
3 management cryptographic checksum
Impact of — Integrity Management Software
4 | weak change
control e Reads files or directories to monitor
Int it i H H 1
5 r:a‘;ggégmem — critical network configuration, data files,
Change customer database files, documents and
6| toadimy spreadsheets
practices » Takes action when a violation (change) occurs
Software . .
/ | Development — Intrusion detection (lDS)
Life Cycle

—ﬁSACA Back to Business

San Francisco Chapter




Integrity management
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Change management leading practices
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Change management leading practices
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Change management leading practices
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Change management leading practices
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Change management leading practices
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Change management leading practices
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Change management leading practices
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Software Development Life Cycle
Relationship between change management and SDLC
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Software Development Life Cycle
Relationship between change management and SDLC
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Software Development Life Cycle

Relationship between change management and SDLC
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Software Development Life Cycle
Relationship between change management and SDLC
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Software Development Life Cycle
Relationship between change management and SDLC
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Software Development Life Cycle
Tools to better manage change
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Course Review

0 Why change management and its significance
O Types of changes in production environment
0 Change management controls

O Impact of weak change management control
O Integrity management

0 Change management leading practices

O Software Development Life Cycle (SDLC)
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Appendix
Types of Changes




Types of changes
OS changes (Host)

Why change
management
and its

significance?

Types of — OS vendor recommendation

changes in
production

e — Opening/closing OS services

Change

3| management ) Re-imaging

controls
Impact of
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practices application changes
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Types of changes
Network changes
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Types of changes
Application changes
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Types of changes
Physical access change

Why change
management
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Types of changes
Logical access change
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Types of — privileged access to
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3| mamgement | O Application Access Change

controls

Impact of

4| weak change — privileged access to
control

o | meariy production/mission- critical application

management

Change O Network Access Change

6 management
leading

practices — privileged access to network equipment

Software
"/ | Development
Life Cycle

—ﬁSACA Back to Business

st in, 'rom, infor 1on S}
San Francisco Chapter




