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Threat of External Attacks
Increasin g
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� "The old rule that we would see 80% of the
penetration coming from the inside, 20% from the
outside, is outmoded," says Richard Power,
editorial director for the institute. "This isn't to say
the threat from the inside has diminished -- it
hasn't. It is just showing that the threat from
outside is now co-equal to it."
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Increase in Trojan-Horse
Applications
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Unix / Linux and the Hacker
Community
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New Feature Overload

� New features are continuously bundled in
with operating systems – many are
network and Internet related.

� Features are added at a rapid expanding
rate making security analysis and
manufacturer QA difficult.

� Each new feature expands the number of
items that must be controlled and can
introduce new security holes.
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Buffer Overflow Based Attacks

� Buffer Overflow Definition:
� The ability to execute code by overflowing

assigned application buffer spaces and
injecting arbitrary code which executes in
the security context of the exploited
application. (smashing the stack)

� Result of poor programming practices.
� Lack of bounds checking
� Executable stack

� Primarily on Unix platforms – ease of
generating a remote shell.



Buffer Overflow Based Attacks

� Increasing at a rapid rate as people
discover their efficacy and learn to
program buffer overflows.
� 49 Buffer Overflow Posting on Rootshell

� Example:
� NFS Statd Solaris Remote Root Buffer

Overflow

� Defenses:
� Code reviews (slint)
� Non-executable stacks - may break some

applications.



Buffer Overflow Based Attacks

� Defenses:
� Disable all unused services
� Monitor security postings for new

vulnerabilities and apply patches to all
systems where a significant threat may exist.

� Filter at the firewall.



Highly Skilled International
Hackers

� Lack of state-of-the-art equipment is
compensated with cleverness and a great
deal of time.

� More malicious / profit driven than
domestic hackers.
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Highly Skilled International
Hackers

� When there are no technological
defenses, brute force is used.
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� Internet connectivity
� Provides access channel to domestic

companies.  Prior to the Internet,
International hacking was dependent on
point-to-point international
telecommunications which were expensive
and unattainable by most.
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