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Introduce yourself:

What's your name?

What experience with Vista?

What have you heard about Vista?
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Priority Shift

* In the past access was a top priority
— Open-by-default

— Start with everything open and then start
locking down as needed

« Control Is now a top priority
— Closed-by-default

— Start with everything closed and open only
what is needed
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Top to Bottom

e Security was a top priority at the very beginning.
« A paradigm shift in technology
« SDLC incorporated security at every level

* One goal was TCSEC (Orange Book)
compliance (Level B)

« Many of the features designed to meet FISMA
(NIST SP 800-53 revl) requirements

‘#SACAH MAZE & 2007 Fall Conference

Serving IT Governance Professionals

San Francisco Chapter ASSOCIATES °



What Is the Defense-in-Depth Model?

* Increases an attacker’s risk of detection
» Reduces an attacker’s chance of success
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Data

Application

Host

Internal Network

Perimeter
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Physical Security

\Policies, Procedures, & Awareness >

ACLs, encryption, EFS
Application hardening, antivirus
OS hardening, authentication
Network segments, IPSec
Firewalls

Guards, locks

Security documents, user
education
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Windows Service Hardening

Defense-in-Depth: Factoring and Profiling of Windows Kernel

= Reduce size of high
risk layers

= Segment the
services

m Increase number
of layers

ﬁ) Kernel Drivers

‘D User-mode Drivers RESTHIIEIE!
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Windows Vista Security Guide

Released December 2006 / OS released January 2007
(a first for Microsoft)

NSA and NIST had input

Guide comes with two configurations

— Enterprise Client (EC)

— Specialized Security Limited Functionality (SSLF)

OMB will require applications that will run on Federal
government systems to meet SSLF standards (March
2007)
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Note:

« Network administrators are holding off on
deployments for the wrong reasons

 ltisn’t that Vista isn’t ready for the enterprise, it
IS the applications and administrators who are
not ready

« Hopefully you will understand the security
benefits and deploy it sooner and have a more
secure enterprise

* lrrespective of the applications the OS has been
designed with security in mind
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The New Security Features

User Account Control (UAC)

Windows Defender

Windows Firewall

Windows Security Center

Malicious Software Removal Tool (MSRT)
Software Restriction Policies

Internet Explorer 7

Data Execution Protection (DEP)
Windows Integrity Controls

Windows Resource Protection (WRP)
Code Integrity Checking

BitLocker™ Drive Encryption

Encrypting File System (EFS) Improvements
Rights Management Services (RMS)
Parental Controls

Reliability and Performance Monitor

Device Installation Restriction
ACL Improvements

Volume Shadow Copy
Increased GPOs

Secure Design SDLC
Network Access Protection
TCP/IP Next Generation
Restart Manager

Increased Audit Abilities

RDP Improvements

SMB v2

User Account Changes

Vista Security Guide & SSLF
Event Viewer Improvements
Problem Reports and Solutions
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Section 1: Malware Protection
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Malware protection

* Windows Vista includes several new and enhanced
technologies that provide enhanced defense against
malware. These technologies include:

— User Account Control (UAC)
— Windows Defender
— Windows Firewall
— Windows Security Center
— Malicious Software Removal Tool (MSRT)
— Software Restriction Policies
— Internet Explorer 7
— Data Execution Protection (DEP)
— Integrity Controls
— Windows Resource Protection (WRP)
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Windows Vista Security

USER ACCOUNT CONTROL
(UAC)
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INntro

« User Account Control (UAC), a new set of

features in Windows Vista,

balance between the flexibi
administrator account and t
standard user account.

nelps strike a

ity and power of an

ne security of a

« UAC will help users run Vista without requiring
administrator privileges to be productive.

Administrators can also run

most applications

with a limited privilege, but have "elevation
potential" for specific administrative tasks and

application functions.
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User Account Control (UAC)

1.Businesses: Manage desktops better

2.Consumers: Use parental controls

Make the system work well for standard users

»Change time zone and power settings, add printers, and
connect to secure wireless networks

»Make it clear when elevation to admin is required and allow
without logging off

»High application compatibility with file/reqgistry virtualization
Administrators use full privilege only for admin tasks or
applications
User provides explicit consent before using elevated
privilege
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User Type Changes

 Standard User
 Administrator
* No more “Power User”

“In response to the challenges customers encounter when attempting to run as
a standard user, Microsoft began researching how to make running as a
standard user easier for everyone.” Microsoft
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Administrator Account Disabled by Default

= =d=HES
File  Action View Help
= | BH B 2
Q Computer Management (Local) MName Full Name Description
F] 5 Toaol =
ﬁf ﬁ‘,:st:_ranSk E:ISncls'leduler < Qﬁdministmtnr Built-in accourt for administering the ...
. g@_ Event Viewsr I ASP MET Machine Accourt  Account used for running the ASP.NE...
X Shared Folders %Guest Built-in accourt for guest accesstoth...
a % Local Users and Groups % Help Assistant Remote Desktop Help Assi..  Accourt for Providing Remote Assista...
£ Users QSUPPDHT_SEEMEEE CM=Microsoft Comporation,...  This is & vendar’s account for the Hel...
(L] Groups
- = Pedformance Diagnostics
Device Manager
4 @ Storage
g Disk Management
i @ Services and Applications
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Some Additional User Groups

Search results: h ok J | Cancel
Mame {F{DN) In Folder
f
(ﬁMmmmm ASIYNHSWEH.
€7 ANONYMOUS LOGON
€7 Authenticated Users
7 Backup Operators ASIYNH5WEH...
£ BATCH
€7 CREATOR GROUP
€T CREATOR OWNER
. ACLRILIETAICL
< ¢ DIALUP —)
¥ Debited COM e TS THAG VBN
ﬁ Everyone
2 Guest ASFYNHEWEH...
€7 Guests ASIYNH5VWEH...
€7 1S_IUSRS ASIYNHEWEH...
ﬁl |NTEQACTIVE
< €3 INTERNET USER —)
¥, Jesper 1R AN IRV LT
€7 LOCAL SERVICE
€7 NETWORK
ﬁ MNetwark Configuration Operat... ASFYNHEWEH .
€7 NETWORK SERVICE
€T OWNER RIGHTS
!ﬁ Performance Log Users ASIFYNHEWEH...
ﬁ Performance Monitor Users ASIFYNHEWEH. ..
€7 Power Users ASIYNH5WEH...
ﬁ Remote Desltop Users ASIFYNHEWEH. ..
T REMOTE INTERACTIVE LO...
€7 Replicator ASFYNHEWEH...
€7 SERVICE
€ SYSTEM
€7 TERMINAL SERVER USER
€7 Users ASFYNHEWEH...
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Credential Prompt

Replacement for “Run As”

User Account Control

User Account Control stops unauthorized changes to your computer.
The source and purpose of this program are unknown. Don't run the program
unless you have used it before or know where it's from.

Downloaded Program.exe
Unidentified Publisher

Provide the password for an administrator account below to continue.

Abby

Insert a smart card

Submit | [ Cancel

—HSACA
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Administrator

 When someone logs on as an administrator they
will be given two tokens at the during the log on
process. (AKA “split token” or *filtered token”)
— One Standard user token
— One Administrator token

* Administrators run in “Administrator Approved
Mode” sometimes called “Protected
Administrators”
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Tokens

* Token contains a list of group
memberships and privileges

« Token loaded into RAM

 When a program is launched a copy of the
token Is copied to the program. (You can
not switch tokens unless you close and
restart program)
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Administrator's Token

* Is not generally used when you launch a
program. Vista will use the Standard User
token.

* If Vista knows you need to use
administrator token it will ask you if it can

use it. (Consent Ul or Consent Prompt)
Windows Security [

ix) More Details Permit | ; Deny E I

Why do I need to give permission?
J iSACA || — S— 2007 Fall Conference
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Credential Prompting

m Documents
|“;. Cutlook Express n Recent llems

14 |
lﬂ Pictures
E.: Music
n Games

Open
Explore
Search
Marage

Map Menwork Drive
Drisconnect Metwork Dirrve.,

Shew an Desktop
Renarne

Properhes

& starf

i envs Security I

This action requires administrative rights

If you wwant to cormplete this action, choose an
adrrirsistrator account and enter its passesord
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Serving IT Governance Professionals

2007 Fall Conference

San Francisco Chapter ASSOCIATES

26



Rights, Privileges & Permissions

* Rights — not on your token (10 different
types a user can have)

* Permissions — not in your token (located
on the object in DCAL & ACL)

* Privileges — on your token (34 different
types a user can have)
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Standard Users Privileges

« Shut the system down
* Manipulate a file
* Undock/dock laptop

* Increase the amount of memory a program
uses

« Change time zone
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Denied Privileges

« Create a token object

« Act as part of the operating system
« Take ownership

« Load and unload device drivers

« Back up and Restore

* Impersonate a client

* Modify Object label

« Debug programs

—SACA Maze s
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In Windows XP

 When a user is added to the local
administrators group, that user Is

automatically granted every Wlndows
privilege. ey -'

:qﬁ-vf‘;’ﬁ‘r’f; ; FIARI s ' : .' AR S : |
| o A 3 s 3 - TR R SIS e SR i o :
@
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In Windows Vista

* When you log on as an Administrator you
are running as a standard user (using
standard user token)

« Have to elevate to Administrator Approved
Mode (use administrator token) “Elevated”

* S0 you are prompted if you are about to
use a restricted privilege. (Consent Ul)
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Standard User Token for
Administrators

« Copy of the administrators token

— Same SID

— Membership in Domain Admins would remain
 Remove the following groups

— BUILTIN\Administrators

— BUILTIN\Backup Operators

— BUILTIN\Power Users

— BUILTIN\Network Configuration Operators

 Remove Denied Privileges
 Integrity Level goes from High to Medium
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How to change or modify UAC

@ Internet
Internet Exp
E-mail
= Windows M
fj Welcome C

w Microsoft ¥

.b,._ Windows LI
1Y

Open

Run as administrator

Pin to Start Menu

Add to Quick Launch

Send To

Copy

Remove from this list

Rename
Properties

Open File Location

B (" ommand FroT

TPt

Microsoft Beta Client

uly Windows Explorer

Internet Information Services (I5)

" Manager

Motepad

All Programs

llation of
btion packag
prackage, ple

Recent Items
Computer
MNetwork

Connect to

Control Panel

Run As Method
* Right Click

“‘Run As” replaced
with “Run as
Administrator”

« Displays Consent Ul

e Uses Administrator
token

Default Programs

Help and Support

ZE & ce
I\ SSOCIATES
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Run As Administrator

* If you are a member of a low power
administrator groups

« Example “Backup Operators”

* You will get a prompt to run as your
account or input other credentials

‘#SACA MAZE & 2007 Fall Conferengjr

San Francisco Chapter ASSOCIATES



How to change or modify UAC

Shortcut method
 Create a shortcut
o Select “Advanced” on “Shortcut” tab

 Check the box next to “Run as
Administrator”

e Uses Administrator token
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3 ~

¥ FAR HTML Properties R (=]
Security l Details l ' Previous Versions \
Geneml | Shortcut | Compatibiity |

@ FAR HTML
Advanced Properties | E3 |

Target type:  Application | 2S

Target location: FAR \ ﬂv Choose the advanced properties you want for this shortcut.

Target: "C:\Program Files\Helpware\FAR\FAR exe"

[V]Run as administrator

Start in: C:\Program Files\Helpware\FAR This option allows you to run this shortcut as an
administrator, while protecting your computer from

Shortcut key:  None unauthorized activity.

Run: [Normal window '] Run in separate memory space

Comment:

[ Open File Location ] [ Change Icon... ] [ Advanced... ]

Cancel
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How to change or modify UAC

For an EXE file
* Right click an executable and select “Properties”
* On the “Compatibility” tab

« Select “Run this program as an Administrator”
under “Privilege Level”

* Or, select “Show settings for all Users” and
select “Run this program as an Administrator” for

all users.

‘ﬂsACAH MAZE & 2007 Fall Conference
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Change the prompt

User Account Control in Security template

* Behavior of the elevation prompt for
administrators or User Account Control

* Behavior of the elevation prompt for
standard users
— NoO prompt
— Prompt for credentials
— Prompt for consent

‘#SACA MAZE & 2007 Fall Confereng:
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How to change or modify UAC

* Add or change the manifest in the
executable file (Issue If the exe was
digitally signed)

 Add an external manifest file

* Manifests are also used for Side by Side
DLL

‘%jSACA M AZE & 2007 Fall Conference
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How to turn off UAC, If you must

@t}v'% » Control Panel » User Accounts

File Edit View Tools Help

Tasks
Create a password reset disk

Manage your network
passwords

Manage your file encryption
certificates

Configure advanced user
profile properties

Change my environment
variables

Make changes to your user account

Create a password for your account

Robert
Administrator

Change your picture

@ Change your account name

@ Change your account type

@ Manage another account L m—

@ Turn User Account Control on or off <&

\
e

—HSACA
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How Vista Displays Icons for UAC

* Vista guesses that it'll
need elevation, then
Vista adds a shield
icon automatically

=

L
¢

BitLocker

» Seems to only add to o
EXE Encryption
; SI‘EUS[AHGAJ MAZE & 2007 Fall Conference
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GPO for UAC

* You can configure the UAC settings in the following location in the
Group Policy Object Editor:

« Computer Configuration\Windows Settings\Security
Settings\Local Policies\Security Options

* You can configure the UAC Credentials user interface (Ul) in the
following location in the Group Policy Object Editor:

« Computer Configuration\Administrative Templates\Windows
Components\Credential User Interface

* You can configure the ActiveX Installer Service in the following
location in the Group Policy Object Editor:

« Computer Configuration\Administrative Templates\Windows
Components\ActiveX Installer Service

) "SACA 2007 Fall Conference
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Windows Vista Security

WINDOWS DEFENDER
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Located in New Security Cente

|=jrn-

Security essentials

A e Fa ] The security settings on this computer are managed by a network administrator because
your computer is part of a domain (a group of computers on a network). To help protect

your computer, the administrator of this computer should do the following:

{ Windows Update

=% Windows Defender

4 Internet Options = Install a firewall and keep it turned on (Windows Firewall is automatically installed).

= Set up automatic updating to download and install critical updates automatically.
Get the latest security and A% =

T = Install antivirus software and keep it turned on and up to date.

Microsoft Using Security Center at work

See also

Backup and Restore

m M 2007 Fall Conference
AZE & 42
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Integrated Windows Defender

» Integrated detection, cleaning, and
real_time bIOCking Of malware: & Windows Defender (Beta 2)

\‘__-A-: iy Home ‘_,.5 Sean |+ &) History a Tools Q‘:) |+

— Malware, rootkits, and spyware

— Targeted at consumers —
enterprise manageability will be
available as a separate product

» Integrated Microsoft Malicious
Software Removal Tool (MSRT)

l@ No unwanted or harmful software detected.
i

Your computer is running nomally.

WI ” remove WO rSt Worms’ bOtS’ and Slaﬁst scan: 09/04/2008 at 13:02. Guick scan.
Scan schedule: Daily at 02:00.

Real4ime protection: On
1.14.1389.7 buitt on 06/04/2006 at 10:08.

trojans during an upgrade and on a
monthly basis

‘ﬁSACA® MAZE & 2007 Fall Conference
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Defender: GPO

* You can review and configure the
available Windows Defender settings in
the following location in the Group Policy
Object Editor:

 Computer Configuration\Administrative
Templates\Windows
Components\Windows Defender

‘%jSACA M AZE & 2007 Fall Conference
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Windows Vista Security

WINDOWS FIREWALL
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Two locations for Windows Firewall

« Security Center « Administrative tools
« Has basic options « Under control panel
« Advanced controls

@ Windows Securiy Center =Rl

ke Security essentials

Firewall computer e o ecaure Yo compuar i o 3 doman o roup of

network) computes, the adr this

T —— « lnstala

W Windows Firewallwith Advanced Secusity (7=9 Fon )
: Ee Adion Yew top
* Install antirus software and keep it turned on and up o date. = @R

B Intemet Optic

* Get the latest security and

vius iformation online from

T =~

ritons 1 @ booarie Voo Tt A o -
ol

B sy e | 8 tmontety

' 4 "% Monitori & Export Pokcy

s oxzn-d Overview o] 1|8 Beetreta

: [ disasd Restore Defaults
By Connection Security Rul| | Domain Profile

8 Windows Frewsl

€5 Tum Windows Firewall on of

7 TumW . 2 3
I Windows Firewall 4 [ Securey Assocstion: || | @ weows Frowstien !

Jeoviererd © hound comacion tu do et mach e e bocked

G Refresh

malicious s{" 8 ~ =
) Allow  program theough icious s
Windows Firewall

0 i © utbound comectons e gt s 3 e ot Propeties

[ Gener | Exceptons| Advarced it i
Private Profle

Netvork connecton settgs .

i Windows Firewallis helping to protect your cof tohed @ Windows Frowstinon

aotect / © oo comacion ot e e ok

Windows Fiewsl s on. Netvork connectons: © utbond comacton e ot mach e we howed

Inbound connections that do not have an exception are i Public Profile is Active

Display ket © Wrkws Frewslion

Bwork v
Network location: ©  rbound comacons that do rt maich & nde e blocked.

How

es a firewall help protect my computes?

What are network ocations? € Outbound comuctons i do ot a 1o e owed
Defauit settngs

Restonng defauits wl remove all Wndows Frewal setengs that you have
confgured for any network locaton, The may cause some programs tostop
woring.

pre R —
=

Geting Stated <]
Aushenteste ccmmunications between computers
Restore Defaults Prtoca
secury (Pec)
for commctons you wah o o

B3 Cornecson Securty Rues

Vit and creae fnewall s

Resources
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@ Windows Security Center [SE)=]
® [ shapeFill -
7 Shape Outline *

Security essentials

¢ Windows Update \[
|

The security settings on this computer are managed by a network administrator because your computer is part of a domain (a group of
computers on a network). To help protect your computer, the administrator of this computer should do the following:

i < DNa s
e T = Install a firewall and keep it turned on (Windows Firewall is automatically installed).
- nfemet Options = Set up automatic updating to download and install critical updates automatically. yeol

Get the latest security and = Install antivirus software and keep it turned on and up to date.

Windows Firewall ke Shape Effects - i‘

virus information online from Using Security Center at work
Microsoft
0 Windows Firewall vice
ager
'y Turn Windows Firewall on or Windows Firewall
off
7 Al h h Windows Firewall can help prevent hackers or malicious s{ |
4 W.o‘g : pr;gram“t e computer through the Internet or network.
vindows Firewa i
: " ail
How does a firewall help protect my computer? e I
Network connection settings
@ Windows Firewall is helping to protect your co Select the check box for each connection you want Windows Firewall to help
protect. .
Windows Firewall is on. Network connections:
Inbound connections that do not have an exception are ters
Display a notification when a program is blocked: Wireless Network Connection
. Work VPN
Network location: y
What are network locations?
Default settings pC
Restoring defaults will remove all Windows Firewall settings that you have R
configured for any network location. This may cause some programs to stop 9
working.
1
.u
Restore Defaults
Hows
oar .
See also
X Where can I find ICMP and logging settings?
Security Center
Network Center l OK ] [ Cancel ] i Apply i

= You can review anc cor
Goup Folicy semngs &
snap-in avaiiadie for WY




Windows Vista Firewall

.
 Both inbound and
B Console] - [Console Roof\Windaws Firewall with Advanced Security on Local Computer] (NNUININNNNE [E=SEEm =)

Outbou nd ‘i Eile Action View Favgrites Window Help REID

. . (3 Console Root Windows Firewall on Local Computer i
[ n 4 [ Windows Firewall with Advanc ="
u e I Ca. I O I I al l S Inbound Exceptions W Windows Firewall with Advanced Security - .
% Outbound Exceptions e Import Policy.

Windows Firewall provides enhanced networke security for Windows computers. ) Eeport Pol
port Policy...

{44 Computer Connection Sect &
4 3 Monitoring Restore Defaults

authorization aware = .

[k Rules Domain Profile is Active New Window from Here

»

4l Security Association @ Windows Firewallis on Refresh

. . B Main Mode
. i:l Quick Mode Q Inbound connections are blocked by default.
-
u u I I @ Outbound connections ars allowed by defauit
. . . Standard Profile
aware filtering is now
Q Inbound connections are blocked by default

@ Outbound connections are allowed by default.

p O S S i b I e &) Windows Firewall Properties

Getting Started

Properties

Help

m

. Computer te Computer Security
— INCcludaes €eC managemen S S——
— established between computers or groups of computers

&) Computer Connection Security

— Of course, policy-based

>

&) Setup basic security for a Windows domain
&) How Windows Firewall with Advanced Security works

administration | S ]

— Great for Peer-to-Peer
control

'ﬁSACA MAZE & 2007 Fall Conferengg

San Francisco Chapter ASSOCIATES




Firewall: Advanced Security

* Windows Firewall with Advanced Security supports the
following environment profiles:

— Domain Profile. This profile applies when a computer is
connected to a network and authenticates to a domain controller
In the domain to which the computer belongs.

— Public Profile. This profile is the default network location type
when the computer is not connected to a domain. Public profile
settings should be the most restrictive because the computer is
connected to a public network where security cannot be as
tightly controlled as within an IT environment.

— Private Profile. This profile only applies if a user with local
administrator privileges assigns it to a network that was
previously set to Public. Microsoft recommends only doing this
for a trusted network.

‘#SACAH MAZE & 2007 Fall Conference
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Firewall Logging

@ Windows Firewall with Advanced Security
File Action View Help

«=|EH

[ AL ARV ROV Windows Firewall with Advanced Security on Local Comput
&3 Inbound Rules
&3 Outbound Rules

‘ Windows Firewall with Advanced Security provides enhanced network security for Windows computers.
2‘!. Connection Security Rules

Actions

» B, Monitoring Dverviw

Domain Profile

@ Windows Firewallis o -
® Inbound connections that do not'match &
@ Outbound connections that do not gyh a rule are allowed.

Settings by profile

Private Profile
@ Windows Firewalg

-

-

Windows Firewall with Advanced Security op L

“tch a rule are blocked.

atch a rule are allowed.

| Domain Profile | Private Profile | Public P sec Settings
Specify behavior for when a computer is connected to a public network
location.
State ch a rule are blocked.
Firewall state: [On {recommended) v] atch a rule are allowed.

Inbound connections: Block (default) ¥

.,

|| Customize Logging Settings for the Public Profile
Outbound connections: Allow (default) v — Rk e —
Name: :\sys(emiiZ\Logﬁieé\ﬁiewalﬂpﬁrewall Jog Browse...
En con|
Specify settings that control Windows E Size limit (KB): 4,096
il e = |
fotect g Log dropped packets: Yes v
Logging Log successful connections: Yes v]
Q tS pe;n;y s'l:’ go%;ng settings for Customize... Note: if you are configuring the log file name on Group Policy object, ensure
rout Relbich that the Windows Firewall service account has write pemissions to the folder
containing the log file.
t?ss:ﬁ Default path for the log file is %windir%\system32\ogfiles \firewall\pfirewall log.
d rule,
Leam more about these setti Leam more about logaing
[ ok ][ cancel |
[ ok ][ Cancel |[ Acply

EJ Diagnostics and troubleshooting
B} Documentation overview
< i y Introduction to server and domain isolation

Windows Firewall with Advanced Security... «
& Import Policy...

& Export Policy...
Restore Defaults

View >
Refresh

Properties

B @ B

Help




Connection Security Rules

‘ Windows Firewall with Advanced Securfty

File Action View Help

«s| 2@ = HE

@ Windows Firewall with Advance it

&3 Inbound Rules
Outbound Rules
®% Connection Security Rules
4 . Monitoring
B Firewall
#5. Connection Sefurity Rul
4 5 Security Assoqlations
1 Main Mo
| Quick Mojie

Actions
Enabled  Endpointl  Endpoint2  Af| Connection Security Rules &
% NewRule...
There are no items to show in this view.
@ New Connection Security Rule Wizard bl

Rule Type
Select the type of connection security rule to create.

Steps:

& Rule Type What type of connection security rule would you like to create?

@ Requirements

@ Authentication Method @ Isolation

@ Profile Restrict connections based on authentication criteria, such as domain membership or
health status.

@ Name *) Authentication exemption

Do not authenticate connections from the specified computers.

() Serverto-server
Authenticate connection between the specified computers.

() Tunnel
Authenticate connections between gateway computers.

() Custom
Custom rule.

Note: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

San

n »

il

Leam more about rule types

<Back || Net> | [ Cancel




[da)

Firewall Monitoring

&P Windows Firewall with Advanced S

File Action View Help

e« 2B HE

@ Windows Firewall with Advance
&3 Inbound Rules
&% Outbound Rules
%% Connection Security Rules
4 % Monitoring
B Firewall
%% Connection Security Rul
4 5 Security Associations
| Main Mode
|| Quick Mode

<, e 3

.‘\/' ‘,.I Windows Firewall is helping to protect your computer

N

| Domain Profile

| Private Profile

Public Profile is Active
Firewall State
@' Windows Firewall is on.

Q Inbound connections that do not match a rule are blocked.

General Settings

Display a notification when a program is blocked:
Apply local firewall rules:

Apply local connection security rules:

Logging Settings:

File name:

File maximum size (KB):

Log dropped packets:

Log successful connections:

View active firewall rules
View active connection security rules
View security associations

@ QOutbound connections that do not match a rule are allowed.

Yes
Yes
Yes

C:\Windows'\system
4096

Yes

Yes

Files\Firewall

Actions

Monitoring -
View »

|G Refresh

Help




Inbound & Outbound Rules

. & Windows Firewall with Advanced Securfty @
File Action View Help

e« |20 = HE

ﬁ I(.r;:tc:::ld ,:L;{Ijes Name Group - Profile ghled Lckicn =riche Droocan Local Addres: # || Inbound Rules -
-
5. Conne @AirSync Protocol HTTP Port Any S eCIfI C R u IeS Any &3 NewRule..
a ';3 Monitorin! @ airsync Protocol HTTP Port Any p Any =|[| 7 Filter by Profile »
B Firewal @ AirSync Protocol HTTP Port Any Allow Mo An Any T Filter by State x
E‘b Connectlpn Security Rul .hpznuiOl.exe Private No z CAUsers\... Any y y
4 5 Security @ hpznuiol.exe Private Allow No C:\Users\... Any W Filter by Group »
Ly Main @Internet Explorer Domain Allow No C\progr... Any View »
| Quick @Intemet Explorer Domain Yes Allow No CAprogr... Any & Refresh
® Legacy Status Port Yes Allow No Any Any = .
@ Legacy Status Port Yes Allow No Any Any = Brport List.;
@ Legacy Status Port Yes Allow No Any Any Help
@Legacy Sync Channel Port Yes Allow No Any Any Miciosoft Office Graave: ‘&
Legacy Sync Channel Port An An
@ ) ? y ¥ Disable Rule
@ Legacy Sync Channel Port Any Any

Vv Microsoft Office Groove Private Yes Allow No C\Progr... Any K Delete
@ Microsoft Office Groove Domain Yes Allow No C:A\Progr... Any [E] Properties
@ Microsoft Office Groove Domain Yes Allow No C\Progr...  Any Hel
@ Microsoft Office Groove Private Yes Allow No C\Progr...  Any - i
) Microsoft Office OneNote
Microsoft Office OneNote

Domain Yes Allow No CA\Progr...  Any
Private Yes Allow No CA\Progr...  Any
Yes Allow No C:A\Progr...  Any
Allow No C\Progr... Any
C:\Progr...
Any

< 7 [
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e

 Microsoft Office Groove Properties |

e
General I Programs and Services |
Users and Computers | Protocols and Ports Scope Advanced
Profiles
&( @) All profiles
(=]} | =
= @ These profiles:
Domain
[] Private
[] Public
Interface types
T Specify the interface types to which this :
' rule applies.
Edge traversal
_ . Edge traversal allows traffic coming to and from the Intemet
, to bypass devices such as Network Address Translation
(NAT) routers.
("] Allow edge traversal
Leam more about these settings

o] ([Canca ] [z
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Firewall: GPO

* You can review and configure the new
Group Policy settings and management
snap-in available for Windows Firewall in
the following location in the Group Policy
Object Editor:

 Computer Configuration\Windows
Settings\Security Settings\Windows
Firewall with Advanced Security

‘%jSACA M AZE & 2007 Fall Conference
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Windows Vista Security

INTERNET EXPLORER 7

‘ﬁSACA MAZE & 2007 Fall Conference
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Internet Explorer 7. Security Features

* Internet Explorer Protected Mode

* ActiveX Opt-Iin

* Cross-domain scripting attack protection
« Security Status Bar

* Phishing Filter

« Additional security features

Information Security
Magazine (Jan 2006)
Rated #1 browser for
security

‘#SACAH MAZE & 2007 Fall Conference
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User Privacy

* Delete browsing

history f ,
] ] Delete Browsing History
 Single button deletion Temporay Intemet s

Copies of webpages, images, and media that | Delete files... l
are saved for faster viewing.

« Delete only selected P

Files stored on your computer by websites to [ Delete cookies... J

g ro u pS Of | n fo r m atl O n §ave preferences such as login information.

History

List of websites you have visited. l Delete history... ]
Form data

Saved information that you have typed into [ Delete forms... ]
forms.

Passwords

Passwords that are automatically filled in when [ Delete passwords... ]
you log on to a website you've previously
visited.

About deleting browsing history [ Delete all... ’ [ Close ]

‘ﬁSACA® MAZE & 2007 Fall Conference
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Fix My Settings

" Internet Properties v

o H e I p S to p rOte Ct yO u {G_enzl;l Security | Privacy l Content ] Connections I Programs l Advanced[

fro m b rOWS | n g WI th Select a zone to view or change security settings.

unsafe settings @ & v

sites

Internet

* Warning in status bar Qe
If settings are e
C h an g e d Mé,emep\;j, for this zone: Medium to High

- Appropriate for websites that might have harmful

Security level for this zone

content

[ ] O n e C I i C k to fi X a n d : Eleas);i?sznuf: ffigﬁ:s: are disabled
1 - iZEnabIe Protected Mode (requires restarting Internet Explorer)
reset to the Medlum- [ Custom level... J [ Default level ]

High" default > [ Resetal zones to defaultlevel |

[ oK ][ Cancel H Apply J
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Security Status Bar

@r\‘ ‘ghttps:l!mx-DDI.mazecentval.comfexchange 3 ‘ @ L)S:J i = ‘. g

& - B s - [JPage ~ (G Tools ~ i

@ P | ) certificate Error: Navigation Blocked [ ‘

‘@ There is a problem with this website's security certificate.

al PIrd (J
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

. a
We recommend that you close this webpage and do not continue to this website.
@ click here to dose this webpage.

& Continue to this website (not recommended).

For more information, see "Certificate Errors" in Internet Explorer Help.

s v | Certiﬁcatearrori@ | sty Searct ;mj

@ Hp "’_,éMicrosoft Outlook Web Access - B m= ~ []Page ~ i} Tools ~

Opening page https:/fmx-001.mazecentral.comfexchange. ..

0 ] & Internet F100% v
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Phi_shing_ Filt_er n IE

Dynamic Protection Against Fraudulent Websites

« 3 checks to protect users from phishing scams:
1. Compares web site with local list of known legitimate sites

2. Scans the web site for characteristics common to phishing sites

3. Double checks site with online Microsoft service of reported phishing sites
updated several times every hour

« Two Levels of Warning and Protection in IE7 Security Status Bar

Level 1: Level 2: Block
Suspicious Website Confirmed Phishing Site
Signaled Signaled and Blocked
) Suspicious Website @ Phishirg Website

‘#SACAH MAZE & 2007 Fall Conference
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Internet Explorer 7

* In addition to building on UAC, IE includes:

— Protected Mode that only allows IE to browse
with no other rights, even if the user has them,

such as to install software
« “Read-only” mode, except for Temporary Internet

Files when browser is in the Internet Zone of
security

‘#SACAH MAZE & 2007 Fall Conference
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Internet Explorer 7 Protected Mode

Administrator in Admin
Approval Mode logon

I =
‘E‘ .'| Full administrator
access token

|:-_-. "
Standard user | —I'-| Explorer.exe
access token :

Standard user logon

ﬁn »- [Explorer.exe

Standard user
acocess token

During the logon
process IE is loaded

An application that is
running cannot
change it token

Starting a new window

of IE does not give
you a new token

Serving IT Governance Professionals
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User Broker
=reron Y| Process

Broker Process

ow Rights
e,

Protected Mode

* Allow elevated privilege in a secure way
* Mediates between IE and OS
* Requires User input

 Eliminated unknown or unwanted
Installations

 Protected Mode API uses UIPI & MIC
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CDB

e Cross-Domain barriers

« Stops scripts from working across
domains or websites

 Limit malware from malicious sites that
might exploit flaws in other sites

» Used for drive-by installations and pop-up
ads
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IEAK 7

* Internet Explorer Administration Kit 7

— Establish version control across your
organization

— Central distribution

— Configure automatic connection profiles for
users

— Customize features, security, communications
settings and other elements

‘#SACAH MAZE & 2007 Fall Conference
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Internet Explorer 7: GPO

« Add-on Management

« Binary Behavior Security
Restriction

« Consistent MIME Handling
 |nformation Bar

 Local Machine Zone Lockdown
Security

MIME Sniffing Safety Feature

MK Protocol Security
Restriction

Network Protocol Lockdown
Object Caching Protection

Protection From Zone
Elevation

Restrict ActiveX Install
Restrict File Download

Scripted Windows Security
Restrictions

Serving IT Governance Professionals AZE
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Windows Vista Security

DATA EXECUTION
PREVENTION (DEP)
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Data Execution Prevention (DEP)

 Prevent malicious software rather than error out
and potentially crashing the system

« Hardware-enforced DEP
— Protects memory locations

— The no-execute page-protection (NX) processor
feature as defined by AMD.

— The Execute Disable Bit (XD) feature as defined by
Intel.

« Software-enforced DEP (Not the same thing)
— Protects system binaries and exception-handling
— Software built with SafeSEH
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Does your Hardware support DEP?

{7 SecurAble - What security features are available?

‘SecurAble examines this system's processor to
‘determine which of three useful security features
are available. Secuntyfreewexe by Steve Gibson.

Al

Intel Pentium M processor 1.70GHz

32 No No

Maximum
Bit Length

Hardware
Virtualization

Hardware
D.E.P.

Click any of the three items above to view additional detailed information
shoutthe security impact and consequences of each of these features.

Securdble version: [1.0.2570.1]

About Copyright () 2007 by Gibson Research Cmporahon Exit

=

r-r-w y
pifﬁ SecurAbIe What secung features are aval!gg - a
e

s

SecurAble examines this system's processorto
~ determine which of three useful security features
are available. Securityf freeware by Steve GleOI’I

Intel Pentium 4 CPU 3.00GHz

64‘Wx;No

Maximum
Bit Length

Hardware
Virtualization

Hardware
D.E.P.

Click any of the three items above to view additional detailed information
aboutthe security impact and consequences of each of these features.

=

Securdble version: [1.0.2570.1]
Copyright (¢ 2007 by Gibson Research Corporahon
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Vista DEP

=

Internet Opﬁons

—

[ General I Security l Privacy | Content I Connections | Programs I Advanced ‘_

Settings -

« DEP Modes

— Kernel Only
— User Mode

Check for server certificate revocation® -
[¥] Check for signatures on downloaded programs
[7] Do not save encrypted pages to disk
[] Empty Temporary Internet Files folder when browser is dec
[¥] Enable Integrated Windows Authentication®
[j Enable memary protection to help mitigate online attacks
Enable native XMLHTTP support
[ Phishing Filter
() Disable Phishing Filter
() Turn off automatic website checking
Turn on automatic website checking

[

Performance Options - -

@‘SL 2.0

EL 3.0

visual Effects | Advanced | Data Execution Preventon

Data Execution Prevention (DEP) helps protect
against damage from viruses and other security

— Internet Explorer | *4 zmemse

@ Turn on DEP for essential Windows programs and services
only

Turn on DEP for all programs and services except those [
select:

Your computer's processor supports hardware -based DEP.

—HSACA

Serving IT Governance Professionals
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1S 1.0

mn { »
pfter you restart Internet Explorer
[ Restore advanced settings ]

use this if your browser is in an unusable state.

plorer settings

borary files, disables browser
bsets all the changed settings.
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Windows Vista Security

INTEGRITY PROTECTION
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Windows Integrity Controls

* One goal was CC (Common Criteria)
compliance (TCSEC Level B)

 MIC (Mandatory Integrity Control) later
named WIC (Windows Integrity Control)

* Has been available for decades but only in
military computers

* That means there may be files that not
even the administrator can delete
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MIC

Mandatory Integrity Control (MIC), a model in
which data can be configured to prevent lower-
Integrity applications from accessing it.

* The primary integrity levels are Low, Medium,
High, and System.

* Processes are assigned an integrity level in their
access token.

« Securable objects such as files and registry keys
have a new mandatory access control entry
(ACE) in the System Access Control List (ACL).
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Integrity Levels

Defense-in-Depth: Factoring and Profiling of Windows Kernel

= Reduce size of high
risk layers

= Segment the
services

m Increase number
of layers

@ Kernel Drivers

t) User-mode Drivers Resificia

—HSACA Mazes o
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Integrity Levels in Token
‘@

=di=HES
Image I Perfomance | Performance Graph I Threads
TCPAP | Secudty | Envionment | Stings
g User: REDMOMDYjesperjo
Group Fi
JESPERJOT\Debugger Users .
LOCAL =
Logon 510 {5-1-5-5-0-217030) g
Mandatony Label\Medium Mandatory Level
Mandatory Label'Medium Mandatory Level
MORTHAMERICA=_mbsfile(02_resvold r ET
4 | i b
g% Privilege Flags
— SeChangeMaotfyPrivilege Default Enabled
SelncreaseWorkingSetPrivilege Disabled
SeShutdown Privilege Dizabled
SeTimefonePriviege Disabled
SelindockPrivilege Dizabled
| Permissions |
| oK | | Cancal |
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Windows Resource Protection

* This new feature in Windows Vista helps
safeguard system files and protected reqistry
locations to help improve the overall security
and stability of the operating system.

« Most applications that previously accessed or
modified these locations are automatically
redirected to temporary locations, which they
can then use to continue to operate without
ISSues.
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Code Integrity

 All DLLs and other OS executables have
been digitally signhed

« Signatures verified when components load
Into memory (64 bit)

‘#SACAH MAZE & 2007 Fall Conference
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Windows Resource Protection (WRP)

Protects protected system files and registry keys
Creates a temporary work area & redirects

Temporary work area is not persistent from one
session to another

Protects %systemroot% files and folders
Only accessed by System Service

Administrators can read system files and folders
but cannot write to them

‘#SACAH MAZE & 2007 Fall Conference
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Fundamental Change to Windows
Operation

* Registry and file virtualization to provide

compatibility

— Per-machine registry writes are redirected to per-user
locations if the user does not have administrative
privileges

— Effectively: standard accounts can run “admin-
required” legacy applications safely!

— You can redirect the virtualization store

‘#SACAH MAZE & 2007 Fall Conference
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UIPI

* User Interface Privilege Isolation (UIPI) blocks

ower-integrity from accessing higher-integrity

processes. Isolate applications

« For example, a lower-integrity process cannot
send window messages or hook or attach to
higher priority processes

 Internet browsers are a prime target “jump from
application to application”

* This helps protect against "shatter attacks."

— A shatter attack is when one process tries to elevate
privileges by injecting code into another process
using windows messages.
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Windows Vista Security

Section 2: Data Protection
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Data Protection

» BitLocker™ Drive Encryption

* Encrypting File System (EFS)

* Rights Management Services (RMS)
* Device control

 ACL Improvements

* Volume Shadow Copy
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BitLocker

Windows Vista Security

BITLOCKER™ DRIVE
ENCRYPTION
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BitLocker ™

* Over 600,000 laptops are stolen a year

 BitLocker ensures that data stored on a
computer running Windows Vista remains
encrypted even if the computer is
tampered with when the operating system
IS not running

* BitLocker is designed to offer a seamless
user experience
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BitLocker ™ rg;i’.

BitLocker
Drive

» Preventing off-line modifications Fnempten

* Entire drive encryption

 TPM (Trusted Platform Module) to store
key

« Can use additional protection factors such
as a USB dongle, PIN or password

« Data recovery strategy must be planned
carefully!

 Single digit performance hit (overhead)
‘%jSACA MAZE & 2007 Fall Conference
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Trusted Platform Module
TPM Chip Version 1.2

* Hardware present in the computer,
usually a chip on the motherboard

« Securely stores credentials, such as a
private key of a machine certificate
and is crypto-enabled

— Effectively, the essence of a smart
smartcard

« TPM can be used to request
encryption and digital signing of code
and files and for mutual authentication
of devices

« See www.trustedcomputinggroup.org
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Spectrum Of Protection

BDE offers a spectrum of protection allowing
customers to balance ease-of-use against the
threats they are most concerned with.

TPM Only ¢&¢

“‘What it is.”
N Dongle Only S
Protects against: | oy~ _c
y ' TPM + PIN

SW-only attacks it Dong_

. i : £ 7
Vulnerable to: HW Proiects against; What you know. “Two what |
: : All HW attacks N
attacks (including . Protects against: have’s.”
Al ¢ 2 Vulnerable to: M HW K "
potentially “easy Losing dongle any HW attacks Protects against:

HW attacks)

Pre-OS attacks Vulnera_lble to: TPM Many HW attacks
breaking attacks | vylnerable to: HW
attacks
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Deployment Options

* Dongle Only: If you don’t have TPM you
can deploy BitLocker with the key on a
USB device

 TPM only: You can use BitLocker with
TPM

« TPM & PIN: you can use a PIN number In
addition for added security

* TPM & Dongle: For the greatest protection

‘%jSACA M AZE & 2007 Fall Conference
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Hardware and Software requirements

« A computer that meets the minimum requirements for
Windows Vista.

« A TPM microchip, version 1.2, turned on.
« A Trusted Computing Group (TCG)-compliant BIOS

« Two NTFS drive partitions, one for the system volume
and one for the operating system volume. The system

volume partition must be at least 1.5 gigabytes (GB) and

set as the active partition

« A BIOS setting to start up first from the hard drive, not
the USB or CD drives.
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Partitioning a Hard Disk for
BitLocker

1St partition, system volume, (label “S” for
example) contains unencrypted boot
Information

« 2Md partition, operating system volume
(label “C” for example) contains
encrypted user data and operating
system

‘_%fsACA MAZE & 2007 Fall Conferen;z
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BitLocker Disk Layout and Key Storage

Disk Layout & Key Storage

Windows Partition Contains
Encrypted OS
Encrypted Page File
Encrypted Temp Files
Encrypted Data
Encrypted Hibernation File

' Windows

Where's the Encryption Key?

1. SRK {Storage Root Key) contained in
TPk

2. SRK encrypts VEK (Volume Encryption
Key) protected by TPI/PIN/Dongle

3. VEK stored (encrypted by SKK) on hard
drive in Boot Partition

Boot Partition Contains: MBR. Loader,
Boot Utilities (Unencrypted, small)




Recovery Password

* During the setup process you can save the
recovery password in the following ways.
— Save the password on a USB drive.
— Save the password in a folder.
— Print the password.

* The password is so important that it is
recommended that you make additional
copies of the password stored In safe
places to assure you access to your data
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Tampering & Recovery

* You BitLocker will enter recovery mode,
and you will need a recovery password to
regain access to the data If,

— The TPM is missing or changed
— Or If the startup information has changed
* Recovery happens so early in the startup

process, the accessibility features of
Windows are not available.

 BitLocker Drive Encryption Recovery
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BitLocker & TPM: GPO

* You can configure these settings in the following
location within the Group Policy Object Editor:

— Computer Configuration\Administrative
Templates\Windows Components\BitLocker Drive
Encryption

* You can configure these settings in the following
location in the Group Policy Object Editor:

— Computer Configuration\Administrative
Templates\System\Trusted Platform Module
Services
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Performance & Security

4 levels of AES
encryption

« 128 & 256 bit

 the diffuser is a new
unproven algorithm

« diffuser runs in about
10 clock cycles/byte

« Combination with AES-
CBC for performance &

security

Configure encryption method Properties

Setting | Explain

E Configure encryption method

(™) Mot Corfigured
i@ Enabled
(7 Disabled

Select the encryption method:

AES 128 bit with Diffuser (default)

AES 256 bit with Diffuser
AES 128 bit
AES 256 bit

Supported on: At least Windows Vista

Previous Setting ] [ Mest Setting ]

| 0K

| [ cancel || sepy |

erving IT Governance Professionals
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Windows Vista Security

EFS
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Encrypting File System

Encrypting File System Properties LM

General lcad‘el

[7] Encrypt the contents of the user's Documents folder

["1Require a smart card for EFS

[V] Create caching-capable user key from smart card

[ Enable pagefile encryption

[ Display key backup notifications when user key is created or changed

Certificates

[V] Allow EFS to generate self-signed certificates when a certification authority is
not available

Key size for self-signed certificates:
2048 v

EFS template for automatic certificate requests:
No valid templates were found.

Learn more about the Encrypting File System

[ oc J[ cance ][ ooy
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New Features for EFS

« User keys on smart cards

* Recovery keys can be stored on smairt
cards

« Can encrypt Windows paging file
* Encrypt offline files cache
« Support wider range of user certificates

* More GPO support (e.g. stipulate
minimum key length)
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Windows Vista Security

DEVICE INSTALLATION
RESTRICTION

@
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Control Over Device Installation

« Control over removable device installation via a policy
— Mainly to disable USB-device installation
— You can control them by device class or driver

« Approved drivers can be pre-populated into trusted Driver
Store

 Driver Store Policies (group policies) govern driver
packages that are not in the Driver Store:

— Non-corporate standard drivers
— Unsigned drivers

erving IT Governance Professionals
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Device Restrictions

@ Device Installation restrictions
@ Determine what devices can be installed
on computers.

@ Prevent installation of drivers
@ Prevent installation of devices

__ Driver Software Installation &J
Device installation was prevented by policy
OTi MOVA Disk USE Device Installation prevented by policy
| Close |
’_ 2007 Fall Conference
- N W ik S
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http://www.luxist.com/2006/03/02/gold-and-diamond-usb-stick/

Device GPO

« Using Group Policy to Control AutoPlay and AutoRun

— Computer Configuration\Administrative
Templates\Windows Components\AutoPlay Policies

« Using Group Policy to Control Device Usage

— Computer Configuration\Administrative
Templates\System\Removable Storage Access

« Using Group Policy to Control Device Installation

— Computer Configuration\Administrative
Templates\System\Device Installation\Device
Installation Restrictions

‘#SACAH MAZE & 2007 Fall Conference
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Windows Vista Security

RIGHTS MANAGEMENT
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Rights Management Service (RMS)

* Rights Management Services (RMS) is designed
to provide security and usage policy
enforcement for sensitive e-mail, documents,
Web content, and other types of information.
RMS provides information security by encrypting
Information persistently so that as a file or e-mail
message Is transmitted through the enterprise or
the Internet, only those who are authenticated
and explicitly authorized to access it can do so.

‘#SACAH MAZE & 2007 Fall Conference
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RMS Components

« RMS server. Windows Vista requires Windows
Rights Management Services for Windows
Server 2003 or later.

« RMS client. This is included with
Windows Vista.

« RMS platform or application. This is a platform
or application that is designed to encrypt and
control usage of the information it manages.

RMS is primarily a server-based solution,

Windows Vista supports RMS

2007 Fall Conference
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Windows Vista Security

ACL IMPROVEMENTS
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Old ACL Ul

—HSACA

Serving IT Governance Professionals
San Francisco Chapter

Test.txt Properties

| General | Security |Summar§r|

(Group or user names:

7 jesperjo (REDMOND'jespero)
€7 SYSTEM
€7 Users (JESPERJOD\ Users)

€7 Administrators (JESPERJOD\Administrators)

Add...

[=

Pemissions for Administrators

Alloow

Full Cantrol

Modify

Read & Execute
Read

Write

Special Pemissions

click Advanced.

For special permissions or for advanced settings,

oooono|s

Advanced

OK

] [ Cancel

2007 Fall Conference
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New ACL Ul

Test.txt Properties u

’@Mw

( Object name; Ch\Test\Testbd

N
o LSET NaMmes:

€5 SYSTEM

| 5 Administrators (JESPERJO1\Administrators)

€7 Users (JESPERJO1\Users)
~ TN

Pemissions for Administrators Allow ”

Full control

Madify

Read & execute
Read

Write

Special permissions

y 4

2007 Fall Conference
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Permission Entry for Test ﬁ

Object

This permission is inherited from the parent object. Make changes
here to create a new permission that overrides the inherited
pErmissions.

k=l MR REATOR OWMNER Change...

Permissions: Allow Deny

Apply onto: | Subfolders and files anly hd

Full control

Traverse folder [ execute file
List folder [ read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

m

1OD0O0O0O0OOO

jects andjor Clear all

Managing permissions

—HSACA

Serving IT Governance Professionals
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| ok || Ccancel
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Windows Vista Security

VOLUME SHADOW COPY
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Features

e Avalilable in the Ultimate, Business, and
Enterprise editions

* Creates point-in-time copies of files as you
work

» Creates Incremental copies on a
scheduled basis of files that have changed

« Easily access to this feature (end user)
» Single files as well as whole folders

‘#SACAH MAZE & 2007 Fall Conference
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Easy Access

- Garden Prepermes ot tomf

| Ganerat | Securty | Detats | Previous Versors |
B o i

« Right click on a folder =

o versora

173 . 1) .r ﬁm '0"' modéned -VlQ(;t—K;ﬂ 1 ||
« Select “Properties Sadon oy O ~
B Garden  S/20/2006 325 P Shadow copy
B Garden 972072006 34 PM  Shadow copy

* In the properties S Guien AU Shodom o

Backup (3) -

dialog box select the B e
“Previous Versions”

~ Garden QX006 325 PM Backup
tab.

S0 easy a caveman |
can do it. :

I ]
J iSACA 2007 Fall Conference
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System Protection

* If System Protection Is turned on,
Windows automatically creates shadow
copies of files that have been modified
since the last restore point was made.
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Windows Vista Security

Section 3: Improvements
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Windows Vista Security

IMPROVEMENT
INTRODUCTION
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Windows Vista

« Secure Design SDLC

* Network Access « RDP
Protection e SMB v2
 TCP/IP Next N

Generation
* Restart Manager

* |Increased Audit
Abilities

Code Inteqgrity

Stricter Policies

—HSACA Maze s
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Security Development Lifecycle

PrOCESS

- Defines security requirements and milestones

- MANDATORY if exposed to meaningful security risks
- Requires response and service planning

- Includes Final Security Review (FSR) and Sign-off

Education

- Mandatory annual training — internal trainers
- BlueHat — external speakers on current trends

- Publish guidance on writing secure code, threat
modeling and SDL; as well as courses

Accountability

- In-process metrics to provide early warning

- Post-release metrics assess final payoff (# of
vulns)

. Microsoft Product - Training compliance for team and individuals
eloogrnant |jfe

20

Develoor Lifecycle
. 1/’]“2‘: o,ﬂnﬁﬂm-ty MAZE & 2007 Fall Conference
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Windows Vista Security

NETWORK ACCESS
PROTECTION
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NAP - Network Access Protection

* NAP Is a new technology that has roots In
VPN quarantine, but now extends to all
network clients, not just remote access

* Relies on NAP-aware servers
* Ensures computer adheres to your policy

 If PC Is non-compliant, it will be given a
chance to update

‘%jSACA M AZE & 2007 Fall Conference
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Network Access Protection

é Policy Servers )
e.g. Microsoft Security
Center, SMS, Antigen

@ v or 3 party
..o'... k )
Not policy é N\ ]
@ ooco@ooooo@ o000 000000 Compliant oooooo ooooo@....... (’ FlX Up \
Servers
"""" Restricted e.g. WSUS, SMS
Vista Client Network Policy
DHCP, VPN P0||Cy Server compliant \ J
Switch/Router ‘el

Corporate Network

IS =y~
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What Is Network Access Protection?

clients meet health requirements such as:

( )
A policy enforcement system to ensure network

s

Software update levels
Antivirus signatures

Specific configuration settings
Open and closed ports
Firewall settings

‘ffSACA® Maze s
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What Are the NAP Components?

‘The components used by NAP are:

Network Policy Server
Enforcement client

' The NAP enforcement options are:

IPsec
802.1X
VPN
DHCP

‘#SACA MAZE & 2007 Fall Confererluzzg
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What Are the NAP Implementation
Scenarios?

/ -
NAP scenarios are:

-

Monitor the health of roaming laptops
Ensure the health of desktop computers

Determine the health of visiting portable
computers

Verify the health of unmanaged home
computers

—HSACA Maze &
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Windows Vista Security

TCP/IP IMPROVEMENTS
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NG TCP/IP

Next Generation TCP/IP in Vista and “Longhorn”

* A new, fully re-worked replacement of the old TCP/IP stack
* Dual-stack IPv6 implementation, with now obligatory IPSec

IPv6 is more secure than IPv4 by design, esp.:
« Privacy, tracking, network port scanning, confidentiality and integrity

« Other network-level security enhancements for both IPv4 and IPv6

Strong Host model
Windows Filtering Platform

Improved stack-level resistance to all known TCP/IP-based denial of
service and other types of network attacks

Routing Compartments
Auto-configuration and no-restart reconfiguration

« Read:
wWww.microsoft.com/technet/community/columns/cablequy/cg0905.mspx
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http://www.microsoft.com/technet/community/columns/cableguy/cg0905.mspx

TCP/IP protection

Normal TCP Connections Synflood Attempt
* Enh ments:
nNnancements.
Smart TCP port
. Connection < § 4=~ N witp S
b am . ACk Serve, Ad%‘;"ofed B KN@C
allocation o -
\ § wit
oy ‘ 3 se’;c;;zdspZOfeu = JMVack
- 2 'S, -
— SYN attack protection s s N
S\(Nlh A e”Ve,-Ad poofed B ~N@CK
Connection < | 4=~ % RN

Is enabled by default | 2 |/~

— New SYN attack |
notification IP Helper | ™%

~
~ V4
-~ -

-

APIs
— Winsock self-healing

Figure 4-4. Synflood Attack
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Windows Vista Security

AUDIT IMPROVEMENTS
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Granular Audit
Policy

—HSACA

Serving IT Governance Professionals

San Francisco Chapter

B CAWindows\system32\crnd.exe

Microzoft Windows [Uersion 6.0.53571
(C> Copyright 1?85-28A5% Microsoft Corp.

C:sUserssdesperrauditpol ~list ssubcategopry:*
CategorysSubcategory
System

Security State Change

Security System Extension

System Integrity

IPzec Driver

Other System Events
Logon-Logoff

Logon

Logoff

Account Lockout

IPsec Main HMode

IPsec Quick Mode

IPsec Extended HMode

Special Logon

Other Logon-Logoff Events
Dbject Access

File System

Registry

Kernel Object

SAM

Certification Services

Application Generated

Handle Manipulation

File Share

Filtering Platform Packet Drop

Filtering Platform Connection

Other Object Access Events
Privilege Use

Sensitive Privilege Use

Mon Sensitive Privilege Use

Other Privilege Use Events
Detailed Tracking

Process Creation

Process Termination

DPAFI Activity

Other Detailed Tracking Events
Policy Change

Audit Policy Change

Authentication Policy Change

Authorization Policy Change

MPSSUC Rule—Level Policy Change

Filtering Flatform Policy Change

Other Policy Change Events
Account Management

Uszser Account Management

Computer Account Management

Security Group Management

Distribution Group Management

Application Group Management

Other Account Management Euvents
D5 Access

Directory Service Access

Directory Service Changes

Directory Service Replication

Detailed Directory Service Replication
Account Logon

Credential Validation

Kerbheros Ticket Events

Other Account Logon Events

C=sUserssJesperi

RIOVVCIRAITLY




Added Auditing For

* Registry value change audit events (old+new values)
 AD change audit events (old+new values)

* Improved operation-based audit

« Audit events for UAC

« Improved IPSec audit events including support for AuthlP
« RPC Call audit events

« Share Access audit events

« Share Management events

« Cryptographic function audit events

« NAP audit events (server only)

 |AS (RADIUS) audit events (server only)

‘#SACAH MAZE & 2007 Fall Conference
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More Info

In Event Log Ul

=

More Information:

Logon Type: 3

unigue between reboots on the same computer.
Event Log Online Help

Thiz event iz generated when a logon session = destroyed. |t may be positively
correlated with a logon event using the Logon 1D value. Logon IDs are only

H ES
General | Details

Log Mame: Security

Source: Microsoft-Windows-Securitv-A1  Date: 47712006 12:54:46

Event ID: 4634 Task Category: Logoft

Level: Information Keywords: Audit Success

User: MNiA Computer: JESPERJO1.redmond.corp.mi

OpCode: Info

Cie=cription:

| Comy |

Close

4
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Events Stored in XML

=

{d Es
General | Details
") Friendly View @ XML View
- «<Event i
xmins="http:/ /schemas.microsoft.com/win/2004/08 feventsfevent'|_
- «<System:

<Provider Name="Microsoft-Windows-Security- Auditing"

Guid="{54849625-5473-4994-a5ba-3e3b0328c30d}" /=
=EventID>4624</EventID>

NMersion=0</\Version=

zlLevel=0</Level=

=Task=12544</Task>

<Opcode=0</0Opcode=

<Keywords =0x8020000000000000 </Keywords =
<TimeCreated SystemTime="2006-04-07T19:51:16.0012Z" /=

<EventRecordIiD>=519863 </EventRecordID =

zCorrelation /= -
4| T P

| Conv |  Close
‘ﬁSACA® MAZE & 2007 Fall Conference
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New Event Viewer

File  Action

— |

E'é- Cornputer Managerment (Local)
Fl m; Systern Tools
@ Task Scheduler
{2] Bvent Wiewer
2| Shared Folders
I Local Users and Groups
@ Reliability and Performance
i Device Manager
4 25 Storage
= Disk Managerment
T4 Services and Applications

19y vourlogsis shown below:

Actions
Event Viewer -
| iy IZ” = Open Saved Log..
; ¥ou can view events that have taken place on your machine by choosing an appropriate log in the tree on scope pane, An aggregated view of all ¥ Create Custorn Views.,

Irmport Custorm Wiew..,

| Summary of Administrative Events

Wiewr 3

@] Refresh

Event Type EventlD  Source Log Last hour 24 hours T days Total E Help N
E Critical - - - 0 0 0 1
Error -
2 ApplicationExperiencelnfrastructure  Application 1] 0 1] 1
Errar _ _ _ 1 1 5 371 Wiewr All Instances of T..,
Warning - - - 1 1n 100 an5 E Help

Information - - - 5 61 449 8,926

udit Success - - - 7 60 596 6,983
Ludit Failure - - - i 0 3 T

Recently Viewed Modes -
Marme Description  Modified Created it
Windows LogshFormarde,.,  MAA 32472007 L:51:42 P 32473007 1:51:42 PM
Custom Views\administr.., Critical, Er..  N/A [WE =
Applications and Service.,  MAA 3152007 2:0T:36 Ak 1173072006 2:07:48 &M
Applications and Service..,  MNA& 3/15/2007 5:06: 48 Ahd 11/30/2006 11:45:04 Ah
Applications and Service., N/ 11/30/2006 8:47:37 AM 11/30/2006 11:45:05 AM
Applications and Service., N/ 11/30/2006 8:47:37 AM 11/30/2006 11:45:05 Ah -
Log Summary -

Log Mame Size (Curr..  Modified Enabled Retention Palicy it
Application 107 MBS2..  3/15/2007 3:09:26 Ak Enabled Crverrite events as nec.,
DFS Replication 68 KBS14..,  11/30/2006 8:47:37 Ak Enabled Owverwitite events as nec.,
Hardware Events 68 KB/20 .. 11/30/2006 8:47:37 AM Enabled Owverwrite events as nec.,
Internet Explorer 68 KBALO.. 1173072006 8:47:37 AN Enahled Croeratite events as nec..
Key Managernent Service 68 KB/LD.. 117302006 8:47:37 AM Enabled Crveratite events as nec..
Media Center 107 MESE., 31572007 5i06: 48 Akd Enabled Crveratite events as nec., -
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Windows Vista Security

STRICTER POLICIES
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Stricter Policies

Network access: Remotely accessible registry paths P... |E||E| Network access: Remotely accessible registry paths Properties [ 7{[£3]

Local Policy Setting

Local FPolicy Setting

. MNetwork access: Remotely accessible registry paths

&

.8 Metwonk access: Remotely accessible registry paths

System\CumentCortrol Set \ControlProductOptions
System\CumentCortrol Set\ControlPrint . Printers
System \CumertContral Set ControlServer App
SystemCumentCortrol Sett Services \ Evertlog
2 osoft \OLAP Serve
osoft \Windows NTWCumentVersion
NCumentControl Set\Control\Cortent Index

lications

System

| >

SystemCumrentControl Set\Control\Product Options P
SystemCumentControl Set\Cortrol Server Applications
Software \Microsoft \Windows NT\CumentVersion

| €

| ok || Ccancel

e | ok || Canesl Poply

—HSACA
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Stricter Policies

Network access: Shares that can be accessed anonym... 1| ['E| Metwork access: Shares that can be accessed ancnymeusly Pre... |84 E3d
Local Policy Setting | Local Policy Setting
a% MNetwork access: Shares that can be accessed anomymoushy g% Metwork access: Shares that can be accessed anonymoushy

ok || Cancel Apph OK || Cancel Apply

‘ﬁSACA® MAZE & 2007 Fall Conference
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Network security: Do not store LAN Manager hash val... |E”z| Metwork security: Do not store LAN Manager hash value o.. L8[

Local Security Setting | Local Securty Setting |
g. Network security: Do not store LAN Manager hash value on next g Metwork security: Do not store LAN Manager hash value on next
ig"' password change ig"' password change

) Enabled
®

() Disabled

OK ][ Camcel | gl oK || Cancel || soply

]

Network security: LAN Manager authentication level ... [ |X] Network security: LAN Manager authentication level Prope... |4 | S

Local Securty Setting | Local Securty Setting |

.8 Metwork securty: LAN Manager authentication level .4 Metwor securty: LAN Manager authentication level

Send LM & NTLM responses |Send MTLMvZ response only -
& Madifying this setting may affect compatibility with clients, services, & Madifying this setting may affect compatibility with clients, services,
and applications. and applications.
For more information, see Metwork secunty: LAN Manager For mare information, see Metwork securty: LAM Manager
authertication level. (3823655) authertication level. (823655)
| ok || Cameel | feph | oK || cancsl Apply
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Windows Vista Security

OTHER IMPROVEMENTS
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What's New In SMBv2

 Only 16 commands (80 in SMBv1)

« Implicit sequence number speeds up hashing
« SHA-256 signatures (MD-5 in SMBv1)

« Handles reconnections more reliably

« Client-side file encryption

« Symbolic links across shares (disabled by
default)

« Better load balancing mitigates DOS attacks

‘#SACAH MAZE & 2007 Fall Conference
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Restart Manager

« Some updates require a restart

Restart Manager will:

— Minimise the number of needed restarts by pooling
updates

— Deal with restarts of computers that may be left locked
by a user with applications running

« E.g. after restart, Microsoft Word will re-open a document on
page 42, as it was before the restart

 This function of most importance to centralised desktop
management in corporations, not home users, of course
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Better Buffer Overflow Protection

« Second cookie protects exception handlers
« Safer CRT exception handlers

 No more executable pages outside images
« /INXCOMPAT linker flag in build tools

* Heap protection

» Signed kernel code (x64 only)
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New RDP Controls

i 1
System Properties ﬁ

System Properties

| Geneal | ComputerName |  Hardware Advanced | Computer Name I Hardware | Advanced | System Protection | Remote
| System Restore I Automatic Updates | Remote
................................................. Remote Assistance
% E,zgﬁ;he ways that this computer can be used from another [ ] Remote Assistance invitations can be sent from this computer

Remote Assistance
Allow Remote Assistance invitations to be sent from this computer

What is Remote Assist ?
= = dnee What happens when | enable Hemote

fesistance? Advanced...

Remaote Desktop
Click an option, and then specify who can connect, if needed.

Remote Desktop
[] Allow users to connect remately to this computer

Full computer name:
71 Dont allow connections to this computer

Jesperjol redmond .comp microsoft . com

What is Remote Desktop? = Alow connections from computers running ary version of
" Bemote Desktop

[ Select Remote Users...

& Alow connections only from computers running Remote

For users to connect remotely to this computer, the user account must ® Desktop with Network Level Authertication
have a password. -
Select Users...

Windows Firewall will be corfigured to allow Remote Desktop
connections to this computer.

[ ok [ cancel | 2w Ok || Cancel || posy |

'ﬁSACA MAZE & 2007 Fall Confererizj
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Bye, bye GINA

* GINA has been replaced with Credential
Service Provider interfaces

NNNNNNNN P (this computer) - '

L ﬁjK ’i[ Cancel J [§hut ann...] [thinns L J

Graphical Identification and
Authentication (GINA)

I ]
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User Accounts

« Administrator Account disabled
* Power users gone

= =
File  Action View Help
& = | B2
Q Computer Management (Local) Name Full Name Description
4 5 Tool
m ystem Tools Administrator Builtin account for administering the ...
> 7% Task Scheduler
. @ Evert Viewsr QASPNET ASP MET Machine Accourt  Account used for running the ASP NE..
s Shared Folders QGuest Builtin account for guest accesstath...
4 % Local Users and Groups 5 HelpAssistant Remote Desktop Help Assi...  Account for Providing Remote Assista...
£ Users Q SUPPORT_388945a0 CN=Microscft Corporation,...  This is a vendor's account forthe Hel...
21 Groups

- B Pedormance Diagrostics
Device Manager
a & Storage
g Disk. Management
> & Services and Applications

1
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A Word about Parental Controls

 Web Restrictions 3
e Time Limits 3
* Program that can be run.

— Games can be limited by rating
L DISplay aCtIVIty reports Game recommended rating: [ 240

Chess Titans

See Pedformance Infermation and
Tools for more information.

‘ﬁSACA MAZE & 2007 Fall Conference
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G\’ ;-!_&ﬂ“ « Parental Controls » User Controls v]*,”Sear:h P -

Set up how Toby will use the computer

Parental Controls:
© On, enforce current settings

Off
Activity Reporting:
© On, collect information about computer usage Actiity Reports:
Orf Web Restnicuons:
e Time Limits:
Restrscticns ‘
- . ' Game Ratings:
Windows Vista Web Filter 2
Control allowed websites, downloads, and other use Program Limas:

Settings

@ Time limits
Control when Toby uses the computer

‘e Games
—4 Control games by rating, content, or title

al Allow and block specific programs
Block any programs on your computer
©  Activity reports
——  \iew activity reports

On

Oon
Off
Up to ADULTS ONLY
on

Lok |

San Francisco Chapter MAA{ 588(‘) CIATES
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Windows Parental Controls has blocked access to this web page.

MTTP 450

contoso.com

o Web page 12 not on the Windows Parontal Controls allow bt

What you can try:

o ¥ you want access 10 this website. vou will need permission. Ask an administrator for

e ¥ you qet permission 1o access tha site chck Refresh to view the page

e You may have reached 1< page by meitake. make sure the adadress 15 spefed correctly or ha

Back to 1ry another hnk

| 4

@ Internet | Protected Mode: Off HI0% v

Done
'—HSACA® MAZE & 2007 Fall Conference
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For more Information use System
Diagnostic Reports

* Open System and Maintenance
— Performance Information and Tools
— Advanced Tools
— Generate a System Health Report
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@ - B » Control Panel » System and Maintenance » Performance Information and Tools » Advanced Tools - Search

File Edit View Tools Help

é Reliakility and Performance Monitor I-EIE'&J

File Help

System Diagnostics Report =] (=l 7

Computer: T4ISLAPTOP
Collected: Tuesday, April 03, 2007 10:38:18 PM
Duration: &0 Seconds

Diagnostic Results =] (=)

Warnings (=)

m

Informational

Symptom: @ The Security Center has not recorded an anti-virus product.

Cause: The Security Center is unable to identify an active anti-virus application. Either there is no anti-virus product installed or it is not
recognized.

Resolution: 1. Werify that an anti-virus product is installed.

2. If an anti-virus product is installed and functioning configure Security Center to stop menitoring anti-virus status.
Related: Antivirug

Basic System Checks

Tests Result Description

05 Checks & Passed Checks for attributes ofthe operating system

Disk Checks O Passed Checks for disk status

Security Center Tests O Passed Checks for state of Security Center related information.

Systermn Sernvice Checks © Passed Checks for state of system senvices

Hardware Device and Driver Checks O Passed Survey of Windows Management Infrastructure supported devices.
Performance (=)

Rescouce Overview
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la Reliability and Performance Monitor

File Help

Basic System Checks

Tests Result
= 05 Checks © Passed

Description
Checks far attributes of the operating system

Test Groups
35 Wersion Check

Tests Failed Description
1 0 Passed

H Disk Checks O Passed

Checks for disk status

Test Groups Tests
SMART Predict Failure Check 1
Logical Disk Dirty Bit Check 1
Free Disk Space Available C: 1

Failed Description
0 Passed
0 Passed
0 Drive C: has 30% free disk space [22372 MB]

B Security Center Tests & Passed

Checks far state of Security Center related informatian.

Test Groups

Check that Anti-Spyware Product is up-to-date.
Check for Anti-Spyware Product that is enabled.
User Account Cantrol Enabled Check
Windows Update Enabled Check

Tests Failed Description
1 0 Passed
1 0 Passed
1 0 Passed
1 0 Passed

E System Service Checks © Passed

Checks far state of system senvices

Test Groups
Abnormally Terminated Semnvices Check
Waorkstation Service Check

Tests Failed Description
1 0 Passed
1 0 Passed

B Hardware Device and Driver Checks & Passed

Survey of Windows Management Infrastructure suppaorted devices.

Test Groups

Controller Device Configured Fail Count
Controller Device Status Fail Count
Cooling Configured Fail Count

Cooling status Fail Count

Tests Failed Description
14 0 Controller devices.
0 Controller devices.
0 Cooling devices.
0 Cooling devices.
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File Help

Storage Device Status Fail Count

YWideao Device Configured Fail Count

Yideo Device Ztatus Fail Count
FlugAndPlay Device Configured Fail Count
FlugAndPlay Device Status Fail Count

0 Storage devices.

0 Video devices.

0 Video devices.

0 PlugAndPlay devices.
0 PlugAndPlay devices.

Performance

Resouce Overview

Component Status Uilization
CPU O Idle 15 %
Metwork @ Idle 0 %

Disk @ Idle 11 /sec
Memary @ Normal 45 %

Details

Low CPU load.

Busiest network adapter is less than 15%. Ef

Disk 1D is less than 100 (readfwrite) per second on disk 0. [
1132 MB Available.

Software Configuration

Hardware Configuration

CPU

Network

Disk

Report Statistics
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File Help

[rITE Py

rooticimvZ. SELECT * FROM Win32_OperatingSystem
rooficimvZ SELECT * FROM Win32_Computersystem

Security Center Information

Anti-Spyware Information

GQuery
rootiSecurityCenter:SELECT * FROM AntiSpywareProduct

Anti-Virus Information

CQuery
rootiSecurityCenter:3SELECT * FROM AntiVirusProduct >

Firewall Information

Query
rootiSecurityCenter:SELECT * FROM FirewallProduct

User Account Control Settings

Cuery
HELMSOFTWAREWicrosofftWindows\CurrentVersion\Policies\System\Enable LA

Windows Update Settings

Cuery
HELMSOF TWAREWicrosoftWindows\CurrentVersionWindows Updatei

(LW W g} LLF. T L om ol ik o B

Result
0x0

P W B e W e B B




Reliability Monitor

A Computer Management

(5] [

File  Action Miew Help

= 2E EE

A Computer Management (Local
4 '[ré Systern Tools

- @ Task Scheduler

- 2] Ewent Viewer

- @ Shared Faolders

a4 Je Local Users and Groups
n | Users

| Groups
4 @ Reliahility and Perform:
4 . Monitaring Tools
BB Performance M
== Reliahility Monit
— Data Collector Sets
u Reports
i Dewice Manager
4 =0 Storage
=% Disk Management
, :zf,_-,- Services and Applications

Reliability Monitor
System Stability Chart Last updated: 3/30/2007

1 W’hdem 8.29

5
I
irda RS W RS VRS DI VN P PS PRE BRE B dada 14
D 9 LX)
Fe B G G G e B B de B G de G de 3
TR B, TR, T e, TR Py Yy, Py i Pl Ty e e s iy
B Al AT AR e R e
NN NG NS N I IR NG TP NG R IR TR N T

Actions

343042007 - Reliability Monitor

Mare Actions

Softwrare (Un)Installs
Application Failures
Hardware Failures
Windowws Failures
tdiscellaneous Failures

o I
System Stability Report
[-] Software [Un)Installs for 3/30/2007
Activity
Status

Mo events of the selected type are awvailable for this time period. If you selected the
range, no events of the selected type are available,

[=] Application Failures for 3{30f2007

Software Yersion Activity

Application Version Failure Type
iexplore.exe T0,6000,163586 | Stopped working
[=] Hardware Failures for 3/30f2007
Component Type Device Failure Type

Mo events of the selected type are awailable for this time period, If you selected the
range, no events of the selected type are available,

Date

complete date

m

Date
330r2007

Date
camplete date

an Francisco apter

ce
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Problems Windows ldentified

| e
@}ﬁ Problemn Reports and Solutions
Problems Windows has identified

Product Problem Date : Status o

WY Broadcom Advanced Control Suite 2 (2) ~
Broadcom Advanced Control Sui.. Broadcom Advanced Control Suite 2.  4/3/2007 8:44 AM Mot Reported
Broadcom Advanced Control Sui... Broadcom Advanced Control Suite 2 ... 4/3/2007 6:16 PM Mot Reported

=) CuteFTP File Transfer Application (3] ~
CuteFTP File Transfer Application  Stopped working 47372007 6:48 AM Report Sent
CuteFTP File Transfer Application Stopped working 4732007 6:57 AM Mot Reported
CuteFTP File Transfer Application Stopped working 4f3/2007 6:58 AM Mot Reported
CuteFTP File Transfer Application Stopped working 4/3/2007 7:29 AM Mot Reported £
CuteFTP File Transfer Application Stopped working 4132007 7:20 PM Mot Reported

BV InstallDriver Module (2) A
InstallDriver Module Program compatibility problem 4f3/2007 8:41 AM Mot Reported
InstallDriver Module Program compatibility problem 4732007 8:41 AM Mot Reported

& Internet Explorer ~
Internet Explorer Stopped working 4722007 5:45 AM Mot Reported

[E5] SharedAccess A |
SharedAccess Service Hang Report 3/26/2007 1:39 PM Mot Reported

[E5] Symantec AntiVirus AutoProtect ~
Symantec AntiVirus AutoProtect Symantec AntiVirus AutoProtect is bloc..  3/28/2007 12:52 PM Solution Available

[&-]Symantec Utiliby Driver LI

oK

Serving IT Governance Professionals
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Problems and Solutions

e

@

Solve problems on your computer

Check for new solutions . . . . .
= Check online for solutions or see more information about problems on your computer, If solutions to

See problems to check install are available, install them before taking other steps to solve problems.
View problem history Solutions to install
Change settings Mo solutions found

Clear solution and problem
histo ry

Information about other problems

[E2] Download updates for Symantec Antivirus Corp Edition +10

See also

Read our privacy statement
online

Customer Experience
Improvement Settings

ference
San Fsre;irqggigo(v:egarg ;rge;;‘{o;a;s ’V’ZAZ gs&o CIA TES ZUUT FdIT COT i



Check for pew solutions

View problem history
Change settings

Clear solution and problem
history

See also

Read our privacy staterment
online

Customer Experience
Improvernent Settings

- Sl e

o

Solve problems on your computer

Check online for solutions or see more information about problems on your computer, If solutions to
install are available, install them before taking other steps to solve problems.

Solutiens to install Last checked on: Wednesday, April 04, 2007

Ma solutions found

Information about other problems

[&2] Download updates for Symantec Antivirus Corp Edition v10 ! New
= \Windows Vista does not support Broadcom Advanced Control Suite 2 ! New

Serving IT Governance Professionals
San Francisco Chapter

ice
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Check for Solutions

™ e s N P = | 5[]

TR L AEE T ALY - -
@ E%¥  Problem Reports and Solutions
i - il

Check for solutions to these problems

[] Select all
Product Problem Date . Details o
9 Broadcom Advanced Control Suite 2 (2) ~
[]  Broadcom Advanced Control 5. Broadcom Advanced Control Suite 2 ha...  4/3/2007 8:44 AM View details...
[[]  Broadcom Advanced Control 5.. Broadcom Advanced Control Suite 2 ha..  4/3/2007 6:16 PM View details...
I=) CuteFTP File Transfer Application (4] ~
[]  CuteFTP File Transfer Applicati... Stopped working 47372007 5:57 AM View details... =
[[]  CuteFTP File Transfer Applicati... Stopped working 4/3/2007 6:58 AM View details...
[]  CuteFTP File Transfer Applicati.. Stopped working 47372007 7:29 AM View details...
[[]  CuteFTP File Transfer Applicati... Stopped working 47372007 7:20 PM View details...
EMinstallDriver Module (2) A
[7]  InstallDriver Module Program compatibility problem 47372007 5:41 AM View details... | &
[7]  InstallDriver Module Program compatibility problem 4/3/2007 8:41 AM View details...
€ Internet Explorer A
[7]  Internet Explorer Stopped working 47272007 5:45 AM View details...
[E1Sharedfccess a T
Check again for solutions to other problems Choose the information to send
See if solutions are now available for problems that you reported earlier. when a problem occurs

[ Check for solutions ][ Cancel ]

rence
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Windows Vista Security

Section 4: Secure Deployment

; iSACA®
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Windows Vista

SECURE DEPLOYMENT

‘ﬁSACA MAZE & 2007 Fall Conference
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Deployment baselines

* Avallable from Windows Vista Security
Guide

* For high security

— Specialized Security — Limited Functionality
(SSLF) baseline

* For balanced security
— Enterprise Client (EC) baseline

‘#SACAH MAZE & 2007 Fall Conference
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/A Warning!

e SSLF iIs not for most environments

 SSLF Is appropriate for environments:
— Where security is most important

— Where loss of manageability and functionality
IS acceptable

* Expect more helpdesk calls

* Be prepared to exhaustively test the
computers before deployment

‘#SACAH MAZE & 2007 Fall Conference
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SSLF Areas of Higher Security &
Limited Functionality

Restricted services and data access

} Restricted network access

| Strong network protection

‘ﬂSACA MAZE & 2007 Fall Conference
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Services & Data Access

* Disable administrator accounts.
* Enforce stronger password requirements.
* Require more strict account lockout policy.

* Require more strict policy for the following
User Rights Assignments settings:
Log on as a Service and Log on as a
Batch Job.

‘#SACAH MAZE & 2007 Fall Conference
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Example GPO Settings

Setting Windows default Domain controller VSG EC Domain VSG SSLF
default GPO Domain GPO
Enforce password |0 passwords 24 passwords 24 passwords 24 passwords
history remembered remembered remembered remembered
Maximum 42 days 42 days 90 days 90 days

password age

Minimum 0 days 1 day 1 day 1 day
password age

Minimum O characters 7 characters 8 characters 12 characters
password length

Password must Disabled Enabled Enabled Enabled
meet complexity
requirements

Store passwords |Disabled Disabled Disabled Disabled
using reversible
encryption

‘#SACAH MAZE & 2007 Fall Conference
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Restrict Network Access

* Limit access to client systems across the
network.

* Hide systems from browse lists.
» Control Windows Firewall exceptions.

* Implement connection security, such as
packet signing.

‘#SACAH MAZE & 2007 Fall Conference
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Strong Network Protection

« Control process memory guota
assignments.

« Control object creation.
» Control the abllity to debug programs.
» Control process profiling.

‘#SACAH MAZE & 2007 Fall Conference
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Windows Vista

FINAL COMMENTS &
RESOURCES

@
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The Most Secure Windows Yet

Threat and Lj:'

Vulnerability Mitigation

ldentity and
IE —protected mode/anti- AcCcess
PAEIAE \ Control
~ Windows Defender
< : : Al User Account Control
Bi-directional Firewall o DI e ———
IPSEC improvements Ny g .ug an =/ S
; N g Simplified Logon
Network Access Protection m— L
(NAP) ' _
Fundamentals Bitlocker
SpL RMS Client

Service Hardening

Code Scanning

Default configuration
- Code Integrity

'—/{SACAn MAZE & 2007 Fall Conference
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Special Thanks

Russ Humphries, Sr. Product Manager, Windows Vista Security, Microsoft
Jeff Sigman, Program Manager Windows Networking, Microsoft

Rob Labbe, Security Consultant, Microsoft
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Resources

« Windows Vista Security Guide

— http://www.microsoft.com/technet/windowsvist
a/security/guide.mspx

» Scott Riley Presentation

— http://www.microsoft.com/emea/itsshowtime/s
essionh.aspx?videoid=223

 http://technet.microsoft.com/en-
us/windowsvista/aa905117.aspx
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http://www.microsoft.com/technet/windowsvista/security/guide.mspx
http://www.microsoft.com/technet/windowsvista/security/guide.mspx
http://www.microsoft.com/emea/itsshowtime/sessionh.aspx?videoid=223
http://www.microsoft.com/emea/itsshowtime/sessionh.aspx?videoid=223
http://technet.microsoft.com/en-us/windowsvista/aa905117.aspx
http://technet.microsoft.com/en-us/windowsvista/aa905117.aspx
http://technet.microsoft.com/en-us/windowsvista/aa905117.aspx

Resources

* Windows Server 2003 Security Guide
— http://go.microsoft.com/fwlink/?Linkld=14846

* WindowSecurity.com
o SecWish@microsoft.com (Feedback email)

« Microsoft Windows Security Resource Kit (2"
Ed.) ISBN 0-7356-2174-8
« Service Pack 1 Overview

— http://www.microsoft.com/technet/prodtechnol/window
sserver2003/servicepack/overview.mspx

‘ﬁSACA MAZE & 2007 Fall Conference
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http://go.microsoft.com/fwlink/?LinkId=14846
mailto:SecWish@microsoft.com?subject=Windows Server 2003 Security Guide
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/servicepack/overview.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/servicepack/overview.mspx

Resources

« Microsoft Security Assessment Tool (MSAT)
 https://www.securityguidance.com/

« Microsoft Security
 http://www.microsoft.com/security/default.mspx
« Microsoft Baseline Security Analyzer (MBSA)

 http://www.microsoft.com/technet/security/tools/
mbsahome.mspx

« Microsoft Anti-Spyware (beta) Defender

* http://www.microsoft.com/athome/security/spywa
re/software/default.mspx

‘ﬁSACA MAZE & 2007 Fall Conference
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https://www.securityguidance.com/
https://www.securityguidance.com/
http://www.microsoft.com/security/default.mspx
http://www.microsoft.com/security/default.mspx
http://www.microsoft.com/technet/security/tools/mbsahome.mspx
http://www.microsoft.com/technet/security/tools/mbsahome.mspx
http://www.microsoft.com/technet/security/tools/mbsahome.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx

Resources

 RootKit Revealer

 http://www.sysinternals.com/Utilities/RootkitReve
aler.html|

« Strider GhostBuster Project (Rootkit detector)
» http://research.microsoft.com/rootkit/

« Threats and Countermeasures: Security Settings
In Windows Server 2003 and Windows XP

» http://go.microsoft.com/fwlink/?Linkld=15160
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http://www.sysinternals.com/Utilities/RootkitRevealer.html
http://www.sysinternals.com/Utilities/RootkitRevealer.html
http://research.microsoft.com/rootkit/
http://research.microsoft.com/rootkit/
http://go.microsoft.com/fwlink/?LinkId=15160
http://go.microsoft.com/fwlink/?LinkId=15160

Contact Info

 Donald E. Hester
— DonaldH@MazeAssociates.com

Linked [T}}.

— https://www.linkedin.com/in/donaldehester
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