Data Privacy -
Protection from Trusted Users

Scott Smith
Compuware Field Technical Specialist
September 19, 2007

—1ISACA

San F‘F‘ér{‘cig'c;‘o:(rihé{vp‘t“e‘r‘



Data Privacy
Most Common Data Losses

Paper Malicious
records Insider
9% 9% Hacked

systems
%

Electronic
backup
19%

Lost laptop or
other device

Third party or 35%

outsourcer Ponemon Institute

21%
2006 Annual Study: Cost of a Data Breach
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Data Privacy

Most Common Data Losses

“It Is a serious mistake to think that mainframe applications are safe
by default. They are not..... Enterprises should not experience a
false sense of security simply because their mission-critical
applications run on mainframes. Yet, they are often defenseless
against insiders equipped with in - depth knowledge of the
applications' logic and security policies — those using legitimate
means to ill-exploit the system. Most attacks on legacies come
from inside the enterprises, committed by their own
employees..._ Applications should be protected from the
Inside out.”

Joseph Feiman, Gartner Research, September 29 2006

Implementing Security for Mainframe Legacy Applications - Worth
the Investment
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Data Privacy

Environmental Differences for data use

Production Region

Test Region

Live customer/account information

Live customer/account information

Access through applications with role
based information accesses

Direct access to the raw data

Trained access to employees through
policies and agreements

Wider exposure to non-employees or
employees across the world

Usage of data monitored and traced for
compliance

Higher potential for unauthorized
viewing and usage

Successful usage requires ‘live’ data

Successful testing does not require ‘live
data

Region security mature and robust,
through tools and processes

Region security not as robust as
production
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Test Data Privacy
How we see it being addressed

« Signing non-disclosure agreements el
e Restricting security access to
.. L
sensitive/ Effemess

confidential data
» Applying minimal “de-identifying” rules q ot e
* Implementing a complete data

disguise solution with processes and v
procedures High

Effectiveness
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Test Data Privacy
Internal Challenges
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Test Data Privacy
Requirements for Success

e Process

— A clear strategy backed up by a methodology that serves as a
roadmap or blueprint for an enterprise-wide data privacy
Initiative

e Technology

— Tools that can deliver quality data that meets the integrity,
consistency and usability demands of your data privacy
requirements

 Expertise

— The knowledge and experience to effectively manage the
process and drive the technology to implement data privacy
assurance in the application testing environment

#’SABA 2007 Fall Conference
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Test Data Privacy
Leadership

 Provide Products, Processes and People to
disguise and generate data used for:

— Application testing

— Data exchange

— Internal reporting

— Offshore / outsourced development
— Departmental data processing

#’SACA 2007 Fall Conference
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Test Data Privacy
Delivery

Test  Protect personal/sensitive
data while maintaining:

| — Data Integrity across
Corporate N - -
Information ¥ N appllcatlon(s)
 Employee — Consistency, regardless

Information of data source, and
repeatability

— Usability, test data should
be valid and meaningful
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Test Data Privacy
Solution

Production

System Test

| | : > |

Subset Load '

Extract Maintain

integrity

Reports
QA Test
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Test Data Privacy
Process: Methodology

'i"“ili — Understand each application’s sensitive informaF|

0 = Buildithe processes toidisguise  test dz

) [ [V =Y BR] oy ndimaintainidataprotection PIOCESSES
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Test Data Privacy
Process: Methodology

_lo/x]
@ File Edit V¥iew Insert Format Tools Project Collaborate Window Help Type aquestionforhelp + & X
DEHR SRAY LB S 90| e538E L] BRI NGow CYCEANNCY
‘@ % 4+ = Ty show~ | Arial v 12 ~ I U = = | all Tasks v V= | =X ! :[[F | Tasks ~ | Resources ~ | Track ~ v l
Compuware Data Privacy Project Plan, Copyright @ 2007, Compuware Corporation. Al rights reserved.
Task Name Duration Start Finish 5,'07  [Sep9,'07  |Sep23,'07 | Oct7,'07 | Oct21,'07 o
S[W|S[T[M[F[T[S[W[S[T[M[F[T[S [t
= Compuware Data Privacy Project Plan M (Iays? Mon 9/3/07 Mon 10/29/07 —
= Analysis 13days?  Mon 9/3/07 Wed 9/19/07 | pr————————y
Data Model Analysis 12days? Mon 9/3/07 Tue 9/13/07 |(r————
Function Model Analysis 12days ~ Tue 9/407 Wed 9/19/07 | Pr————====y
= Design 14days? Thu 92007 Tue 10/9/07 PE—
Data Extract Design Tdays? Thu920/07 Fri 9/28/07 4 v
Data Disguise Design 14days? Thu 92007 Tue 10/9/07 pr— v
Data Load Design 6 days? Mon 10/1/07 Mon 10/8/07 p—
= Development 15 days Mon 10/1/07  Fri10/19/07 PE—
DB2 and MVS environment 15 days Mon 10107  Fri1019/07 4 . '
IMS data environment 15 days  Mon 10/1/07  Fri 10/19/07 PE——
Distributed data environment 15days  Mon 1041107 Fri 10/19/07 p————
= Delivery 12 days  Fri10/12/07 Mon 10/29/07  —
Extract and Disguise 6 days Mon 10/22/07 Mon 10/29/07 ﬁ
Load 6days Fri1012i07  Fri10/19/07 - —
v
Jo KT I 0 7
| Ready I [Ex [caps [numl [scrL [ovr |~
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Test Data Privacy
Process: Best Practices
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Test Data Privacy

Process: Best Practices

Compun ared o pirdian

Compurn are Uit Iy Bisd Iy it o™

122 Data Disguise design

1222 Specify sens

Dethe any speclal rks tat eed
smlian aumbers.

For exampk, mcs toredit card process
plor check dyit, et. Condioal
Echikjees, Brditere stcard types .

Deemie avd documentwhetiere xktag
eicnption willbe albwed. Akocorskler

Thk eatry I the profects work break dows stactire k an activity tiat wiaps ap the ks to
spechty tie dkguke ruks Tor privacy, a8 descrbed bebw.

1221 Determine sensitive field/column disguise technique
g ectudig of the valte domahs br each seasttive ekl and thelr bishess
“eack D be cetemhed, acoordhg © te ditereat echikjues
S Mk or Age.

cosckteacy and wablity.

Compun ared o ki o

Sduier

Compun are Uit iy Bt Y wdrm ™

1223 Specify sensitive field/column translate rules

This Gk ks aborttie ceMiton of detll d TaNs KON prope s r each of e data ekmert
KEatned or thls disgake BChikyie . TraMskton of data b s ed ipor 4y exktng valies

sored 0a ks © ke 1sed & feplaceme 1t ©3ens tve data valtes.

Trans laton ofdatant wellorflekk thatrequire res wthg valees to be mearhgnitora wer and
wetvalkitorar applcaton. For ik reason, difere itTranslaton methock veed © be kleatfed

cependhg on the access methodand orgarzaton of the taslation tables be g wsed.

Az aguicelng or the Translation des ki process the IDWhg table sammarkss the corditions
Breach spechc method:

Translats Acce sy Translats [ Translate UVI;IEI':‘ Reversible Cuplicats
Method Method Ale Type Ale S12¢ Table Y Polnters
T ] B | BEe | seem | oo ves Ho

No Yes

1:2:2:1 Determine sensitive field/column disguise technique

Once there is an understanding of the value domains for each sensitive field and their business
rules, a fictionalization strategy needs to be determined, according to the different techniques

available, such as Encrypt, Translate, Generate, Mask or Age.

A combination of these technigques allows maintaining data integrity, consistency and usability.
Some techniques aﬂ}nly better to certain types of fields as illustrated below:

Data element

Recommended Disguise Technique

Prefixes, Suffixes)

Mame (First, Last, Middle, Maiden, Aliases, Translation, Generation

Address (Street, City, State, Zip)

Translation, Generation

Social Security Number

Encryption

Drivers License Number

Encryption

Passport Number

2001 Compuware Camo

Encryption
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Test Data Privacy
Analyze

e« Gather and document information about:
— Applications to be treated
— Data structures involved
— EXisting data relationships

— Data Classification Scheme to understand sensitive
data elements

— Processes acting upon or impacting sensitive data

#’SABA 2007 Fall Conference
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Test Data Privacy

Managing the Analysis Tasks

Microsoft Project - Compuware Data Privacy Project Plan ¥1.2.mpp

@ File Edit View Insert Format Tools Project Collaborate Window Help
NDEHR GRAV BRI Qlceckat BB R

i@ 9 # = T show~ | Arial

-1l «|B I U \E\AIITasks

Identify application data model

MName: Ildentify application data model Duration: | 1d? 3: [V Estimated
Notes:

NEEEER

Most applications have documentation about the data elements,
structures, formats, relationships and dependencies. In many cases
an application data model is already in electronic form via software
engineering and data modeling tools.

This task is about obtaining such information for subsequent analysis
of what is considered sensitive data. A Subject Matter Expert,
Business Analyst, or Database Designer should be familiar with this

Help I OK I Cancel

I Task Information X|
General | Predecessors | Resources I Advanced Notes |Custom Fields

WBS | Task Name
1 B Compuware Data Privacy Project Plan. Copyrighi
1.1 E Analysis

111 =l Data Model Analysis
1.1.1.1 Identify source data environment : ;
1.1.1.2 Identify target data environment and scope information.
1.1.1.3] Identify application data model
1114 Document data stores/entities and relationst
1115 Document data structures and layouts
1116 Identify sensitive fields/columns
1.1.1.7 Cross reference sensitive fields/columns and data stores

1.1.2 =l Function Model Analysis
1.1.21 Identify application function model
1122 Cross reference sensitive data stores and application pro
1123 Analyze application code over sensitive data elements
1124 Document business rules applied to sensitive fields/colun
1125 Identify current application test plans
1126 Document current test requirements over sensitive fields

Ja KT _I;é

I
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Test Data Privacy
Managing the Analysis Tasks

Data Management Tools

File-AID/DB2 /IDBA-Xpert
Impact Analysis

& DP_1113_DBX Impact Analysis.txt =

File-AlD/Data Solutions Analysis

[ @shering - [ [0}

CUSTOMER _TBL

CUSTOMER _NUMBER

COMPANY _NAME
ADDRESS

crry

STATE

2IP_CODE
COUNTRY

File Edt Format Help

Edit Format Help

B: FRSMPLG

AUTH: USER HDALCGO

AUT USER PUBLIC

TS: FRSMPLG.CONTTS

TE: HDALCGO.CONTACT_TABLE
| AUTH: USER HDALCGO

| AUTH: USER PUBLIC

| IX: HDALCGO.CONT_IDX

| PAR TB: HDALCGO.CUSTOMER_TABLE
T

|

|

|

DATA-

= |

DAT,
DATA-DATA AMALYSIS FOR FIELD EMP-STREET-ADDRESS

—~STATISTICS REPORT:

RECORDS ANALYZED

50

N = N DATE PATTERN =
UNT

50 UNIQUE VALUES

AREA _CODE
EEDLNETZHCOTNEN;;VA:M B: TARGET.CONTACT_TABLE DATA— 7510 VALID x?'éaég-r
CONTACT _TITLE AUTH: USER TARGET POS. 1-025 9999 WRITER WAY
CONTACT ADDR IX: TARGET.T_CONT_IDX_T 1 LOWEST
CONTACT _CITY PAR TB: TARGET.CUSTOMER_TABLE POS. . 1-025 1 APACHE AVENUE
ConTAGT “STATE S: FRSMPLG.CUSTTS DATA- 1 (TIE) MOST COMMON
CONTACT _zP TB: HDALCGO.CUSTOMER_TABLE DATAZ Pos, 1025 5000 WRITER WAY
CONTACT _COUNTRY | AUTH: USER HDALCGO N
CONTACT _AREA _CD | AUTH: USER PUBLIC DATA-
CONTACT _TELEPHONE | IX: HDALCGO.CUST_IDX DATA-----OCCURRENCE REPORT:
| TR: HDALCGO.CUSTTEO2 DATA-SIGN = N DATE PATTERN =
| | TRG DEP TB: DATA- —=--COUNT-=-= ——-- DESCRIPTION==== ========———m— | FIELD VALUE-————————m—mmm
HDALCGO. CUSTOMER_TABLE_BK DATA- 50 UNIQUE VALUES
R DATAL T TYME(S) POS. - 1-025 1 APACHE AVENUE
TRG DEP TB: -1 . -
ORDER _TBL CEArEr L HDALCGO. CUSTOMER_TABLE_BK DATA- 1 TIMECS) POS. 1-025 1 BULL DRIVE
PART _TBL ORDER_NUMBER_ CUSTOMER _NUMBER DEP TB: HDALCGO.CONTACT_TABLE DATA- 1 TIME(S) POS. 1-025 1 CHINA BEACH
TB: TARGET.CUSTOMER_TABLE DATA- __ 1 TIME(S) POS. 1-025 1 HOMER LANE
PART NUMBER cuST UM CoNTAGT e | AUTH: USER TARGET DATA- 1 TIME(S) POS. 1-025 1 PENNSYLVANIA AVENUE
PART NAME oREOIT GARD. UM e | IX: TARGET.T_CUST_IDX_T DATA- 1 TIME(S) POS. 1-025 1 S. FIRST STREET
EFFECT _DATE MOTHERS _MAID _NAME CONTACT _CODE | DEP TB: TARGET.CONTACT_TABLE DATA- 1 TIME(S) POS. 1-025 1101 W. ELLIOT DR.
EQUIVALENT _PART ORD _TYPE ADDRESS S: FRSMPLG.CUSTTSBK DATA- 1 TIME(S) POS. 1-025 12 RANCHO CORDOVA ROAD
PURCH _PRICE ORD _DATE cITy. TB: HDALCGO.CUSTOMER_TABLE_BK DATA- TIME(S) POS. 1-025 123 ATTORNEY BLVD
SETUP _COST RO STt ST e :ﬂ:f gigi :gﬁtggg cusTTE0? DATA- __ 1 TIME(S) POS. 1-025 1234 S. CRESTVIEW DR.
T Gr eASURE OnD “peroaT 2B oo AUTH: PACK HDALCGO.CUSTTS DATA- 1 TIME(S) POS. 1-025 127 w. SKEFFINGTON WAY
VATERIAL COST ORD Lie . COUNT P, DATA- 1 TIME(S) POS. 1-025 255 PEACHTREE AVE. W.
< ~cont " IX: HDALCGO.CUST_IDX_BK DATA- _____ 1 TIME(S) POS. 1-025 2751 ARQUES AVE
REWORK _COST SHIP _CODE TELEPHONE _NUM 17PK: HDALCGO.CUSTTBO2 . .
AVAILABILTTY _IND SHIP _DATE PK: : DATA- 1 TIME(S) POS. 1-025 2873 COACHLITE STREET
ENGR _DRAW _NUM ORD _DESCRIPTION PK: HDALCGO.CUSTTB02 DATA- 1 TIMECS) POS. 1-025 2903 ALBERTA DR
PK . DALCGO. TRIGOL DATA- _____ 1 TIME(S) POS. 1-025 2903 JAMIESON WAY
APALCa0 ORDER._LINE TABLE DATA- 1 TIME(S) POS. 1-025 300 FOLLIE CIRCLE
; A DATA- 1 TIME(S) POS. 1-025 3150 SCOTT BLVD.

AUTH: USER HDALCGO
AUTH: USER PUBLIC

330 E. BRILL ROAD

Sorruem oL ORDER LINE. 8L i DATA- 1 TIME(S) POS. 1-025 3306 N. SHERIDAN ROAD
= N D O  TABLE DATA- ______ 1 TIME(S) POS. 1-025 345 BIRDS DRIVE
PART_NUMBER ORDER_NUM_ PAR TB: HDALCGO.PART. TABLE DATA- 1 TIME(CS) POS. 1-025 345 CACTUS LANE
SUPPLIER__CODE_ ORDER_LINE_NUMBER RDXDEMO. ORDER. L INE_TABLE DATA- 1 TIMECS) POS. 1-025 345 FARM LANE
SUPPLIER _NAME PART _NUM AUTH: USER RDXDEMO DATA- 1 TIME(S) POS. 1-025 35 SONGBIRD LANE
SUPPLIER _MODEL _NUM PLAN _QTY IX: RDXDEMO.ORDL_IDX DATA- 1 TIME(S) POS. 1-025 375 MERRIVALE W. SQ.
WHOLESALE _PRICE UNITS _COMPLETE PAR TB: RDXDEMO.ORDER_TABLE DATA- 1 TIME(S) POS. 1-025 3800 LAWRENCE DR.
DISCOUNT _QUANTITY UNITS ZSTARTED PAR TB: RDXDEMO.PART_TABLE DATA- _____ 1 TIME(S) POS. 1-025 39 ROCHESTER STREET
PREFERRED _SUPPLIER SCRAP_ B: TARGET.ORDER_LINE_TABLE DATA- 1 TIME(CS) POS. 1-025 4102 ALGONQUIN
T TS T e AUTH: USER TARGET DATA- 1 TIME(S) POS. 1-025 4401 S. BASCOM AVE #330
T - IX: TARGET.T_ORDL_IDX_T DATA- 1 TIME(S) POS. 1-025 4701 N. BASCOM AVE. #430
PAR TB: TARGET.ORDER_TABLE DATA- 1 TIME(S) POS. 1-025 4801 5. ECHO AVE.
PAR TB: TARGET.PART_TABLE DATA- 1 TIME(S) POS. 1-025 6766 ROLLING HILLS ROAD
FRSMPLG. ORDTS DATA- 1 TIME(CS) POS. 1-025 715 HOMER
CUSTOMER _HIST _TBL HDALCGO. ORDER_TABLE DATA- 1 TIMECS) POS. 1-025 7716 HAWTHORNE AVE.
AUTH: USER HDALCGO DATA- 1 TIMECS) POS. 1-025 859 O'FARREL ST.
AUTH: USER PUBLIC DATA- 1 TIME(CS) POS. 1-025 9613 RAMONA AVE
CUSTOMER _ROWID IX: HDALCGO.ORD_IDX DATA- 1 TIME(S) POS. 1-025 9999 WRITER WAY

CUSTOMER _NUMBER
COMPANY _NAME
TELEPHONE _NUM

ISACA
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DEP TB: HDALCGOQ.ORDER_LINE_TABLE
B: RDXDEMO.ORDER_TABLE
AUTH: USER RDXDEMO

TEB: TARGET.ORDER_TABLE
| AUTH: USER TARGET

FHREPERERPRERERRERERERERERERERERRERRRERRERRRRRRRRRRRRRRRRRRRRRRRRRRRRERRRERR R R R R

~INVALID DATA REPORT:

DATA- 0 INVALID VALUES
CONTACT _NAME IX: RDXDEMO.ORD_IDX DATA—
CONTACT _TiTLE DEP TB: RDXDEMO.ORDER_LINE_TABLE DAT, =

s
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Test Data Privacy
Managing the Analysis Tasks

Compuware Program Analyzer for Abend-AlID, Xpediter and Strobe

[

Program Analyze

File 3

Jow

-
St @@l FIEE| |

OVERTIME-FIELDS.

EMPLOYEE-WORK-AREA.
EMPLOYEE-HDR1.
EMPLOYEE-HDRZ .
EMPLOYEE-HDR3.
EMPLOYEE-DTL.
EMP-TOTAL-DTL.
REGION-HDR1.
REGION-HDRZ.
01 REGION-DETAIL.

Find Indirect - REGION-SALARY

22 Data elements found:

% @

H
e ’ﬁ@”

~|| B [ [source

>> REGION-SALARY
. REGION-DETAIL
REPORT-FILE

...REPORT-RECORD

WP
PAND-TOTAL-FI

| | DataAction PAGE
| [¥ Flowfrom -YEAR
-MONTH.
[V Flowto E5e
v Compare M BLANK-LINE.
M BLANK-LINE.

WRITE REPORT-RECORD FROM REGION-DETATIL.
IF REGION-SUB = 4
WRITE REPORT-RECORD FROM BLANK-LINE

MOVE GRAND-TOTAL-MGMT TO MGMT-GRAND-TOTAL
WRITE REPORT-RECORD FROM MGMT-TOTAL-DTL.

ADD 1 TO REG-LINE-COUNT.
ADD 1 TO REGION-SUB.

SALES REPORT

Statements:

L ! |

v

tel]

FRPR

ELD: ~Include M BLANK-LINE.

RAND-TOTAL-MGMT v Aliases M BLANK-LINE.

i M REGION-HDRIL.

: BLANK-LINE.

Print Cancel | Help | M BLANK-LINE.

M REGION-HDRZ.

oS eEeah WRITE REPORT-RECORD FROM BLANK-LINE.
7100-PRINT-REGION-HEADERS. ADD 1 1O BAGE-COUNT.

MOVE 10 TO REG-LINE-COUNT.

Structure Chart

REGION- SALARY (
ADD MGMT-COMPENSATION TO GRAND-TOTAL-MGMT.
MOVE MGMT-COMPENSATION TO REG-DTL-TOTAL.

BLANK-LINE.

For Help, press F1

SACA

Serving IT Governance Professionals

San Francisco Chapter

2007 Fall Conference
18



Test Data Privacy

Analysis Deliverables

B Microsoft Excel - Data Privacy_ 1ol x|
File Edit View Insert Format Tools Data Window Help - ﬂ’l ﬁl
Jn FRLEGRY (s BRI (oo (&= & 45| MlE] v - B i |z-2-A- 2
|& = | @ [ @ @ Favortes ~ | o~ | 7| 0:\FoM-QalSales ChampioniData Privacy Best Practices|Data Pive »
D33 ~| =]
A B C [ D I E [ F [ 6 7
CompuwareCorporation  fue Leaoes iw it Vatve
| 2 |Data Privacy Best Practices
| 3 |Business Analysis
| 4 |Function Model Analysis
5l
| 6 |[Document current test requirements over sensitive fields
7
8 |Process / Sensitive fie] CONTACT NAME [SoC SEC NUM [CREDIT_CARD _NUM [CONTACT ADDRESS [PASSWORD Table/Fileb
First two digits are
validated for each credit
9 |PROGRAM 001 card type
10 |PROGRAM_002 No validations exist
11 |PROGRAM 003 Stored encrypted
12 |PROGRAM_004
R /i
ity, State and Zip &) Fle Edit v ¢ Format Took ta Windo _l3(x
13 |PROGRAM_005 rust match Do et on e Tama: Tock Baa Mndon > — = —'»
DEHEERY[$BRBI 0--[@ = 5 8§ [lE] 0w - B3 -0 -8 -2
MOD-10 check digit & - | o G @ Favorites ‘ Go~ ‘ Il | D:\FDM-QAlSales Champion|Data Privacy Best Practices\Data Prive + _|
14 PROGRAM 006 validation B = =
15 |PROGRAM 007 A B © D [ E [ F | G [ H =
First name and last name M CompuwareCorporation  TuetLeases in if Vatue
are concatenated to be First two digits are
isplayed on screen and validated for each credit | 2 |Data Privacy Best Practices
16 |PROGRAM 008 written in reports card type | 3 |Business Analysis
17 PROGRAM 009 | 4 |Data Model Analysis
18 |PROGRAM 010 15| L E .
Street, City, State, a | 6 | Document data stores/entities and relationships
Zip passed to CODE" | 7 |
lidation function an | 8
return 1 for True, O foi o EE— ——
reator/ e ionshi are! il
;g s:ggx: g:; False 190 Object Type |Object name Qualifier|Constraint Name / Description Related Object Type Relation Attributes d
Last name, Comma, First First two digits are EE CUSTOMER MASTER.FILEPROD  CUSTOMER FILE TO CUSTOMER TABLECUSTOMER_TABLE AR CUST_NUM PARENT
Mame, Comma, Middle validated for each credit 12|
21 |PROGRAM 013 Initial is format is validated card type EDBZ CUSTOMER_TABLE PROD  CUSTCONT CONTACT_TABLE RI CUST_NUM PARENT
14
E DB2 CUSTOMER_TABLE PROD  CUSTOMER TO ORDER ORDER_TABLE AR CUST_NUM CHILD
16
EDBE ORDER_TABLE PROD  ORDLNE ORDER_LINE_TABLE RI ORDER_NUMBER PARENT
18
19 |DB2 PART_TABLE PROD  PART TABLE TO ORDER LINE TABLE ORDER_LINE_TABLE AR PART_NUMBER PARENT
[l m— - — -
| 21 |DB2 PART_TABLE PROD  PART TABLE TO SUPFLIER TABLE SUPPLIER_TABLE AR PART_NUMBER PARENT
122
23
24 J!
CuKl J_I—m_l
T [ [ [ T —
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Test Data Privacy
Design

 Define application disguise strategy and process

— Source extract criteria for data (filters, naming
conventions, etc.)

— Security rules for supporting files

— Structure, value domain (content), population strategy
for translate table(s)

— Target environment(s) and load method(s) to be used

— Field-level obfuscation rules (encrypt, translate, age,
generate)

#’SACA 2007 Fall Conference
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Test Data Privacy
Disguise Techniques

Replace sensitive values with formulated data based on a
user-defined key

Replace sensitive values with meaningful, readable data
using a translation table

Replace sensitive dates consistently while
maintaining the integrity of a date field

Conceal partial fields

Generate fictitious data from scratch or from some
other source

#’SACA 2007 Fall Conference

Serving IT Governance Professionals 21
San Francisco Chapter



Test Data Privacy
Managing the Design Tasks

Microsoft Project - Compuware Data Privacy Project Plan ¥1.2.mpp __J_E_Il'
@] File Edit ‘“iew Insert Format Tools Project Collaborate ‘Window Help Type aquestionforhelp  +» & X
NEED GRAY 6 DRRB 98536 B R N ey iEef

i@ % # = % show~ | Arial -8 +|/B I U \ | &ll Tasks v = r‘,_*_\! i3 | Tasks ~ | Resources ~ | Track ~ v!

Determine sensitive field/column disguise technique

| WBS |Task Name | ,'07 | Sep 23,'07 | Sep 30,07 [oct7,'07 [Oct14,07 4
T F M T S W S T ¥ M
1.2 E Design
1.24 [=) Data Extract Design PE——
% 12141 Design relationship repository ,J
g 1212 Specify driving objects
g 1213 Design extract selection criteria
% 1214 Design key driven selection criteria
@ 1215 Specify extract scope
g 12186 Document source environment benchmarks
@ 1217 Design the extract strategy
1.2.2 [=) Data Disguise Design v
12241 Determine sensitive field/column disguise technigue |
% 1 ,242.2I Specify sensitive field/column encryption rules llll
g 1223 Specify sensitive field/column translate rules e — | o — I e — | P Notes
% 1224 Specify translate table structures
@ 1225 Specify translate table generation rules Name: IDetermine sensitive fieldfcolumn disguise  Duration: |1c|7—5 v Estimated
% 12286 Specify translate tables security rules Notes:
1227 Specify translate Unigue Yalue Table rules —
% 1228 Specify data generation rules ﬁl %%‘%I E_EI EI
® 1228 Design custom data generation rules nce there is an understanding of the value domains for each field and
% :221? :'”"f:" ag‘”gnfu'e: — - their business rules a fictionalization strategy needs to be determined
— i At B for each sensitive data element according to the different techniques
g 12212 Yalidate disguise rules vs. businessivalidation rules .
g 12213 Yalidate disguise rules vs. test requirements aV@I]ab'e, SUCh as Encwpt' Tran5|ate' Genel’ate or Age
% 12214 Specify disguise repository security rules X ) i X ) . X
123 £l Data Load Design A combination of these techniques allow to maintain data integrity,
@ 1231 Idertify extracted data for load consistency and usability. Some techniques apply better to certain
@ 1232 Identify target environment properties types of fields. Forinstance, names and addresses are usually
@ 1233 Specify load mapping rules translated, while phone numbers and codes are normally encrypted.
1234 Specify load execution options
% mimen Sttt R Help | [TI Cancel I
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Test Data Privacy

Develop
| S
Production _
E—— Data Privacy Manager

R ——
P —
—_—
—
D —
R —
—
—
—
P —
=
e
—_
—
—_—
Pe—
S —
—_—

)

Subset _ Load
Extract *Build Maintain integrity
*Test
+Validate
; iSAcA 2007 Fall Conference
Serving IT Governance Prof I 23



Test Data Privacy
Development tasks — z/OS Relationships

Relationship Detai Row 1 to 5 of 5
command ===> SCROLL ===> CSR
PrOdUCthn Base object: D701Cw01.PROD.CUSTOMER_TBL
Line Commands: S = Select Relationship to Modify D = Delete Relationship
A = Add Application Relationship I = Relationship Information
Obj Rel
CMD Parent/Dependent Type Type Status
AR/R| D701CW01. PROD. CUSTOMER_TBL
D701Cw01.PROD.CONTACT_TBL DB2
D701Cw01.PROD.CUSTOMER_TBL DB2 AR
D701Cw01.PROD.ORDER_TBL DB2
z/0S 'SUSIDLO. FLEX.KEYFILE . EXTRACT' MVS AR

D701Cw01.PROD.CUSTOMER_TBL DB2
D701Cw01.PROD.ORDER_TBL DB2 RI ASSOCIATED REL.
D701Cw01.PROD.ORDER_LINE_TBL DB2
D701Cw01.PROD.PART_TBL DB2 RI ASSOCIATED REL.
D701Cw01.PROD.ORDER_LINE_TBL DB2
** Bottom of data **

-f_’SACA 2007 Fall Conference
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Test Data Privacy
Development tasks — z/OS Extract Scope

Production

AR/RI

z/0S

File-AID/RDX Row 1 to 11 of 11
command ===> SCROLL ===>

TAB to Table and press ENTER for an Option List . .
* Denotes the table 1is involved in additional relationships

DB2-PART_20
|
I DB2-ORDER_LINE_20 %
|
I 11VS-'EU. TRANSFER.TRAIN. FDM.PART20.UNLOAD'

DB2-ORDER_TABLE
|
W DB?2-ORDER_LINE_20 %

—HSACA

San Francisco Chapter‘

2007 Fall Conference
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Test Data Privacy
Development tasks — Disguise z/OS Extract

option ===> USER Profile: ENCRYPT
SSID: D701

Primary commands: menu-number, ALL, REFerence, REQuest, MODE
PrOdUCtiOn Line commands: S or / to create flow through selected options.
Description ===> USING ENCRYPTION DB2-TEST.CUSTOMER_TABLE

current Vvalues

Driving Object Dl?Z-TEST.CUSTOM[_ER_TABLE
Extract Scope and Dir=y, Par=Y, Sib=Y, Ind=Y, Cycles=*
Detailed Extract views 5 of 5 Relationships Active

Subset Unrelated objects None

Extract External Key File None

Se]ection_criteria None
2/0S 515 Kay£ils :

EXtract Fﬂ_e DISGUISED SUSIDLO.

save Extract Request SUSIDLO.V4R2MOQ . ENCRYPT1.REQEUST (CUSTOMER)
View JCL
Submit JCL

‘*ISACA 2007 Fall Conference
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Test Data Privacy
Development tasks — Disguise Set Up

OPTION ===> _

- Status -

. 0 OPTIONS Selection criteria options default
Data anacy 1 DATE AGING Aging criteria 1 sets
2.1 EURO CONVERSION Euro Conversion criteria 0 sets
Mana er 2.2 TRIANGULATION Currency Triangulation 0 sets
QJ 3.1 DATE PATTERN ANALYSIS Date Pattern criteria 0 sets
, AL TDATION idate critapis X -
3.3 DATA ANALYSIS Data Analysis criteria 0
4 TRANSLATOR Data Translator criteria 1
5  GENERATOR Data Generator criteria 1
6 FIELD EXITS Utilities criteria 0
7 DATA ENCRYPTION Data Encryption Criteria 1
Member list description ===>
*Build Long  ===>
Description ===>
sTest
+Validate Use ENTER to continue

Use VIEW to display criteria request

SAVE to write criteria request

Use END to return to Input Spec Panel CANCEL to restart at Input Spec Panel

2007 Fall Conference
27
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Test Data Privacy
Development tasks — z/OS Load

File-AID/RDX
Option ===> _ USER Profile: RDXMENU

Primary commands: menu-number, ALL, REFerence, REQuest, MODE
Line commands: S or / to create flow through selected options.

Extract File name ===> HFHSAS0.SCOTT.RDX.EXTRACT
Description ===> DB2-FRSAMP.CUST_STUFF TeSt
Current Values
1 Load Object Specifications SSID=D701, Load Method=SQL Insert
2 Source/Target Mapping 0 of 6 Objects are excluded
3 Target Environment Create: Tables=6 + DB, Files=0
4 Existing Data Options
5 1Insert Processing Options
6 Save Load Request None Load
7 View JCL L
8 submit JCL Maintain
integrity 2108

‘+ISACA 2007 Fall Conference
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Test Data Privacy

Development tasks — Distributed Extract
-lofx]

File Actions VYiew Tools Help

=R
EE anews
B dboPPart Record Encryption General Properties.
B dbo PSupplier Selectthe desired Tables/Files on the left and specify the desired properties. Press Next when you are ready to proceed.
=7 dbo POrder
=< Field Encryptior File-AID/CS - Prune relationships and Set Selection Criteria (Graphical Yiew) -0l x|
- ‘—#5’ Field Encry
ro u Ct I O n — & dboPOrder_Line Please tailor the extract criteria data to your needs by pruning relationships and/or specifying selection criteria for tables. Right-click a table,
8o PCustomer relationship, or the backaround to see the available actions.
[5-< Field Encryptior
L{.ﬁ’ Field Encry —
B_‘i},— dbo PContact .
< Field Encryptior -~ .
L ¢ Field Enery E o—"dbo.PCustomer™ ~.__ ‘E

-
) dbo.PContact /dbo.POrder
Liifg

SUbSGt | | 2l dbo.POrder_Line

[On Data Privacy Manager ﬁ

Extract L& Welcome - /EEO.PPan

dbo.PSupplier

|+

2|

Views
I—  Graphical C TableList ¢ Relationship List | _Options... | Discover Al How | [ st Piivagy

Help | Cancel < Back I Next > | I_I

Starting Data Privacy Manager. Please wait ...

®
SACA 2007 Fall Conference
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Test Data Privacy
Development tasks — Distributed Disguise

Data Privacy
Manager

*Build
*Test
+Validate

File-AID/CS - Prune relationships and Set Selection Criteria {(Graphical Yiew)

Please tailor the extract criteria data to your needs by pruning relationships and/or specifying selection criteria for tables. Right-click a table,
relationship, or the background to see the available actions.

i \

N
db/o.PCustomer

/

m

dl;o.PPart ALD POoa- dhn Dfantact
Data Privacy Manager = |I:||5]
File Actions View Tools Help
i BN
i E}}
dbo.PSupplier g3 new> Record Layout | Type | Encoding | Size |
g :ED‘:Z;&“ ] =B dbo_Pcustomer =
a3 0-PSupplEr OMER_NUMBER String
dho POrder Ty ——
< =< Field Encryption Field Encryption
A L¢3 Field Encryption % COMPANY_NAME |string Display 30
 Graphical " Table List B) dboPOrder_Line < ADDRESS |string Display 30
9 i tmer —<& Ty [String Display 25
Help Cancel | [ER23 Fjeﬂld Encryption & STATE |string Display 2
a5 (7 Field Encryption —$ ZIP_CODE |string Display 9
dho.pontact & COUNTRY Istring Display 20
(5<% Field Encryption Istri " d
9 . —< AREA CODE String Display 3
‘—g» Field Encryption

| 1>

O Field Encryption
Welcome
General Properties
Field Encryption Type
Select Fields
Summary

Specify the desired parameters and Press Next to continue.

Protection Type: |Field Encryption 3

Description: |prapagaied_cuskomer_number_encryption|

Status: IEnabIed 2 I

I™ Utiize Selection Criteria

S N ST STV - S——ae s TR

) Projectview

—HSACA
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Test Data Privacy
Development tasks — Distributed Disguise

* % Load Specification - Untitled
—
- - -
Source Table: Source Table: Source Table:
dbo.CUSTOMER_TABLE dbo.CONTACT_TABLE dbo.ORDER_TABLE 3;::::!9
Target Table: Target Table: Target Table:
dbo.CUSTOMER_TABLE dbo.CONTACT_TABLE dbo.0ORDER_TABLE T 't
oo - oo
Source Table: Source Table: Source Table:
dbo.PART_TABLE dbo.SUPPLIER_TABLE dbo.ORDER_LINE_TABLE )
Target T able: Tarmst Tahla: Tarmst Tahla:
C"JOPAHT_TABLE { > = File-AID/CS Related Loader - [SQL Insert Status: Untitled_Load_of_demo]
a File Options Tools Window Help
‘l l D & | — |5 R B | ? Load
i All  |NotFnd Differ | Match |CreatoffDel DajRepl D Help - -
(B o | [, Maintain
dbo.CUSTOMER _TABLE |88 | X |8 0 1 100] . .
dbo.CONTACT_TABLE ‘%s X “%5 0 3 100 |ntegr|ty
. dbo.ORDER_TABLE e K3 0 5 100
Run Load | Data Privacy dbo. PART_TABLE A § K3 0 B 100
dbo.ORDER_LINE_TABLE [#% [ X [ 0 10) 100
dbo. SUPPLIER TABLE | %8 | X [ 0 9 100
= ' Distributed
Load Completed! Check Load Log
Untilled__Load_u1_demu-testLC—HFHSASD-B-2DEIS-EIS- Exacution Server
for details. |DEFAULT ~|
Close Details | Cance | Help Exiract Data Dir | |
Extract ‘ \ [ [
File

; "SACA 2007 Fall Conference
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Test Data Privacy
Delivery

Production Test

Subset Load ‘
Extract Maintain
integrity

’ iSACA 2007 Fall Conference
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Test Data Privacy
Managing the Delivery Tasks

Microsoft Project - Compuware Data Privacy Project Plan ¥1.2.mpp

10l x|
@ File Edit View Insert Format Tools Project Collaborate ‘Window Help Type aquestionforhelp  « & X
NDEHRGAVI LB I I8 =35 EUB Rveer - QQAF B0

@ 9 4+ = Show~ | Aral 11 v | B I U |AlTasks v V= E i3 | Tasks ~ | Resources ~ | Track ~ [ -!

Audit extract and disguise process

o | WBS ITask Name | 7,07 |Oct14,'07 |Oct21,'07 |Oct26 4]
T T[S |MW[F|S|[T|[T[S|M]
a9
0 |2 14 = Delivery v v
9t 1.4.1 = Extract and Disguise P—
2 e 14.1.1 Complete preparation of extract and disguise jobs
83 & 14.1.2 Develop site specific extract and disguise documentation |
“ & 1413 Integrate extract and disguise into application test cycle
85 |& 1414 Deploy extract and disguise processes
% & 1415 Review and adjust extract and disguise process '%
7 | 1416 Audit extract and disguise process |
% & 14.2 = Load
8 & 1421 Complete preparation of load jobs
100 & 1422 Develop site specific load documentation
101 |2 1423 Integrate data load into application test cycle
102 1424 Deploy load processes
s 1425 Review and adjust load process
104 |& 14286 Audit load process
d I3 | KT 3w
[Ready IT [Exm | [capst [rum [Scal [ovr] 4

Acceptance

Privacy

A ]

—HSACA
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Test Data Privacy
Delivery — Output Results

Original Data Disguised Data Rule Applied

\ETAUET( Jill Jones Translated
03-20-1962 04-18-1962 Aged

104 Main Street 111 State Avenue Translated
Flint, MI 48025 Flint, Ml 48025 Unchanged
370-55-2939 431-81-6492 Encrypted
4294 5730 5839 3037 A2XX XXXX XXX9 3037 Masked

$300,000 $126,877 Encrypted
(810) 609-2873 Generated

null

7 ’SACA 2007 Fall Conference
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Test Data Privacy
Delivery — Audit Reports

000100 O1 NOV 2005 13:03:36
000110 EXTRACT FILE :

“* Top of Data *
FILE AID/RDX 4.2

DISGUISE AUDIT TRAIL

SUSJIDLO.V4R2MO.EXTRACT . TRANS

000130 SOURCE OBJECT: D701CWOL.PROD.ORDER_TBL

000140
000190
000400
000500 AUDIT TRAIL FILE PRINTED:
000600 UPDATE NUMBER: 1
000611 DATA DISPLAYED

000613 BEFORE POSITION 1
000630  CHANGE--->
000650 AFTER
000700

POSITION 1

SUMMARY INFORMATION

SUSIDLO.RDXA.D008.D051021.T140525
ACTION: CHANGE

AALL11 CC3300 - [O[X]

AA1L11 CC3300

DATA DISPLAYED e R EER 2 ; 3 = —4————4-——-5-———4
Before: AA1111|CC3300|268-80-9611 |WILLIAMS | TOM

Fields with DP App11'ed: | ¥ kK |)‘c3’(a‘<3‘<7’:3’<)’:‘k |

After: AA1111|CC9422|| 268-39-2877 | JONES | TOM

—HSACA

San Francisco Chapter
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Test Data Privacy
Delivery - Disguise Rule Administration

command ===> scroll ===> CSR

Primary Commands: ObjectIn, Objectout, Find, Size
Line Commands: S = Select I = Info
0 = Objectout R = Related objects L = List DB

Data Priv
ata Privacy sSID: D701 Location: D701CW01

Manager object Name Disguised Columns/Fields
_ CONTACT_TBL CONTACT_NAME, CUSTOMER_NUMBER
_ PROD CUSTOMER_TBL CUSTOMER_NUMBER
_ PROD ORDER_LINE_TBL
. _ PROD ORDER_TBL SOC_SEC_NUM, CREDIT_CARD_NUM, CU
Disguise ) PART_TBL

Je ale e e e e e e e e e e ale LN ) LN )
HERRERERER Bottom 0 ata RRRERARERRRERREETRREERERERY

#’SACA 2007 Fall Conference
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Test Data Privacy

Delivery - Disguise Rule Administration

Data Privacy Manager

File Actions Wiew Tools Help

=10l x|

== W
5}
B <news Record Layout Encoding
:g gzo.gzan . =B dbo_Pcustomer
a9 ienaionl CUSTOMER_NUMBER String
=27 dbo POrder . —
[5-<¢ Field Encryption *” Field Encryption
L9 Field Encryption —< COMPANY_NAME String Display 30
H — B dbo POrder_Line —< ADDRESS String Display 30
Data P r|Vacy Eb) ner —& Ty String Display 25
B0 Field Encryption —<& STATE String Display 2
Man ager - 7 Field Encryption —< IP_CODE String Display 3
= doo PContact ¢ COUNTRY String Display 20
=< Field Encryption - - ll
y 29 e " —< AREA CODE String Display 3
y H Field Encryption
Specify the desired parameters and Press Nextto continue.
[ becity . /o
Kl 2] ~
ax ﬁ, =
<& Field Encryption _’V’
D H H Welcome
|Sg U ISe General Properties ) - "
J Field Encryption Type Protection Type: |Field Encryption =l
4 R u I es Select Fields Descrigtion: | -
Summary escription:  |propagated_customer_number_encryption|

Status:  |Enabled hd

I Utiize Selection Criteria

= Back I Next = I Apply Finish I Cancel Help

I Project\/iew

—HSACA
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TeSt Data PrlvaCy Original D Disguised
Delivery - Validation of Results R Dot

Mary Ward Jill Jones Translated

03-20-1962 04-18-1962 Aged
104 Main Street 111 State Avenue Translated

» Verify Disguised Data is Properly

D Flint, M 48025  Flint, MI 48025 Unchanged
Testing: ’

370-55-2939 431-81-6492 Encrypted
— New or modified code 4294 5730 5839 30 42XX XXXX XXX9 3037 Masked
— Critical business logic $300,000 $126,877 Encrypted

null (810) 609-2873 Generated

* Online and Printed Reports

b R I S k M et r I CS Risk Verbs Executed Total Verbs | Branches Executed

1007 3961(50%) 7816 867(49%)
+-d& Load Module: PDAQO1 482 159(482) 328 34(50%)
+-J& Load Module: PDADD2 478 135(552) 243 36(66%)
. + -4 Load Module: PDA003 483 114(37%) 303 23(35%)
- d& Load Module: PDA0D4 918 157(482) 326 36(51%)
« Change Management Signoff e m | wem | B O

(11/04/04.06:24:59)

M Opt=N,Debug=N

R eq uireme ntS + & Load Module: PDA00S 484 250(61%) 406 75(62%)
+-J& Load Module: PDA0DS as1 227(39%) 572 61(39%)
+ -4 Load Module: PDA007 942 391(59%) 655 111(632)
- d& Load Module: PDA00S 974 336(42) 799 80(38%)
PDADDS 974 336(42%) 793 8038%)

(11/04/04.06:23:39)

- . Opt=N.Debug=N
+-J& Load Module: PDA0DS 939 451(582) 777 92(51%)
e Auditing Documentation o Ltioase oame | e | owmm | e | oxem
+-d& Load Module: PDAO11 485 156(38%) 410 27(35%)
+ -4 Load Module: PDAQ12 486 241(482) 495 68(62%)
+ -4 Load Module: PDAOT4 480 190(61) 310 29(48%)
+- 4% Load Module: PDAO16 486 274(562) 487 48(46%)
44 Load Module: PDAQ17 488 367(502) 720 43(39%)
44 Load Module: PDAQ18 483 188(55%) 339 2135%)
’SACA 2007 Fall Conference
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Test Data Privacy

Delivery — Improved Test Data

 Improve Test Coverage
— Data flow analysis
— Program level analysis

» Know What is Needed

» Remove Redundant Test Data for
Efficiency

5 XPEDITER Program Analyzer - CWXTCOB FEX)
File View Chart Tools Options Window Help

&l @lela BEBE 2% v o) [z

= OutLine View (=003
DATA DIVISION. ~|[@]8 [B [ 5 [coverage [source A
[rroceDuRE DIVIsTON USING PARMTN UNTIL END-OF-FILE

T ——— PERFORN 6000-PRINT-ENPLOYEE-REPORT

|
IE) 1000-PROCESS-DATA. ];?-‘VEN; ;2 g;ﬁ_;“"sm

g 2080 REDGES S, HOURIT: PERFORM_7000-PRINT-REGION-REFORT
3000-PROCESS-SALES. UNTIL REGION-SUE > 4.

[E) 4000-PROCESS-MANAGEMENT. PERFORM 9900-CLOSE.

B} 5000-5TORE-EMPLOYEE-DETAIL. E GOBACK.

[E} 5100-SET-INDEX. gk

B 6000-PRINT-EMPLOYEE-REPORT. ¥
1< |

#xxxassx®  DIFFERENT PROCESSING OCCURS BASED ON EMPLOYEE TYPE. THERE
FRXXEXXEST  ARE 3 VALID EMPLOYEE TYPES. IF A RECORD IS READ CONTAINING
#FEXFXFETE L RECORD TVPR NTHFR THAW H & NR M AN FRRAR MRSSAGR TS B

Structure Chart Q@@ £ Control Flow g@@

For Help, press F1 000364 Perform Conditional

—HSACA
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Test Data Privacy

Compuware experience across various industries

Financial Services Companies

Insurance Companies
Manufacturing Global European Insuranc o

Healthcare

®
; iSACA 2007 Fall Conference
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Test Data Privacy: Case Study
Addressing HIPAA Compliance

 Large Health Management Organization

— Public scrutiny and huge corporate liability due to data
breach

— Many of their applications were offshore
— Complex environment containing a variety of data types

e Solution: Compuware’s Data Privacy Solution

— Promoted internal communication and provided strategic
implementation consulting

— Used multi phased project templates and Compuware
Experts to conduct pilot

The end result: Successfully secured the test data for their initial
40 applications and continue to secure all 1500

—HSACA e~
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Test Data Privacy: Case Study

Reducing Risk of Exposure

 Largest US Consumer and Small Busmess Bank

the company, as well as to an offshore partner

— Complex, heterogeneous environment with many technologie:s
and appllcatlons '

e Solution: Compuware’s Data Privacy Solution

— Used a data model to simplify managing disguise data
consistency across enterprise systems

— Implemented top 8 high risk applications

The end result: Successfully de-identified data for high risk applications,
maintaining usability and integrity for internal and offshore use

—HSACA o7 g
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Test Data Privacy: Case Study
SOX/GLB Compliance

 Property & Casualty / Life / Auto Insurance Co.
— Executive Management saw internal risk
— Wanted to disguise SSN, DL# and Last Name in Test & Dev.
— Required disguising z/OS DB2, AS400/DB2 data

e Solution: Compuware’s Data Privacy Solution
— Defined disguise rules to sensitive field elements
— Created extract disguise jobs to disguise sensitive data
— Provide audit reports as needed to substantiate compliance’

The end result: Successfully automated a repeatable process
for protecting sensitive data

—HSACA 5
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Test Data Privacy: Case Study
SOX/GLB/SEC Compliance

« Financial Services Firm NE-¥,
— Highly sensitive financial data

— Millions of financial transactions containing sensitive customer
data U

— Required disguising data enterprise wide
— IT Risk and Security is top priority

« Solution: Compuware’s Data Privacy Solution
— Lower cost of regulatory compliance
— Reduced risk and liability associated with data privacy
— Deter misuse and exposure to unauthorized users

The end result: Provided an auditable disguise process to
substantiate compliance

—HSACA 5
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Test Data Privacy: Case Study

Reducing Risk of Exposure

 Leading Direct Consumer Electronics Manufacturer
— Discovered liability of using production data in test

— Accidentally sent out bogus invoices and emails during a test -
cycle

— Responding to enterprise-wide business process
improvement initiatives such as:

« Test driven development
« Automated quality assurance
» Global data management

e Solution: File-AID/CS

— Inchased the frequency of test cycles while improving data
quality

— Prevents database and application downtime during test data
preparation

The end result: Sanitize PIl to protect from privacy
abuse and meet audit requirements

—HSACA o7 g
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Test Data Privacy: Case Study

Reducing Risk of Exposure

$2B Securities Company
— Dedicated to safe/secure test data for investment products

— Passes client files to outside vendors and Off-shore exposure to
critical data |

— Heavy IAM and Sybase usage requiring cross-platform
consistency

— Stringent Sr. Management security expectations

Solution: Compuware’s Data Privacy Solution
— Analyzed critical fields for consistency/symmetry
— Utilization of multiple disguise techniques

— Provides test data cleansing, consistency and congruency
across platforms, audit trails, and the ability to handle volume
processing

The end result: Delivered Phase-1 of the disguise project within
their timeframes, on-budget

—HSACA o7
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Test Data Privacy: Case Study
SOX/GLB/Insurance Compliance

 Large Mutual Life Insurance Company

— Executive Management saw internal risk of exposing sensitive:
production data

— Were impacted by various state insurance laws

— Requirement to disguise the Consumer System application first
which included z/OS and Oracle data '

e Solution: Compuware Test Data Privacy Solution

— Data Disguise routines needed to be reversible during early
phases of implementation so downstream systems would not be
impacted :

— Defined disguise rules for consistent results on z/OS and Oracle
data

— Translate tables were populated from data in the distributed ,
environment and moved to the mainframe for consistent disguise

The end result: Created a repeatable process to subset and
disquise data which included audit reports for validation

7 iSACA 2007 Fall.COM
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Test Data Privacy
Why Compuware? Our Solution is Comprehensive!

We deliver a comprehensive solution that
includes:

Integrated and proven technology

— File-AlD/Data Solutions, File-AlID/RDX, and File-AlID/CS

« Defined, repeatable processes for automated product execution

* Project templates that fully document the tasks for each step in the process
« Documentation to substantiate compliance

« Product-generated, standardized reports for ongoing auditability

« People with project management and data privacy implementation
experience

#’SABA | 2007 Fall Conference
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Test Data Privacy
Why Compuware? We are Experienced!

« We have assisted with implementation of nearly 40 Data Privacy
Projects in the US and Canada over the past 3 years

— Several Test Data Privacy customers also in Europe, Australia, Latin
American, Brazil and South Africa

— Companies are mostly Insurance, Financial Services, Retail and
Health Care organizations

« We can assist with any stage of the project; analysis, design,
development or delivery

« We have the ability to adapt to out of the box scenarios and
situations

%’SACA 2007 Fall Conference
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Test Data Privacy
The Value Proposition

Lowers cost
Reduces risk

Improves test data quality

Provides an end-to-end solution

7 iSACA 2007 Fall Conference
S IT Gove fessi
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Appllcatl@a Audltlng

How do you protect against
sensitive data breaches where
users are authorized to
access the data?

—HSACA

San Fréh‘cié\éo ChapterJ



Application Auditing
Where’s Your Risk?

Ponemon Institute’s 2004
Data Security Tracking Study —
Leading Cause of Data Security

Breach
45%
40%
35%
30%

0 Non-malicious
o . employee
20% error

. Malicious
15% employee
activities
1o Hacker or
5% I:I external
penetration
0%

“Contrary to what most people
believe, the majority of identity thefts
are inside jobs.”

Judith Collins
Michigan State University
|dentity Theft Survey

“Gartner estimates that more than 70%
of unauthorized access to information
systems is committed by employees, as
are more than 95% of intrusions that
result in significant financial losses.”

Richard Mogull
Gartner Senior Analyst

Serving IT Governance Professionals
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Application Auditing
Defined

like a survelillance camera

provides an audit trail that
can be retrieved to investigate details

4
—HSACA
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Application Auditing

Methods currently used to prevent unauthorized access

RACF, ACF2 or Top Secret
authenticate the user at login.

trusted internal users still have
access to the application

4

RACF, ACF2 or Top Secret secure
access to the application and data.

San Francisco Chapter
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Application Auditing

What we do: Record End-User Activity

End-users are
notified that all
their application
activity is being
recorded

Key application
communication
IS recorded

Repository

of Audit Trall
information is
saved, protected
and ready for use

Audit Reports
1

EN

Repository

3270/LUO

CICS, IMS, TSO —
Mainframe L —

C .=

_ CL -

L

APPC TCP/IP
(HTTP, HTTPS, DB2 Connect,
IMS Connect, CTG, CICS ECI)

»
00, 1

WebSphere
MQ L

r
T

—HSACA
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Application Auditing

Example of Investigating Suspicious Activity

e An end-user is suspected of misusing client data

Reports are created to pull up that user’s activity from the
repository

Results are shown in a web browser

e Can focus within a date range or other criteria
"’!
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Application Auditing

The Global Record Repository: Valuable, Reusable Assets

Test Analysis

Test Execution

Test
Documentation

Test Creation
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Application Auditing

An IT Auditor’'s Perspective
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Application Auditing

Case Study Example: An Audit Trail of Evidence

 Large Federal Government Agency
— Highly sensitive online transactions

— Hundreds of end users all over the world
producing 8+ million daily transactions

— IT security is top priority

« Solution: Hiperstation
— Record and save all application traffic
— Search repository for suspected misuse
— Use information for legal proceedings
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Application Auditing:

Savings With a Targeted Notification

Example: You have 100 CSR’s supporting 100,000 customers; avg. customer
acquisition cost is $200; expected lifetime revenue is $1,000 per customer
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