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Topics of Discussion

Why audit IT Governance?

Is this an IT audit?

Where to start...

CobiT 4.0 (A very good place to start)
Navigating

Building the approach to the audit
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Enterprise Governance

Governance: The method by which an
organization is directed, administered or
controlled
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IT Governance

IT governance is the responsibility of
executives and the board of directors, and
consists of the leadership, organizational
structures and processes that ensure that
the enterprise’s IT sustains and extends
the organization's strategies and

objectives.
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Cobit and IT Governace

CobIT supports IT governance by providing a
framework to ensure that:

T Is aligned with the business

T enables the business and maximizes
penefits

T resources are used responsibly
T risks are managed appropriately
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I'T Governance
Focus Areas

Resource
Management
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Strategic Alignment

Strategic alignment
focuses on ensuring the
linkage of business and
IT plans; on defining,
maintaining and
validating the IT value

proposition; and on Management
aligning IT operations
with enterprise
operations.

17/2007

Your potential. Our passion.”




Value Delivery

Value delivery is about
executing the value
proposition throughout
the delivery cycle,
ensuring that IT delivers
the promised benefits
against the strategy,
concentrating on
optimizing costs and
proving the intrinsic
value of IT.
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Risk Management

Risk management requires
risk awareness by senior
corporate officers, a clear
understanding of the
enterprise’s appetite for
risk, understanding of
compliance requirements,
transparency about the
significant risks to the JResourcs
enterprise, and embedding

of risk management
responsibilities into the

organization. Microsoft
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Resource Management

Resource management
Is about the optimal
iInvestment in, and the
proper management of,
critical IT resources:
applications, information,
infrastructure and
people. Key issues relate
to the optimization of
knowledge and
infrastructure.
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Performance Management

Performance
measurement tracks and
monitors strategy
Implementation, project
completion, resource

usage, process | > )
performance and service BT

delivery, using, for 3
example, balanced
scorecards that translate
strategy into action to
gchievccla goals meaSLIJrabIe
eyond conventiona - .
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CobiT 4.0 Domains
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Plan and Organize

This domain covers strategy and tactics, and
concerns the identification of the way IT can best
contribute to the achievement of the business
objectives. Furthermore, the realization of the
strategic vision needs to be planned,
communicated and managed for different
perspectives. Finally, a proper organization as
well as technological infrastructure should be put
In place. This domain typically addresses the
following management questions:
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Plan and Organize

Are IT and the business strategy aligned?

Is the enterprise achieving optimum use of its
resources?

Does everyone in the organization
understand the IT objectives?

Are IT risks understood and being managed?

Is the quality of IT systems appropriate for
business needs?
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Acquire and Implement

To realize the IT strategy, IT solutions need
to be identified, developed or acquired, as
well as implemented and integrated into the
business process. In addition, changes in and
maintenance of existing systems are covered
by this domain to make sure the solutions
continue to meet business objectives. This
domain typically addresses the following
management questions:
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Acquire and Implement

Are new projects likely to deliver solutions
that meet business needs?

Are new projects likely to be delivered on
time and within budget?

Will the new systems work properly when
Implemented?

Will changes be made without upsetting
current business operations?
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Deliver and Support

This domain is concerned with the actual
delivery of required services, which includes
service delivery, management of security and
continuity, service support for users, and
management of data and the operational
facilities. It typically addresses the following
management questions:
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Deliver and Support

Are IT services being delivered in line with
business priorities?

Are IT costs optimized?

Is the workforce able to use the IT systems
productively and safely?

Are adeqguate confidentiality, integrity and
availablility in place?
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Monitor and Evaluate

All IT processes need to be regularly
assessed over time for their quality and
compliance with control requirements. This
domain addresses performance
management, monitoring of internal control,
regulatory compliance and providing
governance. It typically addresses the
following management questions:
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Monitor and Evaluate

s IT’s performance measured to detect
problems before it is too late?

Does management ensure that internal
controls are effective and efficient?

Can IT performance be linked back to
business goals?

Are risk, control, compliance and
performance measured and reported?
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CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery
Resource Management
Risk Management
Performance Measurement
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CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery

Resource Management
Risk Management
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CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery

Resource Management
Risk Management
Performance Measurement

Deliver and Support
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CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery
Risk Management
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Strategic Focus

Plan and Organize

| PO1 | Defineastiategicplan | P |
Define the information architecture n
| POG | Communicate managementaims and direction | P_|
| PO7 | Manage[Thumanresources | P |
| PO | Managequalty | P
| POO | AssessandmanagefTrisks | P |
PO10 | Manageprojects ______________| P_

Acquire and Implement

Identify automated solutions n
Acquire and maintain application software n

Deliver and Support

Define and manage servicelevels n

Monitor and Evaluate

Ensure regulatory compliance n
Provide IT governance n
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Value Delivery

Plan and Organize

m Managethe IT investment n

Acquire and Implement

A1 | ionttyautomatedsolatons | p_
A2 | Acqure andmaintan appicationsofware | p |
A4 | Ensbleoperationanduse | p_
aio | Managechanges | p
7 [ inseland aceroatsomonsanderanges | p_

Deliver and Support

D51 | Demoandmansgesenicolevels | p
(os2 [Memsebidomysais |5

s | Ensuocomtucussavics | p_
bo7 | Bcdandiiuaes T |
Dse | Managesenicedeskandimeidonts | p_
“bso | Managetheconfgurton | p |
0510 | ManageProbems | |
ooyt [Monagoas | p_

Monitor and Evaluate

Monitor and evaluate internal control n
Provide IT governance n
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Resource Management

Plan and Organize

Acquire and Implement
Deliver and Support
DS 6

Monitor and Evaluate
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Risk Management

Plan and Organize

O 4 |Definethe IT processes, organization, and relationships
Communicate management aims and direction

Assess and manage IT risks
Acquire and Implement

LI
Deliver and Support

s

DS 12 IManage the physical environment

Monitor and Evaluate

Monitor and evaluate internal control
Ensure regulatory compliance

ME 4 |Provide IT governance
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Performance Management

Plan and Organize

Manage the IT investment
Manage IT human resources
PO 10| Manage projects

Acquire and Implement

Install and accredit solutions and changes

Deliver and Support

| DS 1 | Defineandmanageservicelevels | P |
| DS3 | Manageperformanceandcapacty | s |
| DS4 | Ensurecontinuousservice | s |
| DS6 | Identifyandallocatecosts | s |
| DS 8 |_Manage service deskandincidents | s |

Monitor and Evaluate

Monitor and evaluate IT performance ﬂ
Provide IT governance ﬂ
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Two Conceptual Approaches

Integrated Audit Approach: Every audit
you conduct addresses key components of IT
Governance. Over time you may be able to
assess the overall effectiveness of IT
Governance.

Targeted IT Governance: Develop a
series of targeted audits that together allow a
comprehensive assessment of the

effectiveness of IT Governance.
9/17/2007 MiC’OSOﬂ
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|ldentifying the Approach

Assess Current
Audit
Knowledge

Identify Gaps

Assess the Risk
to Business
Objectives

Define Scope
and Objectives

Is there recent audit
work or other data that
can inform your
assessment of the
quality of controls?

Highlight the areas
that represent gaps in
audit knowledge.

9/17/2007

Based on the gap
analysis, assess the
high level risk to the
business.

Using the framework,
define the overall
scope and objectives
that represent the
audit approach.
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Assess Current
Audit
Knowledge

Is there recent audit
work or other data that
can inform your
assessment of the
quality of controls?

Identify Gaps

Plan and Organize

PO 1_Define a strategic plan

PO2 Define the Information archiecture

PO 6 _Communicate management aims and direction
PO 7 Manage IT human resources

PO8 Manage qualty

POS Nkntdnmll’ruks

PO 10 Mans proge

Acquire and Implement

Dehver and Support
DS 1_Define and e service levels
Monitor and Evaluate

Plan and Organize
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Assess the Risk

to Business
Objectives

Plan and Organize

PO 2 Define the information architecture
PO 3 Determine technological direction
PO4 Define the IT

PO mar
Acquire and Implement
A3 Acquire and maintain technology infrastructure

Deliver and Support

DS 1 _Define and manage service levels
DS 3 Manage performance and capacity
DS 6 identifhy and allocate costs

wwmm L

Define Scope
and Objectives

Plan and Organize
POS5 _Manage the IT invesiment
Acquire and Implement

Deliver and Support

DS 11 dats
Monitor and Evaluate

ME2 Montior and evaluate intemal contol
ME 4 _Provide IT govemance

Plan and Organia

PO 4_Define the IT processes, organization, and relationships. P
PO 6 Communicate management aims and direction | P
PO 9 _Assess and manage IT risks P

Acquire and Implement

Deliver and Support

ME 2 Monitor and evaluate internal control
ME3 Emmnqulduycomplnmn
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Assess Current Assess the Risk
Audit Identify Gaps to Business
Knowledge Objectives

Define Scope
and Objectives

Is there recent audit
work or other data that CobiT Control Objectives
. Mapped to

can inform your IT Governance Focus Areas
assessment of the

quality of controls? bl L Audit
Knowledge

ite gl Alignmant
L Dull very
Rasourcs Managemsnt
Risk Masnagemant
Av” t Know lsags

Parformance  Mexwrsmant

[po1 | Oetoge®gepm  [nfi s |

= [
mnnnn-
Detmn e Bchiohgkal disction (e (=] |

[ s B s |
[ poe | Commukat managemert i and diection n--n-
mn-nnn-
[pos | waagequn 00 Jwls[Ps
mmm_n_-n--
lpoo] Bapepaece | dslclcle] |
Acquire and Implement

[0 | vy ovemared sonmons  Peliel e [ ] |
-ﬂﬂﬂﬂ--

Ao . chvorgy e N E
mnnu-ﬁ-

Deliver and Support

T B S
I T — 3 - 3 -
-~ ol -

S
[oos [ womevecompamn [l o ool |
RN I I TS 1 35 5 N e A

Lo IR N
Monitor and Evaluate
[wer | Worbrad wahae mpemmace PRl g |
[ wez [ mormorand esanae nenal cortol -n_n--

[ues | Evew gy compinee TR TR
L uec ] ook Moo 1o lelelplel |

Microsoft

9/17/2007 Your potential. Our passion.”




Assess Current
Audit
Knowledge

Identify Gaps

CobiT Control Objectives
Mapped to
IT Governance Focus Areas
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Highlight the areas
that represent gaps in
audit knowledge.

Assess the Risk
to Business
Objectives

Define Scope
and Objectives

CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery
Resource Management
Risk Management
Performance Measurement
Audit Knowledge

Plan and Organize

| PO 1 Defineastrategicplan [Pl s | s B 1 |
| PO 2 [Define the informationarchitectre Rl s [l s [
T H EA
| PO |Communicate management aimsand direction LRl R ] 2 |
Assess and manage I T risks ﬂ--ﬂ-

Acquire and Implement
[ A7 linstall and accredit solutions and changes | s IRl s |s |s] 2 |
Deliver and Support

[ DS 1 |Defineand manage service levels Rl Rl lipl] 2 |
M anage third party services -ﬂﬂ
M anage performance and capaci ﬂ-
| DS6 Jdentifyandallocatecosts RO S |

Monitor and Evaluate

ME 1 |Monitor and evaluate IT performance

a2
I .
ME 2 IMonitor and evaluate internal control -ﬂ
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Assess Current Assess the Risk
Audit Identify Gaps to Business
Knowledge Objectives

Define Scope
and Objectives

CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery
Resource Management
Risk Management
Total Risk Rating
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Plan and Organize

ﬂ--—--- Based on the gap
| PO2 | Definethe informationarchitectwre Rl s fRd s I 1 [ | | | :
| PO3 | Determinetechnologicaldirection | s 1s Ped s I o | | | | analysis, assess the
| POB | Communicate managementaimsanddrecton LB LBl 9 | | | | high level risk to the
CRNESrreer 090 [ business.

Acquire and Implement
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Deliver and Support
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M anage third party services
DSS Manage perforrmance and capaci
Identify and allocate costs

N s e
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Monitor and E\rdluate
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Assess Current Assess the Risk
Audit Identify Gaps to Business
Knowledge Objectives

Define Scope
and Objectives

CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery
Resource Management
Risk Management
Total Risk Rating
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Plan and Organize

[PO1 | Defineastrategicplan [Pl s [s B 1 | | | |
[PO2 | Definethe informationarchitecture [Pl s BRI s I 1 | | | |
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IT Governance Focus Weight mm
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Assess Current Assess the Risk
Audit Identify Gaps to Business
Knowledge Objectives

Define Scope
and Objectives

CobiT Control Objectives
Mapped to
IT Governance Focus Areas

Strategic Alignment
Value Delivery
Resource Management
Risk Management
Total Risk Rating
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Plan and Organize
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Deliver and Support Management
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IT Governance Favorites

Strategic Alignment
Value Delivery
Resource Management
Risk Management
Performance Measurement

Plan and Organize

| o1 befmeastategiplan | w e | |s|s | |
| P02 pefmetheintormationarchtecte | v | e |s | e s | |
| Po3 peterminstechmologicaldvecton | wm | s |s | e | s | |
| oS ManagethelTinvestment | wm | s|e|s| |s|
| Poc _lcommunicatemanagementaimsanddirectn | w | o | | [e | |

| PO scecs andmanage Trisks P I I P

Deliver and Support

| D51 Defineandmanage senvicslevels w e fele | [p|
056 _dentitandallocate costs P P I O

Monitor and Evaluate

| ME1 MentorandevelusteTpertomance | w | | | | ||
| ME2 Montorandevalvateimtematcontol | w | e | e | |
| MES |nsweregutoycompiance | w e | | |e|
| vEs |providegovemance | u e e p|p|p
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Parting thought...

Leverage Cobit 4.0 to
arrive at an approach to
audit IT Governance.

We can audit the box to
death, but without
effective IT Governance ]

the business will not Management
achieve full potential.
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Thank you !
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